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This image is to be read in conjunction with the below Policy narrative,
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A. Data subjects

If a data subject wishes to submit a complaint to the Information Commissioner’s Office,
certain identification verifications must be carried out before engagement. This is to
ensure that the Information Commissioner complies with relevant laws requiring that
information and/or personal data relating to a matter be disclosed only to authorised
persons. The required documentation may vary depending on the circumstances, but will
largely follow the following procedure:

(1) International documents
For documents (e.g. Passport, Identity Card, Driver’s Licence etc.) issued under the
laws of a jurisdiction other than Gibraltar, the Information Commissioner will require
the relevant documents to be certified by a lawyer and/or notary confirming that the
document is a true copy of the original and that the photograph is a true likeness of
the data subject. This must also be notarised and apostilled.!

! Apostille relates solely to jurisdictions that are party to the Hague Convention. Any other jurisdictions may require
an alternative process to be followed such as for example Consular Legalisation — the Information Commissioner
retains the discretion to decide as to relevant requirements on a case-by-case basis).
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The relevant documents must be attached to the relevant complaint form. Where this
is not feasible for any reason, documents may be attached to an email and sent to
privacy@gra.gi by the data subject, or alternatively, hard copies may be sent to the
Information Commissioner’s Office.

(2) Official Gibraltar-issued documents

For documents issued by His Majesty’s Government of Gibraltar (e.g. Gibraltar
passport, Gibraltar ID or residency card, Gibraltar Driver's Licence etc.), the
Information Commissioner will require the relevant documents to be certified by a
professional person (including those who are retired), for example, bank or building
society officials, police officers, civil servants, ministers of religion and people with
professional qualifications like teachers, accountants, engineers and solicitors. The
person’s title must be included alongside the document confirming that it is a true
copy of the original and that the photograph is a true likeness of the data subject.
The person providing the certification must reside in Gibraltar and hold a valid British
passport issued in Gibraltar or the UK.

Relevant documents must be attached to the relevant complaint form. Where this is
not feasible for any reason, documents may be attached to an email and sent to
privacy@gra.gi by the data subject, or alternatively, hard copies may be sent to the
Information Commissioner’s Office.

B. Authorised Representatives

There may be instances in which data subjects may seek to appoint a representative to
liaise with the Information Commissioner’s Office on their behalf. Whilst this is acceptable,
the Information Commissioner must take necessary steps to properly verify the identity
of the data subject who is granting authority, the authorised representative, and the
authenticity of the appointment. In this regard, the Information Commissioner will require
certain supporting documentation. The required documentation may vary depending on
the circumstances, but will largely follow the following procedure:

(1) The documents as set out in point A above, as relate to the data subject’s
identity must be provided. These must be provided for the data subject
as well as any individual acting as an authorised representative (i.e. this
is not required for professional bodies such as law firms appointed to act
as opposed to individuals).

In addition, the following must be provided:

(2) International
For documents (e.g. a Power of Attorney, Affidavit, Witness Statement etc.)
granting a third party authority to act on behalf of a data subject, and which are
issued under the laws of a jurisdiction other than Gibraltar, the Information
Commissioner will require the relevant documents to be notarised and apostilled.?
The requirement for notarisation and apostille (or any alternative as the Information
Commissioner may deem appropriate) is also applicable with regards any ancillary

2 Apostille relates solely to jurisdictions that are party to the Hague Convention. Any other jurisdictions may require
an alternative process to be followed such as for example Consular Legalisation — the Information Commissioner
retains the discretion to decide as to relevant requirements on a case-by-case basis).
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(3)

(4)

documents. The relevant documents must include: the data subject’s full name;
their signature; full details of the authorised representative; and a clear statement
granting the relevant authority. For clarity, a simple unvalidated letter of consent
will not suffice.

As an exception to the above, where an instrument is executed internationally but
authorises a Gibraltar professionally licenced or regulated body to act, the
requirement set out in point (3) below will instead apply. In this regard, the
representative shall be responsible for ensuring the validity of all relevant
documents.

Furthermore, this point (B)(2) does not apply where a data subject is able to obtain
professional certification within Gibraltar, even if this is to appoint an international
body to act on their behalf. In such circumstance, please see (B)(6) below.

The relevant documents may be attached to an email and sent to privacy@ara.qgi
by the data subject and/or authorised representative, or alternatively, hard copies
may be sent to the Information Commissioner’s Office.

Gibraltar Professionally Licenced/Regulated Body

For those seeking to appoint a professional body duly licensed or regulated in
Gibraltar (e.g. a law firm) to act on their behalf, the Information Commissioner will
require written confirmation from the data subject, including: their full name; their
signature; full details of the professional body; details of the relevant individual
acting within such body; and a clear statement granting the relevant authority.

Such written authority may for example include a signed letter attached to an email
and sent to privacy@gra.gi by the data subject and/or authorised representative,
or alternatively, hard copies to be sent to the Information Commissioner’s Office.

Gibraltar-resident Individual or non-licenced/requlated Gibraltar-

registered body
For documents seeking to appoint a Gibraltar-resident, non-professional individual

to act on a person’s behalf, or to appoint a non-licenced/regulated Gibraltar-
registered body, the Information Commissioner will require written authorisation
from the data subject, including: their full name; their signature; the full name of
the authorised representative; and a clear statement granting the relevant
authority. Such written authorisation must be witnessed by a professional person
(including those who are retired), for example, bank or building society officials,
police officers, civil servants, ministers of religion or persons with professional
qualifications such as teachers, accountants, engineers and solicitors. The person’s
title must be included alongside the confirmation that the document was signed in
their presence. The person providing the certification must reside in Gibraltar and
hold a valid British passport issued in Gibraltar or the UK.

Such written authority may be provided to the Information Commissioner’s Office
attached to an email and sent to privacy@gra.gi by the Grantor and/or
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Representative, or alternatively, hard copies to be sent to the Information
Commissioner’s Office.

(5) Non-Gibraltar-resident Individual

The provisions of point (B)(2) will generally apply. However, where both the data
subject and the authorised representative are able to obtain relevant certification
within Gibraltar confirming the authenticity of the appointment, the Information
Commissioner may accept written authorisation from the data subject, including:
their full name; their signature; the full name of the authorised representative; and
a clear statement granting the relevant authority. Such written authorisation must
be witnessed by a lawyer or accountant duly licensed in Gibraltar, or alternatively,
signed before a Notary Public or Commissioner-for-Oaths duly licensed in Gibraltar.

Such written authority may be provided to the Information Commissioner’s Office
attached to an email and sent to privacy@gra.gi by the data subject and/or
authorised representative, or alternatively, hard copies to be sent to the Information
Commissioner’s Office.

(6) International body (whether regulated or otherwise)

The provisions of point (B)(2) will generally apply. However, where the data subject
is able to obtain relevant certification within Gibraltar confirming the authenticity of
the appointment, the Information Commissioner may accept written authorisation
from the data subject, including: their full name; their signature; the full name of
the authorised representative; and a clear statement granting the relevant
authority. Such written authorisation must be certified by a lawyer or accountant
duly licensed in Gibraltar, or alternatively, signed before a Notary Public or
Commissioner-for-Oaths duly licensed in Gibraltar.

Such written authority may be provided to the Information Commissioner’s Office
attached to an email and sent to privacy@gra.gi by the data subject and/or
authorised representative, or alternatively, hard copies to be sent to the Information
Commissioner’s Office.

The Information Commissioner reserves the right to request alternative and/or additional
documentation to verify the authenticity of documents, the identities of relevant individuals,
and/or the granting of authority, in line with data protection requirements. For a copy of the
Information Commissioner’s Privacy Notice please see https://www.gra.gi/privacy-notice.

The Information Commissioner also reserves the right not to act on any request or
communication received by his office until the authenticity of the documents and the identities
of the individuals have been confirmed.

Should you require any clarification on the above, please contact privacy@gra.gi.
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