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|. INTRODUCTION

The Information Commissioner has a range of statutory functions and responsibilities under
the Data Protection Act 2004 ("DPA"), the Gibraltar General Data Protection Regulation
("Gibraltar GDPR"), and other applicable data protection legislation.

As part of these statutory functions, the Information Commissioner is responsible for handling
and investigating complaints concerning the application of the Gibraltar GDPR, the DPA, and
other relevant data protection laws. The Information Commissioner may investigate
complaints submitted by individuals or, where appropriate, initiate investigations on their own
initiative to determine whether there has been compliance with the relevant legislative
framework.

This Complaints Procedure (the “Procedure”) sets out the process for the receipt, assessment,
handling, investigation, and resolution of complaints, ensuring that complaints are dealt with

fairly, consistently, transparently, and in accordance with the Information Commissioner's
statutory duties and powers.

2. GENERAL PRINGIPLES

The following principles apply throughout this Procedure:

(a) Each stage of the Procedure should ordinarily be completed before progressing to the
next. Where the requirements of a stage have not been satisfied, the Information
Commissioner may repeat that stage or request further information before progressing.

(b) The Information Commissioner may depart from this Procedure where it is considered
necessary, appropriate or proportionate to do so, having regard to the circumstances of
the particular case.

(c) The timeframes contained within this Procedure are indicative only. Whilst every effort
will be made to comply with them, they may be extended where justified by factors
including:

(i) the complexity of the issues;

(i) the volume of information requiring consideration;
(iii) the number of parties involved;
(iv) the need to obtain further evidence;

(v) operational demands or competing regulatory priorities.

(d) Any regulatory or enforcement action arising from an investigation will be taken in
accordance with the Information Commissioner’s Regulatory Action Guidance.



https://www.gra.gi/uploads/documents/data-protection/Documents/Guidance/GDPR09.pdf

3. METRODOLOGY

3. STEP [ONE: INITIAL ASSESSMENT

The investigation procedure is triggered when a data protection concern is raised. This may
be as a result of a complaint (using our online Complaint Form), a referral from another data
protection authority or a concern identified by the Information Commissioner.

Once a complaint has been received, the Information Commissioner will acknowledge the
same within 5 working days and proceed to conduct an initial assessment to determine
whether sufficient information has been provided to progress the complaint. During this stage,
our office may ask complainants to provide the following —

(a) a completed complaint form;
(b) proof of identity';

(c) evidence of engagement with the data controller in question. If such documentation is
not available, the Information Commissioner will ask the complainant to, in the first
instance, engage with the individual responsible or the organisation, in writing, to try to
resolve the issue?; and/or

(d) undertake reasonable steps to assist the investigation, where necessary. This may include
completing an Evidence Table, Subject Access Request ("SAR") Table or other document
designed to organise or clarify the issues raised, particularly where a complaint is
supported by a large volume of information3.

Where an investigation is initiated following a referral from another data protection authority,
Steps Two and Three shall not apply. The investigation shall proceed directly to Step Four.

Where an investigation is initiated by the Information Commissioner on the basis of
information obtained from a source other than a complaint or referral, Steps Two to Five shall
not apply. The investigation may proceed to directly to Step Six.

I'In accordance with the Information Commissioner’s “Policy — Identity and Authority Verification”. Complainants
should ensure that they are familiar with the requirements of this Policy before submitting a complaint, as
complaints that do not meet these requirements may not be progressed.

2 Organisations have primary responsibility for ensuring compliance with data protection. The Information
Commissioner therefore believes that in the first instance, data subjects should raise any data protection concerns
with them directly, in writing. In most cases this route is the quickest way of addressing any concerns. Where an
organisation is unable or unwilling to address the concerns raised, complainants may submit a complaint to the
Information Commissioner and provide evidence of their correspondence with the organisation, including details
of attempts made to resolve the matter and any response(s) received. Complaints should be submitted within
three months of the last meaningful contact with the organisation; otherwise, the Information Commissioner may
require the complainant to re-engage with the organisation.

3 The purpose of these requests is to enable the Information Commissioner to identify and understand the relevant
data protection concerns efficiently; complainants should not expect the Information Commissioner to review
extensive unstructured information without reasonable assistance.

2


https://www.gra.gi/data-protection/complaints
https://www.gra.gi/uploads/documents/data-protection/Complaints/Policy%20-%20Identity%20and%20Authority%20Verification.pdf

3.2 STEP TWO: REVIEW OF INFORMATIDN

Once sufficient information has been received, the Information Commissioner will review it to
determine whether the complaint clearly identifies the alleged data protection concerns. If the
information is unclear, incomplete, or insufficient, the complainant may be requested to
provide further clarification under Step Three before the matter progresses.

3.8 STEP THREE: SUPPORTING EVIDENGE

Where a complaint contains a substantial volume of information, or where the issues are
complex, the Information Commissioner may require the complainant to complete an Evidence
Table or Subject Access Request Table, or provide further clarification, before the complaint
can progress. The purpose of this requirement is to assist in identifying and assessing the
issues raised, the evidence relied upon, and whether the matter falls within the Information
Commissioner’s data protection remit, enabling an effective, proportionate and timely review
of the complaint.

3.4 STEP FOUR: CASE REFERRAL

Where a complaint has been referred to the Information Commissioner by another data
protection authority, the Information Commissioner will engage with the relevant party to
facilitate resolution.

In other cases, where the complainant has already attempted to resolve the matter directly
with the relevant individual or organisation without success, the Information Commissioner
will similarly engage with the relevant party to facilitate resolution. The individual or
organisation will be given an opportunity to address the concerns raised and resolve the
matter directly with the complainant.

If the parties are unable to resolve the matter at this stage, the case will progress to the next
step of the investigation process.

3.0 STEP FIVE: CASE REVIEW

At this stage, the Information Commissioner will undertake a review of all the information
obtained to determine whether further investigation is required. In reaching this decision, the
Information Commissioner will consider the seriousness of the concerns raised, the public
interest in pursuing the matter, the need for proportionate use of regulatory resources?*, and
whether further investigation or regulatory action is necessary and appropriate in the
circumstances.

Complaints are investigated to the extent considered appropriate by the Information
Commissioner in accordance with section 170 of the DPA. Accordingly, not all complaints will
progress to a full investigation. The Information Commissioner may determine that no further
investigation is required, for example where appropriate corrective action has already been
taken by the data controller and no further regulatory or enforcement action is considered
necessary. Where the Information Commissioner decides not to progress a complaint, this
does not affect an individual's right to apply to the Gibraltar Magistrates' Court to pursue the
matter furthers.

4 Recital 129 of the Gibraltar GDPR.
5 Section 172 of the DPA.



3.6 STEP SIX: FURTHER INVESTIGATION

Where the Information Commissioner determines that a case should progress, consideration
will be given to whether any further information is required to support the investigation. Where
additional information is necessary, the Information Commissioner will determine the most
appropriate means of obtaining that information, which may include issuing an Information
Notice, where considered necessary and proportionate in the circumstances.

Where further information is required, this step will continue until the Information
Commissioner is satisfied that sufficient information has been obtained to enable the
investigation to progress. The time required to complete this step may vary depending on the
complexity of the case, the volume of information required, and the cooperation of the parties
involved.

Where no further information is required, or where the Information Commissioner considers
that the matter can be progressed on the basis of the information available, taking into
account the accountability principle and the responsibility of controllers and processors to
demonstrate compliance with their data protection obligations, the matter may proceed to
Step Seven.

3.7 STEP SEVEN: PROPOSED DETERMINATION

A Proposed Determination sets out the Information Commissioner’s preliminary findings,
including the relevant facts, understanding of the issues and provisional conclusions. Before
issuing a final decision, the Proposed Determination is shared with the parties to the
investigation, giving them an opportunity to review the findings and submit any further
information or comments that they wish the Information Commissioner to consider.

Parties will usually be given 15 working days to respond, although this timeframe may be
varied where appropriate, having regard to the circumstances of the case.

However, where an investigation is initiated by the Information Commissioner on the basis of
information obtained from a source other than a complaint or referral, the Information
Commissioner may not always issue a Proposed Determination or subsequently proceed to
Step Eight (Final Decision). In such cases, the Information Commissioner may close the case
by issuing a letter of recommendations to the data controller.

3.8 STEP EIGHT: FINAL DECISION

After considering any representations received in response to the Proposed Determination,
the Information Commissioner will issue a final decision.

The final decision will set out the Information Commissioner's findings and, where appropriate,
may include any recommendations, corrective measures, or enforcement action considered
necessary.



GONTAGT US

libraltar Regulatory Authority
end floor, Eurotowers 8, 1 Europort Road, Gibraftar

(") (+350) 20071636

privacy@gra.gi
@ WWw_gra.qi




