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Rights of Individuals Under the GDPR

1

RIGHT TO BE INFORMED

The right to be informed encompasses the obligation for
organisations to inform Individuals about who they are, what
they are going to use their data for and how. This information
is typically provided through a privacy notice, which must be:

RIGHT TO RECTIFICATION

Individuals are entitled to have their personal data rectified if it
is inaccurate or incomplete .

Organisations should respond within one month. However, this
period

can be extended to two months where the request for
rectification is

complex.

RIGHT OF ACCESS

Individuals have the right to request accessto their personal
data and supplementary information .

A response must be provided within one month and free of
charge

RIGHT TO ERASURE

The right to erasure is also known asthe 0 R GIDBE
FORGOTTENOG

Under this right, individuals can request the deletion or
removal of personal data where there is no compelling
reason for its continued processing




Rights of Individuals Under the GDPR

5 {

RIGHT TO RESTRICT PROCESSING

GRA
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RIGHT TO DATA PORTABILITY

Data portability allows an individual to obtain copies (in a
Oor eus &bl enadf data about them, which is held
electronically by an organization and/or request for the data
to be copied or transferred to another organization.

Il ndi vi dual s have a right to 0bl ogd
personal data, for example when:

1)  Anindividual contests the accuracy of the personal data being
processed; or
2)  Processingis unlawful, but the individual opposes erasure and

requests restriction instead.

The right to data portability only applies to personal data an
individual has provided to an organisation: and where the
processing is based on the individuals consent or for the
performance of a contract .

Individuals must be informed when organisations lift a restriction on
processing

RIGHT TO OBJECT RIGHTS RELATED TQUTOMATED DECISIGMAKING

Individuals have the right to object to: Individuals have the right not to be subject to a decision when
Processingbased on legitimate interests or the performance it is based solely on automated means without any human
of a task in the public interest/exercise of official authority intervention, and should able to:

(including profiling) . 1) Expresstheir point of view.
Direct marketing (including profiling) . 2)  Obtain human intervention .
Processingfor the purposes of scientific/historical research 3) Obtain an explanation of the decision.

and statistics . 4) Challengeit.



Lawfulness
Fairness
Transparency

Purpose
Limitation

Integrity &
Confidentiality

Data
Minimisation

Storage
Limitation



ACCOUNTABILIT

The

gl ue

t hat

ti es

commi t

Article 5(2) of the GDPR

The controller shall be
responsible for, and be able
to demonstrate compliance

with the six principles

relating to processing of

personal data.
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Accountability & Governance

Organisations ought to be able to demonstrate compliance by providing co

RECORDS OIPROCESSINGACTIVIEES CERTIEICATION

DATA PROTECTIONDOREICER BREACH NOTIEICATI

DATA PROTECTIONNMPACT-ASSESSMENTS




EETEWh, ?

CONTEXTo CONSIDER HOW THE WORK PLACE HAS CHANGE




EETEWh, ? -

CONTEXTo CONSIDER HOW THE WORK PLACE HAS CHANGE

6 ® 8imple, the risks to individuals and to their
personal data has grown



GDPR & LED

THE DIGITAL ECONOMY
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(Source:

UK Retail Ecommerce Sales, 2017-2022
billions of £, % change and % of total retail sales

£132.61

£124.51

£115.93
£106.16

Ml Retail ecommerce sales [l % change N % of total retail sales

Note: includes products or services ordered using the internet via any
device, regardless of the method of payment or fulfillment; excludes travel
and event tickets

Source; eMarketer, Oct 20718
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Growth in ecommerce
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THE DIGITAL ECONOMY

Approx.
15% in

37.3% K=

Remote sector* market
share (CQY)

3.0% increase from year
ending March 2017

*Online betting, bingo and
casino games




_corazien (W

OUR DEMOCRACY AND FREEDO

Data analytics firm
Psychological profiling & manipulation
Trump/Brexit

THREATENING FREE CHOICE AND
DEMOCRACY
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Exercise 1

TASK

What do you consider personal data?




Getting started

Risk and

The GDPR/LEDwill be more relevant to certain organisations than others, so it is
important and useful to identify and map out those areas which will have the
greatest impact on your organisation.

Identify processing that involves special categories of data or data
relating criminal convictions/offence .

Identify large scale processing.

Identify any data sharing.

Identify  processing activities that involve the use

technologies .




Getting started

Askyourselvesthe following questions:

G

How would your organisation react if it received a request from a data subject wishing to
exercise their rights under the GDPR/LED?

How long would it take you to locate (and correct or delete) the data from all locations
where it is stored?

Who, from your organisation, will make decisions regarding the deletion of personal data?

Can your systems respond to the data portability provision of the GDPR if applicable, where
you have to provide the data electronically and in a commonly used format?



EXERCISE 2

Case<Study Hearts Gl'Charity,

A. Get in to groups 05 groups In total.

B. 5 minutes to read case study.

C. 5 minutes to discuss findings within your groups.

D. 15 minutes to discuss collectively.

Part 1




EXERCISE 2

Great Ormond Street
Hospit al

—-’? Charity

Chil drenos

—_—_*

DONORS

Great
Ormond
Street
Hospital

Part 1




External party
responsible for the
Reciprocate Scherme

Great Ormond Street
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With a 20% discount
(£8,000) if the penalty was paid early

X




=  GDPR

BREACH?

alth screenin
July 2016

With a 20% discount
(£8,000) if the penalty was paid early




Data controllers are required to process personal data as indicated under Article 5
and 6 of the GDPR.

Article 5

Personal data shall be:

a) processedlawfully, fairly and in a transparent manner in relation to the data subject;

b) collected for specified, explicit and legitimate purposes and not further processed ina
manner that i1 s incompatible with those purpos
Article 6

Lawfulness of processing
Processing shall be lawful only if and to the extent that at least one of the following applies:

a) the data subject has given consent to the processing of his or her personal data for one or
more specific purposes;

Consent must be freely given, specific and informed and involve a positive indication
signifying the data subjectds agreement .



Contravention was serious’hen taking in to account the following:

Thelength of time
over which the
contravention

took place

Data subjects were likely to habeen
affected bythe contravention including by

being contacted by other charities requestin

financial contributions from the data
subjects.

\

The number of
datasubjects
whose rights were
infringed.

This contravention would of likely to hagzaused damage and/or substantial distres

GRA
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Part 2
The Data Protection Officer
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When is a DPO required?

MANDATORY IN 3 SCENARIOS:

1 2 3

Special
categories Public Regular
& - bodies [ Large scale ] &
criminal systematic
GOSN Market share

Intrinsic to the
bUS|neSS/pUbI|C % Of popu'ation
activity
Volume of data
; Duration/permanence

pmg




DPO TASKS

PROVIDE ADVICE MONITOR COMPLIANCE STAFF AWARENESS/TRAINING
ADVISE ON DPIAS POINT OF CONTACT

REGISTER OF PROCESSING OPERATIONS AUDIT PROGRAMME
POLICIES & PROCEDURES FOR RIGHTS CERTIFICATION PRIVACY BY DESIGN

HOW WILL THE DPO BE ABLE TO DO ALL THE ABOVE?  ARE ALL TASKS, FOR ALL DATA PROCESSING ACTIVITIES
IMPORTANT?

IF NOT, HOW SHOULD THEY BE PRIORITISED?

Severity

M’ ﬁ‘”




DPO CANDIDATE CRITERIA

There are 3 criteria requirements for the DPO.

What are these?

Sector
knowledge/
experience

Data

protection Ethics &

integrity

knowledge

& \.
WORK
EXPERIENCE

A DPO is able to benefit from the local assistance and data protection knowledge of

supporting staff or from external local advisors. Access to resources is of crucial importance.




EFFECTIVE DATA PRIVACY ACCOUNTABILIT
AND COMPLIANCE BY DPOS CAN ON LY B - | e

ARG EE LR Article 38(2) of the GDPR

provides that companies have the

Compliance technology and tools O b I I Q a$Uﬂp0m D Oﬁ
IT resources they perform their DPO tasks.

Staffing resources
Access to external legal, technical &
consultancy advisors ‘

Adequate & separate budget for DPO
activities and staff.

m@

ORGANISATIONS WILL NEED TO PROVID
ADEQUATE RESOURCES FOR THE DPOS
o MAI NTAI N6 THEI R EXP

AN ONGOING BASIS. RE'SKOURCES

Part 2




THE DPOOS

Involved in
senior
management
meetings

| NV (

Involved in
decision
making with

DP
implications

Give
weight to

DPO
opinion

Report
breaches
to DPO
for
advice




KEY POINTS & CONDITIONS ATTACHED TO DPO RO

1 2 3 4

Flexible &
adaptable o
P/T, F/T, sub - No _
contracted or conflict of _ Liberty & Protection

b 4




Quiz v

TIME

Exercise 3
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REQUIRED? El

DPO TASK
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APPOINTMENTOF THE DPOAPPLIESIN SOMECASES

(i.e. you are a public authority, processlarge volumes of data regularly & systematically
or process special categories of data or data relating to criminal convictions)

AFFORDFLEXIBILITY
Appointing a DPOdoes not mean you need a full time DPOhowever, where dual roles are
held by an individual, conflict of interests should be avoided.

SENIORITY

DPO should report to senior management & their opinions should be given due
consideration.

INDEPENDENCE

DPOshould operate with appropriate autonomy and should not receive instructions in
the performance of their tasks under the GDPR

APPROPRIATEKILLS/KNOWLEDGE

The skills’lknowledge of the DPO and resources given to him or her need to be
proportionate to the risks of the data processed

Part 2




Part 3
Resources & Guidance
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The production of
guidance Is an area |||HH Lo

that has been given e —
| Guidance

the Commissioner to oot
assist organisations in
their efforts to

comply with the
GDPR. The

Commi ssi onerao
has already issued 12
guidance notes

relating to the GDPR.

greater priority by
onpral |

B) Identifying the
Lawful Basis'

(8) Guidance on P
Data Breach Notif

uidance on the General Data

Guidance on the General |
|l E'l — |l

(7) Guidance fr
Personal Dat

Commissioner's Regulato

(9) Guidance on Informati ‘

Checklist & F

Buidance on the General Da

(11) International (I0) Getting ready for a
“no-deal” Brexit

Transfers
Guidance on the General Data Protection Regulation

13 September 2018
Buidance Note IRDZ/18

(12) Data Protection &
Brexit for Law
Enforcement Authorities

Guidance on Part Il of the Data Protection Act 2004
(transposing the Law Enforcement Directive)

Guidance on the General Data
Protection Regulation

These are all
available to download
from our website:

WWW.Qgra.qi

20" December 2018
Guidance Note IRD5/18

13 March 7099
Guidarize Nabe IRI11E

13th March 2019
Guidance Note IRIZ/13



http://www.gra.gi/

GRA

AUTHORITY

(7) Guidance for SMEs:
Personal Data Inventory

Tool & Readiness
Checklist & Policy Guide

Guidance on the General Data Protection Regulation

(B) ldentifying the
‘Lawful Basis'

Helpful in the
Implementation
of a data
Inventory and
policies and
procedures.

[uidance on the General Data
Protection Regulation

30 August 2018
Buidance Note IROI/18

13 September 2018
Guidance Note IRD2/18




DEMONSTRATING COMPLIANCE

ARTICLES 0 PRINCIPLERELATINGTO PROCESSINGF PERSONAIDATA

2. The controller shall be responsible for, and be able to demonstrate compliance with paragraph1*( 6 account abi |
*Article 5(1) of the GDPR

ARTICLE24 O RESPONSIBILITOF THE DATACONTROLLER

1.Taking into account the nature, scope, context and purposes of processing as well as the risks of varying likelihood and severity for
the rights and freedoms of natural persons, the controller shall implement appropriate technical and organisational measuresto ensure

and to be able to demonstrate that processing is performed in accordance with this Regulation . Those
measuresshall be reviewed and updated where necessary

2.Where proportionate in relaton to processing activities, the measures referred to in paragraph 1 shall include the
implementation of appropriate data protection policies by the controller .

ARTICLE39 0 TASKSOF THE DATAPROTECTIONDFFICER

1. The data protection officer shall have at least the following tasks:

(b) to monitor compliance with this Regulation, with other Union or Member State data protection provisions and with the

policies of the controller or processor in relation to the protection of personal data, including the assignment of
responsibilities, awarenessraising and training of staff involved in processing operations, and the related audits;




ldentifying the lawful basis that an organisation relies
on to process personal data is a fundamental step In
ensuring data protection compliance.

The GDPR and the DPA list the lawful bases that
organisations can rely on, dependingonthe 6 cat ego
of personal data.

() Identifying the

Lawful Basis’
buidance on the Genera/ Data
Protection Regulation

ugu:
Guidance Note IR01/19

Refer to the Summary on Page 1
of Guidance Note for oI dent |
the Lawful Ba s i s

0
0




EXERCISE 4

CaseStudy- =1z D0+ subr«r} e@rizs ® -

A. Get in to groups 05 groups In total.
B. 10 minutes to read case study.
C. 10 minutes to discuss within your groups.

D. 15 minutes to discuss collectively.

Part 3




CaseStudy =1z D0ty our«] erize ® M §8§~2 ®

Lawful basis for Remedial action

Categories of Elements of personal data ; Lawful basis for ) . | processing )
) - Purposes for which ) Special categories ) ) ) required to ensure
personal data and |included within each data |Source of the personal data personal data is pr i each processing of personal data special Retention period compliance with

data subjects category purpose categories of data protection law
personal data

For each purpose that If spedial categories of  List the lawful basis
personal data (non-  personal data, or data  on which spedal

Identify actions that are

List categories of List each type of personal data Within each category of personal For each category of personal  required to ensure all

personal data collected  induded within each category of  List the source(s) of the personal data data, list the purp for the data SF'_E'_j_al n:_ategn: S_"I s r_r-:-laﬁng 0 n:ri_rni_nal Eate?l:'r_ies_ﬂt _ data, list the perio ! personal data processing
A T R S processed, list the COMV 15, @re personal data are A R
& retained. personal data iz collected & retained leaal basic o B s e g the data will be retained operations are GDPR
egal basis on which it co &retained, it collected and compliant
iz based iz important to set out  retained complan
Data relat_ing _to Independent Data providing directly Don_or, Charity, not -for - !_egitimate N/A N/A 3 years after no further | No further
the organization| donors by the or gan [Pl purpesa(® s interest contact action
donors Name (as on bank main contact required.
statement) Audit purposes to help
manage the charities
Account finance

details/reference




DATA PROTECTION
POLICY

An internal document that defines
an organisationos
arrangements to ensure compliance
with data protection law.

There are common misconceptions that confuse a
Data Protection Policy with a Privacy Notice.

Privacy Policy =definesor gani sati onds data h

Privacy Notice = provides individuals with certain information at
Part 3 — point of collection of personal data




Part 4
International Transfers & Brexit
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GDPR absorbed into Gibraltar law.
Flows to Gibraltar potentially affected.

Gibraltar planning to reduce obstacles to
data flow.




The GDPR restricts the transfer

of personal data to countries
outside the EEA.




GIBRALTAR REGULATORY

AUTHORITY

International Transfers & Brexit

Individuals risk losing the protection of the GDPRIif their
personal data is transferred outside of the EEA, unless
the rights of the individuals in respect of their personal
data is protected in another way, or one of a limited
number of exceptions applies.

>

Article 45 of
the GDPR

o Transfers on
the basis of an
Adequacy
Decision

Article 46 of the GDPR

o Standard data protection dauses
adopted by the European
Commmission

o Standard data protection dauses
adopted by a supervisory authority
and approved by the European
Commission.

o Binding corporate rules

o Approved codes of conduct

o Approved certification mechanisms

o A legally binding and enforceable

instrument between public
authorities or bodies
o Administrative arrangements

between public authaorities or bodies
that include enforceable and
effective rights for the individuals,
which have been authorised by a
supervisory authority

Article 49 of the GDPR
Derogations (exceptions)

oThe data subject has given explicit
consent to the restricted transfer.

oThe transfer is necessary for the
performance of a contract between
the data subject and the controller or
the implementation of pre-contractual
measures taken at the data subject’s
reguest.

oThe transfer is necessary for the
conclusion or performance of a
contract concluded in the interest of
the data subject between the
controller and another natural or legal
person.

o The transfer is necessary for important
reasons of public interest.

oThe transfer is necessary for the
establishment, exercise or defence of
legal daims.

oThe transfer is necessary in order to
protect the vital interests of the data
subject or of other persons, where the
data subject is physically or legally
incapable of giving consent.

o The restricted transfer is being made
from a public register.

oIt is a one-off restricted transfer and it
is in your compelling legitimate
interests pursued by the controller.



ADEQUACY DECISIONJ

An adequacy decision confirms that a particular country or territory (or a specified sector in a
country or territory) or international organisation, has an adequate data protection regime.

MAKING TRANSFERS

Make restricted transfers to organisations, countries, territories or sectors if it is
covered by an adequacy decision approved by HMGoG

Only exception is in relation to the EU adequacy decision for the EU/US Privacy

L= Shield, asthis is an EU/US specific arrangement.

/4

RECEIVING TRANSFERS

/ The EEA controller/processor can make a restricted transfer to Gibraltar if it is
covered by an adequacy decision by the EC




APPROPRIATE SAFEGUAR

Making transfers Receiving transfers

ACY

ADEQU DECISI RESPECT

ECISION

EEA SENDER HAS AN
APPROPRIATE SAFEGUARD APPROPRIATE SAFEGUARD

IN PLACE

’

STANDARD CONTRACTUAL CLAUSES STANDARD CONTRACTUAL CLAUS
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a WAIch vergion of SCCg do yo

There are two different sets of SCCs.

Useadcont rtooddretrr SCCifer 6

A. You decide how and why to use the data you
receive for your own business purposes, it's
about your staff, customers, members or
business contacts, or if you consider yourself to
be the "owner" of the data once you have it.

W

If you are a professional consultant or adviser
with professional or regulatory obligations when
you process personal data (e.g. a lawyer or
accountant), even if you are acting for the
sender.

Which version to use depends on whether you are receiving the data as a controller or a

Controller T Processor

Usead c ont rtoodrl ceae $SGAGIKr 0

A. You are providing services to the sender of

the data and handling the data on the
sender's behalf in accordance with their
instructions .

If the sender is sending papers or notes to
you for data entry, electronic storage or
structured filing services in Gibraltar, even if
this is not structured data when they sendit.



Do | need to use SCCs for transfers from the EEA to Gibraltar (if we leave the EU with no dee
If you are in Gibraltar, the answer may be yes, SCCs may suit your needs.

Who is sending you the data?
The GDPR transfer rules doapplyto &

(i) transfers to another company within the same multinational corporate group; and
(ii) sole traders or individual contractors or consultants, which count as a separate business.

Sender is a data controller Sender acting as processor

Crra—

Contact controller (on whose behalf the
processor is acting) to see if they will
enter in SCCswith your organisation




EXCEPTIONS

MAKING TRANSFERS

If there is no European Commissionadequacy decision in relation to Gibraltar and no appropriate safeguards,
but one of the list of EU GDPRexceptions applies, you will be able to make the restricted transfer. These

exemptions will continue under the Gibraltar GDPR

RECEIVING TRANSFERS

If there is no European Commissionadequacy decision in relation to Gibraltar and no appropriate safeguards,
but one of the list of EU GDPRexceptions applies, your EEAsender will be able to transfer personal data to

1 2

If there is a medical emergency and you need he individual's explicit consent;

the data to give medical care, or risk serious A anoccasional transfer to: -

harm to the individual, and the individual is A perform a contract with an individual
(physically or legally) unable to give his or her A for important reasonsof public interest
consent, then you will be able to rely on an : A to establish, make or defend legal claims
exemption A transfers from public registers

A a truly exceptional transfer for a compe
legitimate interest




What happens if the sender is a controller outside of
the EEA?

You do not need to use SCCshecause the GDPRtransfer rules
mainly apply to sendersin the EEA

If the sender is a controller In the EEAand is there
an urgent reason why you need to receive the data?

If you and the sender of the data think there is an urgent
reason why you should go ahead without waiting to put SCCan
place, the sender may be able to rely on an exception




EUROPEAN REPRESENTATI

offer goods or services
to individuals in the EEA Comply with EU GDPR

WENN | regarding this processing
WEMMM leven after Gibraltar

monitor the behaviour of leaves the EU
individuals located in the EEA

If y o u darcentroller or processor based outside the EEAafter exit date, the EU GDPRrequires that you

appoint a representative within the EEA
-

) 84 You do not need to appoint a representative if you are a
an individual, or 3 o public authority or your processing is occasional, of low risk
or organisation estali e to the data protection rights of individuals and does not
in the EEA involve special category or criminal offence data on a large

scale.




ONE STOP SHOF¥

Under the GDPR,organisations with several establishments in the EU only have to report to one s
authority . This is also known asthe 0 o nstop-s h o méchanism.

Commissioner may no Cooperate and collabora
longer be part European supervisory au

ONE N v
STOP
A SHOP

After exit date




Brexit and
the DPO

If you are currently required to have
a DPO, on exit date that
requirement will continue, whether
under the Gibraltar GDPR or the EU
GDPR.

You may continue to have a DPO who
covers Gibraltar, the UK and EEA.

The Gibraltar, UK and EU GDPRs will
al | require that
accessi ble from
In the EEA, UK and Gibraltar.






