DPO WORKSHOP

19th and 20th March 2019
Information Rights Division

TODAY’S AGENDA
09:30 – 10:15

PART 1 – Getting Started - General Data Protection Regulation (the “GDPR”)

10:15 – 11:00

PART 2 - The DPO

11:00 – 11:30

Tea/Coffee Break

11:30 – 12:15

PART 3 - Resources and Guidance

12:15 – 13:00

PART 4 – International Transfers & Brexit

13:00 – 13:30

PART 5 - Q & A’s

Rights of Individuals Under the GDPR
2

1
RIGHT TO BE INFORMED
The right to be informed encompasses the obligation for
organisations to inform Individuals about who they are, what
they are going to use their data for and how. This information
is typically provided through a privacy notice, which must be:
CONCISE
TRANSPARENT
EASILY ACCESSIBLE
INTELLIGIBLE
CLEAR USE OF PLAIN LANGUAGE
PROVIDED FREE OF CHARGE

3
RIGHT TO RECTIFICATION

Individuals are entitled to have their personal data rectified if it
is inaccurate or incomplete.
Organisations should respond within one month. However, this
period
can be extended to two months where the request for
rectification is
complex.

RIGHT OF ACCESS
Individuals have the right to request access to their personal
data and supplementary information.
A response must be provided within one month and free of
charge

4
RIGHT TO ERASURE

The right to erasure is also known as the “RIGHT TO BE
FORGOTTEN”
Under this right, individuals can request the deletion or
removal of personal data where there is no compelling
reason for its continued processing

Rights of Individuals Under the GDPR
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RIGHT TO RESTRICT PROCESSING

RIGHT TO DATA PORTABILITY

Individuals have a right to “block” or suppress the processing of
personal data, for example when:
1)

2)

An individual contests the accuracy of the personal data being
processed; or
Processing is unlawful, but the individual opposes erasure and
requests restriction instead.

Individuals must be informed when organisations lift a restriction on
processing.
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Data portability allows an individual to obtain copies (in a
“reusable format”) of data about them, which is held
electronically by an organization and/or request for the data
to be copied or transferred to another organization.

The right to data portability only applies to personal data an
individual has provided to an organisation: and where the
processing is based on the individuals consent or for the
performance of a contract.
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RIGHT TO OBJECT

RIGHTS RELATED TO AUTOMATED DECISION-MAKING

Individuals have the right to object to:
•
Processing based on legitimate interests or the performance
of a task in the public interest/exercise of official authority
(including profiling).
•
Direct marketing (including profiling).
•
Processing for the purposes of scientific/historical research
and statistics.

Individuals have the right not to be subject to a decision when
it is based solely on automated means without any human
intervention, and should able to:
1) Express their point of view.
2) Obtain human intervention.
3) Obtain an explanation of the decision.
4) Challenge it.

Lawfulness
Fairness
Transparency

Purpose
Limitation

Integrity &
Confidentiality

SIX
PRINCIPLES
Data
Minimisation

Storage
Limitation
Accuracy

Part 1

Article 5(2) of the GDPR
Lawfulness
Fairness
Transparency

Purpose
Limitation

Integrity &
Confidentiality

ACCOUNTABILITY
SIX
PRINCIPLES

The controller shall be
responsible for, and be able
to demonstrate compliance
with the six principles
relating to processing of
personal data.

The glue that ties commitment to the result…

Data
Minimisation

Storage
Limitation
Accuracy
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Accountability & Governance
Organisations ought to be able to demonstrate compliance by providing concrete evidence:
RECORDS OF PROCESSING ACTIVITIES

CERTIFICATION

DATA PROTECTION OFFICER

BREACH NOTIFICATIONS

DATA PROTECTION IMPACT ASSESSMENTS

Part 1

GDPR & LED
CONTEXT – CONSIDER HOW THE WORK PLACE HAS CHANGED

1995

2018

13,000,000 FILES
OR
1.4 TB OF DATA
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GDPR & LED
CONTEXT – CONSIDER HOW THE WORK PLACE HAS CHANGED

1995

2018

It’s simple, the risks to individuals and to their
13,000,000 FILES
personal data has grown
OR
1.4 TB OF DATA
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GDPR & LED
THE DIGITAL ECONOMY
Approx.
15% in
2010?

Growth in volume of data processed

Growth in ecommerce

(Source: “Scientiﬁc big data and Digital Earth” H. Guo, L. Wang, F. Chen, D. Liang. Key Laboratory of Digital Earth Sciences, Institute of
Remote Sensing and Digital Earth, Chinese Academy of Sciences, Beijing 100094, China)
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GDPR & LED
THE DIGITAL ECONOMY
Approx.
15% in
2010?

Growth in ecommerce
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GDPR & LED

OUR DEMOCRACY AND FREEDOMS

Data analytics firm
Psychological profiling & manipulation
Trump/Brexit
THREATENING FREE CHOICE AND
DEMOCRACY

Part 1

GDPR & LED

Part 1

Part 1

Exercise 1

What do you consider personal data?

Getting started
The GDPR/LED will be more relevant to certain organisations than others, so it is
important and useful to identify and map out those areas which will have the
greatest impact on your organisation.

Identify processing that involves special categories of data or data
relating criminal convictions/offence.
Identify large scale processing.
Identify any data sharing.
Identify processing activities that involve the use of new
technologies.
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Getting started
Ask yourselves the following questions:
❑ How would your organisation react if it received a request from a data subject wishing to
exercise their rights under the GDPR/LED?
❑ How long would it take you to locate (and correct or delete) the data from all locations
where it is stored?
❑ Who, from your organisation, will make decisions regarding the deletion of personal data?
❑ Can your systems respond to the data portability provision of the GDPR, if applicable, where
you have to provide the data electronically and in a commonly used format?
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EXERCISE 2
Case Study - Hearts GI Charity
A. Get in to groups – 5 groups in total.
B. 5 minutes to read case study.

C. 5 minutes to discuss findings within your groups.
D. 15 minutes to discuss collectively.

Part 1

EXERCISE 2

Part 1

Great Ormond Street
Hearts GI
Hospital Children’s
Charity
Charity

Great
Ormond
Street
Hospital
DONORS

Great Ormond Street
Hospital Children’s
Charity

External party
responsible for the
Reciprocate Scheme

Donors
Other charities

Personal data
Part 1

Great Ormond Street
Hospital Children’s
Charity

External party
responsible for the
Reciprocate Scheme

Donors

CONSEQUENCES?

Other charities

Personal data
Part 1

Part 1

910,283

40 other
charities

Penalty fine
£11,000
With a 20% discount
(£8,000) if the penalty was paid early

Vague
and
ambiguous

Ceased its wealth screening
activities in July 2016
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910,283

Penalty fine
£11,000

40 other
charities

GDPR
BREACH?

With a 20% discount
(£8,000) if the penalty was paid early

Vague
and
ambiguous

Ceased its wealth screening
activities in July 2016

Contravention was serious when taking in to account the following:
Data controllers are required to process personal data as indicated under Article 5
and 6 of the GDPR.
Data subjects were likely to have been
The length of time
The number of
affected by the contravention, including by
Article
5 which the
over
data subjects
contravention
Personal
data shall be: being contacted by other charities requesting
whose rights were
financial
contributions from
the data
took place.
a) processed
lawfully, fairly and
in a transparent
manner
in relation to the infringed.
data subject;
subjects.
b) collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes…

This contravention would of likely to have caused damage and/or substantial distress:
Article 6
Lawfulness of processing

Dataextent
subjects
are at
likely
to have
Datashall
subjects
are likely
to be
Processing
be lawful
only
if and to the
that
least
one of the following applies:
suffered a financial impact and
distressed if their personal data
a) the data subject has given consent to the processing of his or her personal data for one or
loss of time and resources in
is shared by one charity with
more specific purposes;
dealing with other charities
another for the purposes of
contacting them
fundraising efforts without their
consent
Consent must be
freely given, specific and informed and involve a positive indication

signifying the data subject’s agreement.
Part 1

Contravention was serious when taking in to account the following:
The length of time
over which the
contravention
took place.

Data subjects were likely to have been
affected by the contravention, including by
being contacted by other charities requesting
financial contributions from the data
subjects.

The number of
data subjects
whose rights were
infringed.

This contravention would of likely to have caused damage and/or substantial distress:
Data subjects are likely to be
distressed if their personal data
is shared by one charity with
another for the purposes of
fundraising efforts without their
consent

Data subjects are likely to have
suffered a financial impact and
loss of time and resources in
dealing with other charities
contacting them

Part 1

Part 2
The Data Protection Officer

When is a DPO required?
MANDATORY IN 3 SCENARIOS:

1

2

Special
categories
&
criminal
convictions

Public
bodies

Core activity
Intrinsic to the
business/public
activity

3
Large scale

Regular
&
systematic

Market share
% of population
Volume of data
Duration/permanence
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DPO TASKS
PROVIDE ADVICE

MONITOR COMPLIANCE

STAFF AWARENESS/TRAINING

ADVISE ON DPIAS
POINT OF CONTACT
------------------------REGISTER OF PROCESSING OPERATIONS
AUDIT PROGRAMME
POLICIES & PROCEDURES FOR RIGHTS

HOW WILL THE DPO BE ABLE TO DO ALL THE ABOVE?

CERTIFICATION

PRIVACY BY DESIGN

ARE ALL TASKS, FOR ALL DATA PROCESSING ACTIVITIES EQUALLY
IMPORTANT?
IF NOT, HOW SHOULD THEY BE PRIORITISED?

RESOURCES
RISK BASED

DPO CANDIDATE CRITERIA
There are 3 criteria requirements for the DPO.
What are these?

1

2

3

Sector
knowledge/
experience

Data
protection
knowledge

Ethics &
integrity

A DPO is able to benefit from the local assistance and data protection knowledge of
supporting staff or from external local advisors. Access to resources is of crucial importance.
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EFFECTIVE DATA PRIVACY ACCOUNTABILITY
AND COMPLIANCE BY DPOS CAN ONLY BE
ACHIEVED WHEN THEY ARE ADEQUATELY
RESOURCED.

Compliance technology and tools
IT resources

Staffing resources

Article 38(2) of the GDPR
provides that companies have the
obligation to “support” DPOs when
they perform their DPO tasks.

Access to external legal, technical &
consultancy advisors
Adequate & separate budget for DPO
activities and staff.

ORGANISATIONS WILL NEED TO PROVIDE
ADEQUATE RESOURCES FOR THE DPOS TO
“MAINTAIN” THEIR EXPERT KNOWLEDGE ON
AN ONGOING BASIS.

RESOURCES

Part 2

THE DPO’S INVOLVEMENT

1

2

3

4

Involved in
senior
management
meetings

Involved in
decision
making with
DP
implications

Give
weight to
DPO
opinion

Report
breaches
to DPO
for
advice

Part 2

KEY POINTS & CONDITIONS ATTACHED TO DPO ROLE

1

2

3

4

Flexible &
adaptable –
P/T, F/T, subcontracted or
combination

No
conflict of
interests

Liberty &
independence

Protection

Part 2

TIME
Exercise 3

How
much
do
you
know
about
DPOs?
Part 2

DPO CANDIDATE
CRITERIA

WHEN IS A DPO
REQUIRED?

CONDITIONS
ATTACHED TO DPO
ROLE

DPO TASKS

DPOS &
DECISION-MAKING

Part
Part2 2

a protection - quick tips on the DPO
APPOINTMENT OF THE DPO APPLIES IN SOME CASES
(i.e. you are a public authority, process large volumes of data regularly & systematically
or process special categories of data or data relating to criminal convictions)
DPO CANDIDATE
WHEN IS A DPO
AFFORD FLEXIBILITY
CRITERIA
REQUIRED?
Appointing a DPO does not mean you need a full time DPO however, where dual roles are
held by an individual, conflict of interests should be avoided.

SENIORITY
DPO should report to senior management & their opinions should be given due
consideration.
CONDITIONS
ATTACHED TO DPO
DPO TASKS
INDEPENDENCE
ROLE
DPO should operate with appropriate autonomy and should not receive instructions in
the performance of their tasks under the GDPR.

APPROPRIATE SKILLS/KNOWLEDGE
The skills/knowledge of the DPO and resources given to him or her need to be
DPOS &
proportionate to the
risks
of the data processed.
DECISION-MAKING

Part
Part2 2

Part 3
Resources & Guidance

The production of
guidance is an area
that has been given
greater priority by
the Commissioner to
assist organisations in
their efforts to
comply with the
GDPR. The
Commissioner’s office
has already issued 12
guidance notes
relating to the GDPR.
These are all
available to download
from our website:

www.gra.gi
Part 3

Helpful in the
implementation
of a data
inventory and
policies and
procedures.
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DEMONSTRATING COMPLIANCE
ARTICLE 5 – PRINCIPLES RELATING TO PROCESSING OF PERSONAL DATA
2. The controller shall be responsible for, and be able to

demonstrate compliance with paragraph 1* (‘accountability’)

*Article 5(1) of the GDPR

ARTICLE 24 – RESPONSIBILITY OF THE DATA CONTROLLER
1.Taking into account the nature, scope, context and purposes of processing as well as the risks of varying likelihood and severity for
the rights and freedoms of natural persons, the controller shall implement appropriate technical and organisational measures to ensure
and to be able to demonstrate that processing is performed in accordance with this Regulation. Those
measures shall be reviewed and updated where necessary.
2.Where proportionate in relation to processing activities, the measures referred to in paragraph 1 shall include

the

implementation of appropriate data protection policies by the controller.

ARTICLE 39 – TASKS OF THE DATA PROTECTION OFFICER
1. The data protection officer shall have at least the following tasks:
(b) to monitor compliance with this Regulation, with other Union or Member State data protection provisions

and with the

policies of the controller or processor

in relation to the protection of personal data, including the assignment of
responsibilities, awareness-raising and training of staff involved in processing operations, and the related audits;

Part 3

Identifying the lawful basis that an organisation relies
on to process personal data is a fundamental step in
ensuring data protection compliance.
The GDPR and the DPA list the lawful bases that
organisations can rely on, depending on the ‘category’
of personal data.

Refer to the Summary on Page 1
of Guidance Note for “Identifying
the Lawful Basis”

Part 3

EXERCISE 4
Case Study - Lulu’s Disability Support Services
A. Get in to groups – 5 groups in total.
B. 10 minutes to read case study.

C. 10 minutes to discuss within your groups.
D. 15 minutes to discuss collectively.
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EXERCISE 4
Case Study - Lulu’s Disability Support Services

Personal data
Data
relating
to
Personal
relation
todata
past
the
organization
relating
to
and
present:
donors
volunteers
Service
users

Service user data:
Independent
Name
Volunteer
data:
donors
Address
Name
Name (as on bank
Email
Address
statement)
Telephone Number
Email
Date of Birth
Telephone
Number
Account
Form of Disability
Date
of
Birth
details/reference
Allergies
Vetting results
Relevant medical info
Event images/videos
Emergency contact
Previous
experiences
Event images/videos

Data collected directly
Data providing directly
from
service
users via
if above
Data
isorganization’s
collected
the
by
the
the
age
of
18.
volunteering
registration
main contact
form
If
service
users are under
that
all volunteers
the
age of 18 or is not
complete
physically/mentally
and sign at the start of
capable of providing
their
consent, their legal
programme.
guardian/parent will be
involved in the collection
of their data.

To assess
eligibility
for Contract
Donor,
Charity,
not-forLegitimate
Volunteering
purposes Contract
service
user membership
Profit
purpose(s)
interest
and grants.
Legitimate
Audit purposes to help
Legitimate
interest
manage the charities
Interest
finance

Medical/health
N/A
Vetting
data
N/Acriminal
Past
convictions

Not-forN/A
Not-for-profit
profit
(for the
provision
of social
care)

Data retained for 5
Revise
privacy
No
3
years after
afurther
retention
N/A no further Set
years
notice
actionfor
contact
Period
required.
volunteer
Review
data
registration
Forms so that
service
Users are aware
of
the retention
period.

DATA PROTECTION
POLICY
An internal document that defines
an organisation’s data handling
arrangements to ensure compliance
with data protection law.

There are common misconceptions that confuse a
Data Protection Policy with a Privacy Notice.
Privacy Policy = defines organisation’s data handling arrangements

Part 3

Privacy Notice = provides individuals with certain information at
point of collection of personal data

Part 4
International Transfers & Brexit

Part 4

GDPR absorbed into Gibraltar law.
Flows to Gibraltar potentially affected.

Gibraltar planning to reduce obstacles to
data flow.

Part 4

GDPR absorbed into Gibraltar law.

The GDPR restricts the transfer
of personal data to countries
Gibraltar planning
to reduce
obstacles to
outside
the EEA.
Flows to Gibraltar potentially affected.

data flow.

International Transfers & Brexit
Individuals risk losing the protection of the GDPR if their
personal data is transferred outside of the EEA, unless
the rights of the individuals in respect of their personal
data is protected in another way, or one of a limited
number of exceptions applies.

ADEQUACY DECISIONS
An adequacy decision confirms that a particular country or territory (or a specified sector in a
country or territory) or international organisation, has an adequate data protection regime.

MAKING TRANSFERS
Make restricted transfers to organisations, countries, territories or sectors if it is
covered by an adequacy decision approved by HMGoG.

Only exception is in relation to the EU adequacy decision for the EU/US Privacy
Shield, as this is an EU/US specific arrangement.

RECEIVING TRANSFERS
The EEA controller/processor can make a restricted transfer to Gibraltar if it is
covered by an adequacy decision by the EC.

Part 4

Part 4

APPROPRIATE SAFEGUARDS
Making transfers

ADEQUACY DECISION

APPROPRIATE SAFEGUARD

STANDARD CONTRACTUAL CLAUSES

Receiving transfers

NO ADEQUACY
DECISION IN RESPECT
OF GIBRALTAR

EEA SENDER HAS AN
APPROPRIATE SAFEGUARD
IN PLACE

STANDARD CONTRACTUAL CLAUSES

Part 4

Use a ‘controller to controller’ SCC if:
A. You decide how and why to use the data you
receive for your own business purposes, it's
about your staff, customers, members or
business contacts, or if you consider yourself to
be the "owner" of the data once you have it.
B. If you are a professional consultant or adviser
with professional or regulatory obligations when
you process personal data (e.g. a lawyer or
accountant), even if you are acting for the
sender.

Controller – Processor

Controller – Controller

There are two different sets of SCCs.
Which version to use depends on whether you are receiving the data as a controller or as a processor.

Use a ‘controller to processor’ SCC if:
A. You are providing services to the sender of
the data and handling the data on the
sender's behalf in accordance with their
instructions.
B. If the sender is sending papers or notes to
you for data entry, electronic storage or
structured filing services in Gibraltar, even if
this is not structured data when they send it.

Part 4

Do I need to use SCCs for transfers from the EEA to Gibraltar (if we leave the EU with no deal)?
If you are in Gibraltar, the answer may be yes, SCCs may suit your needs.

Who is sending you the data?
The GDPR transfer rules do applyto –
(i) transfers to another company within the same multinational corporate group; and
(ii) sole traders or individual contractors or consultants, which count as a separate business.

Sender is a data controller

Sender acting as processor

Use the SCCs

SCCs cannot be used
Contact controller (on whose behalf the
processor is acting) to see if they will
enter in SCCs with your organisation
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EXCEPTIONS
MAKING TRANSFERS
If there is no European Commission adequacy decision in relation to Gibraltar and no appropriate safeguards,
but one of the list of EU GDPR exceptions applies, you will be able to make the restricted transfer. These
exemptions will continue under the Gibraltar GDPR.

RECEIVING TRANSFERS
If there is no European Commission adequacy decision in relation to Gibraltar and no appropriate safeguards,
but one of the list of EU GDPR exceptions applies, your EEA sender will be able to transfer personal data to
you.

If there is a medical emergency and you need
the data to give medical care, or risk serious
harm to the individual, and the individual is
(physically or legally) unable to give his or her
consent, then you will be able to rely on an
exemption

▪ the individual's explicit consent;
▪ an occasional transfer to: • perform a contract with an individual
• for important reasons of public interest
• to establish, make or defend legal claims
▪ transfers from public registers
▪ a truly exceptional transfer for a compelling
legitimate interest.

Part 4

What happens if the sender is a controller outside of
the EEA?
You do not need to use SCCs because the GDPR transfer rules
mainly apply to senders in the EEA.

If the sender is a controller in the EEA and is there
an urgent reason why you need to receive the data?
If you and the sender of the data think there is an urgent
reason why you should go ahead without waiting to put SCCs in
place, the sender may be able to rely on an exception
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EUROPEAN REPRESENTATIVES
offer goods or services
to individuals in the EEA

monitor the behaviour of
individuals located in the EEA

Comply with EU GDPR
regarding this processing
even
after
Gibraltar
leaves the EU

ONLY BASED IN GIBRALTAR
If you’re a controller or processor based outside the EEA after exit date, the EU GDPR requires that you
appoint a representative within the EEA.

Your representative may be
an individual, or a company
or organisation established
in the EEA

You do not need to appoint a representative if you are a
public authority or your processing is occasional, of low risk
to the data protection rights of individuals and does not
involve special category or criminal offence data on a large
scale.

ONE STOP SHOP
Under the GDPR, organisations with several establishments in the EU only have to report to one supervisory
authority. This is also known as the “one-stop-shop” mechanism.

After exit date

Commissioner may no
longer be part

Cooperate and collaborate with
European supervisory authorities
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Brexit and
the DPO
If you are currently required to have
a DPO, on exit date that
requirement will continue, whether
under the Gibraltar GDPR or the EU
GDPR.
You may continue to have a DPO who
covers Gibraltar, the UK and EEA.

The Gibraltar, UK and EU GDPRs will
all require that your DPO is “easily
accessible from each establishment”
in the EEA, UK and Gibraltar.
Part 4

Part 5
Questions &
Answers

www.gra.gi/subscribe

