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WELCOME AND GRA UPDATE 

An update and what’s new – summary of trends and data protection matters over the last couple of 

years and a look at topical areas for 2023. Key points included: 

 

o Artificial Intelligence (AI) – This is already in use. It has great potential, but risks must be 
recognised and mitigated. The session provided examples of cases relating to bias and 

discrimination in facial recognition technology and a Dutch case involving child benefit fraud 
where individuals were targeted in a discriminatory manner and wrongfully accused of fraud, 

causing financial hardship. Differences between UK and EU regulatory approaches were also 

highlighted, as well as the UK Information Commissioner’s Office (ICO) guidance on the topic. 
 

o Cybersecurity – Cyberthreats are growing and so is the importance of cybersecurity; The 
Global Privacy Assembly (“GPA”) has adopted resolutions highlighting international focus; the 

GRA led an international working group on credential stuffing; and the World Economic Forum 

recognises cybersecurity as an enabler and privacy and cyber regulations as measures that 
mitigate risks.   

 
o UK Developments – Data Protection and Digital Information (No. 2) Bill; ICO25 with emphasis 

on harms, sectoral collaboration, global collaboration, safeguarding and empowerment, 
innovation with reference to Tech Horizons and decentralised Finance. 

 

o Collaboration – International and local collaboration is growing; GRA’s participation in 
international working groups, bilateral Memoranda of Understanding (MOUs); and ongoing 

development and formalisation of existing collaboration with sectoral regulators locally. 
 

o International Transfers – Awaiting developments relating to EU/UK Treaty; International 

Transfer Agreements; UK-South Korea Adequacy/Data Bridge and others; and Global Cross 
Border Privacy Forum. 

 
o Enforcement – Continuous increase in data protection fines issued. 

 
o Data Protection and Data Protection Officers (DPOs) to empower progress – Data 

protection was highlighted as a function that supports development rather than an obstacle. Its 

contribution to brand/reputation was noted, and thereby revenue generation as well as cost 
reductions by mitigating costs through down time, loss of consumer trust, compliance etc.; 

consumer surveys support the value of data protection as a function that contributes to revenue 
generation and cost reduction.  
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The Gibraltar Regulatory Authority (the “GRA”), as the Information Commissioner, continues in his 
efforts to engage with and assist data controllers in relation to their data protection obligations. 
 
The workshops for Data Protection Officers (“DPOs”) provide a platform that promotes discussion 
and facilitates collaboration between DPOs, in an attempt to broaden their understanding of data 
protection law and how this should be applied in practice. 
   
The workshops also provide an opportunity for the Information Commissioner’s office to gain an 
insight into the issues and challenges faced by data controllers and DPOs. This year’s session was 
further expanded to include Cyber Security concerns relating to data protection.  
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DATA GOVERNANCE AND RETURN OF INVESTMENT 

Why is organisational governance often the first point of failure and how are organisational board 

incentives relating to data protection, linked with Return on Investment. Key points included: 
 

o The importance of having a robust business case to support your investment/programme. 

 

o Effective board engagement, and continued investment in governance and privacy, are of 

utmost importance when looking to further realise the benefits of good data governance. 
 

o Organisations should strive to achieve the highest level of accountability possible. 

 
QUANTIFYING THE FINANCIAL IMPACT OF DATA BREACHES 
Covering existing approaches to privacy, security risk quantification and associated shortcomings. 

‘Factor Analysis Information Risk’ approach discussed with examples and breakdown of the costs 

associated with a data breach. Key points included: 

 

o The need for effective cyber and overall security risk management at Board level. 

 
o Benefits of ‘Factor Analysis of Information Risk’ to quantify Risk. 

 
o How the wider implications of a breach should be considered in order to accurately assess the 

impact of a data breach. 

 
DATA SHARING  
Recognising the benefits and referring to practical examples, the session provided guidance for the 

sharing of personal data between organisations, to ensure compliance with data protection 

legislation. Key points included: 

 

o Data protection legislation is not a barrier to data sharing. 

 
o Data sharing, if done properly, can bring benefits to organisations, individuals and society as 

a whole. 
 

o As a regulator, the GRA are committed to working with organisations who have well founded 
concerns to find a positive outcome – one that safeguards personal data whilst allowing data 

sharing where appropriate. 

 
IT’S ALL ABOUT THE COOKIES  

A session focussing on the key points organisations should consider when setting cookies so as to 

comply with relevant legislative requirements. The session included activities and practical 

examples.  Key points included: 

 

o The applicable legislation regulating the use of cookies is the Communications (Personal Data 

and Privacy) Regulations 2006 (the “Privacy Regs”). The Privacy Regs sit alongside data 
protection legislation, meaning that the standards set in the Gibraltar General Data Protection 

Regulation (the “Gibraltar GDPR”) must be maintained in respect of the terms referenced in 
the relevant requirements of the Privacy Regs.  

 
o The rules regarding the use of cookies (the “Rules”) are set out at Regulation 5(1) and (2) of 

the Privacy Regs. Regulation 5(4) pf the Privacy Regs provides information as to the two types 

of cookies that are exempt from the Rules. The Rules require that prior to the setting of any 
cookies, clear and comprehensive information be provided in respect of the use of these 

cookies, and that consent be obtained for the setting of any non-exempt cookies. These Rules 
must be complied with in accordance with the standards set in the Gibraltar GDPR.  

 

o The Privacy Regs always apply where cookies are deployed, regardless of whether this results 
in or involves the processing of personal data. Where the use of cookies also involves the 
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processing of personal data, the additional requirements of the Gibraltar GDPR and/or Data 

Protection Act 2004 must be complied with. 
 

DATA PROTECTION IN THE EMPLOYMENT CONTEXT 
A session to discuss guidance on the expectations and rights of employees with regards to the 
processing of their personal data by employers, and the legitimate interest of employers, in deciding 

how best, within the boundaries of data protection law, to run their organisations. Key points 
included: 

 

o Data protection is not an expense; it’s an investment. Accountability and demonstrating 
compliance will maximise efficiency, improve risk management and mitigate data breaches. 

  
o In the employment context, data protection is a multi-disciplinary matter in which the 

obligations of the employer may vary depending on the size and nature of the business.  

 
o Monitoring in the workplace must be carried out in a way which is compliant with data 

protection law.  
 

CLOSING REMARKS 
Session wash-up and a look forward to the next 6 months of GRA data protection initiatives. Key 

points included: 

 
o DPOs and DPAs have a common aim to ensure compliance, share thoughts and experiences 

on best practice, and ultimately to protect the data protection rights of individuals.  
 

o Accepting the complexities often involved in the DPO role, and in order to assist organisations 

and DPOs, the GRA is making attempts to publish additional guidance and find other ways of 
providing support (e.g., self-assessment tool). 

 
o DPOs should position themselves as problem solvers, removing the stereotypes of being 

obstacles. Whilst they are not expected to know all the answers, DPO’s should facilitate by 
asking the appropriate data protection questions so that others can reflect on intended 

projects. 

 
WELCOME AND GRA UPDATE 
The Information Commissioner opened Day Two of our workshops with a welcome and update, 

relating to past, current and look into the future for data protection and likely threats. In particular, 

he emphasised: 

o Ongoing Collaboration – Our workshops assist to create synergies by facilitating 

collaboration between DPOs on topical issues and stakeholders across business sectors. As 

part of its tasks under the Gibraltar GDPR and the DPA, our office collaborates with foreign 

data protection authorities, not only for the provision of mutual assistance and cooperation in 

the context of international investigations, but further extends to the development of best 

practices and standards in the regulation and enforcement of data protection legislation. 

 

o DPOs – The appointment of a DPO is a “cornerstone of accountability” for businesses. DPOs 

must be given sufficient autonomy and resources to carry out tasks effectively to fully 

accomplish the role. Data security, and the role of the DPO, are closely related concepts. A 

DPO must ensure the security of personal data and is responsible for overseeing the 

implementation of appropriate technical and organisational measures to protect personal data. 

 

o Optimum Security Measures – This increase in personal data processing, particularly in the 

online environment, has given rise to new data security challenges, which pose a threat to 

individuals as well as organisations and society. Cybersecurity is therefore necessary for all 

firms, large and small, private, and public. Against such serious security threats, there must 



 

be a universal and extensive approach to data security. It must balance the benefits of digital 

connectivity, with the threats to public safety and economic stability, touching upon all the 

areas that need to work toward this objective. Besides ensuring data security, it is equally 

important to generate a culture of digital security, whereby, employees understand and 

appreciate that data security is of critical value for an organisation. 

 

o Power of Privacy and Enforcement - Robust privacy is critical in a democracy, because 

privacy is what safeguards our freedom. Cybersecurity must belong in the boardroom together 

with the numerous other risks to business and at cabinet level, alongside other strategic risks. 

Acknowledging cybersecurity as a strategic risk, and not a tactical threat, is essential. In all 

areas of compliance, including cybersecurity, it is a willingness to enforce the rules, and punish 

those who are negligent, that impacts behaviour. GDPR penalties are not always solely 

financial and, may involve public disclosure of the data breach and notifications to all affected 

third parties. This will no doubt cause embarrassment to a company and will also impact its 

customer loyalty and brand. 

 
CYBER – WHY WE NEED A DIFFERENT SORT OF AI 

This session explored the reality of cyber risk and what we can do to help. Key points included: 
 

o It is important for organisations to understand the risks borne by their processing activities 

and to mitigate these. 
 

o Organisations should ensure they know what to do in the event of a data breach. 
 

o Understanding the consequences of a breach and engaging with the regulator at the earliest 
opportunity are crucial. 

 

CYBER & ‘THE HUMAN FACTOR’ 
A look at the external context and other associated factors that affect human reaction and behaviour 

to security and cyber security. Key points included: 
 

o Understanding the need to keep training sessions between 40-45 mins in duration for best 

retention and memory absorption. Use of repetitive periods to transfer learning to ‘Long Term 
Memory’ (LTM). 

 
o Create a security culture that is credible within your organisation. 

 
o A positive concept of security (culture) will encourage individuals to become part of delivering 

organisational security protocols (safe behaviour).  

 
ICO UK’S IDENTIFIED TRENDS IN CYBER INCIDENTS 

This session explored trends and common issues the ICO is experiencing and touched upon what 
organisations can do to better protect themselves to ensure they remain compliant with the law. 

Key points included: 

 
o Ransomware & phishing attacks continue to be very prevalent in reporting period 2022/2023. 

 
o Targeting of data processors and their supply chains is causing cross-sector impacts. 

 

o Increased vulnerability landscape due to remote work and use of staff devices. These are 
regularly compromised. Use of multifactor authentication (MFA) can stop many such incidents. 

 
DATA PROTECTION AUTHORITIES (DPA) PANEL DISCUSSION  

Composed by members of Data Protection Authorities from Gibraltar, ICO UK, Guernsey, Isle of 
Man, Dubai, and the Islands Data Governance Forum, this panel discussed cyber security, and 

offered perspectives and guidance relating to data protection. Key points included: 

 



 

o Harmonisation between regulatory jurisdictions has improved, but further work is needed for 

smarter collaboration as demonstrated by such panels. Cybercrime is borderless. 
 

o Forums to provide a safe space for DPOs are an area that can be further explored.  

 
o Technology should supplement other means rather than being the sole solution - elements of 

automation are necessary, but humans need to supplement and instruct technology before 
relying on them. 

 

o Suffering of a breach is not compounded by regulation as it will not always result in 
enforcement action or a monetary penalty. It is an organisational responsibility to protect data, 

similar to responsibilities of driving a car, where, if you suffer an accident as a result of 
negligence, a fine or sanction may follow. 

 

HOW TO GOVERN DATA IN THE CLOUD & SAAS ERA  
Introduction to types of cloud environments, deployment models and general cloud computing 

statistics. Included trends around cloud adoption and typical landscape, highlighting challenges with 
cloud computing, such as shared responsibility models from the data governance perspective. Key 

points included: 
 

o Consider the most appropriate cloud model for your organisational safe management of data. 

 
o Assess the controller vs processor relationship and understand the shared responsibility model 

of your contract. 
 

o Cloud related cyber-attacks top root cause are credential hijacking and misconfiguration of 

services (open buckets to the public).  
 

FORENSICS TECHNOLOGY: ‘FINDING THE DATA’ 
What is Forensics Technology and what are the organisational benefits of using such services? The 

benefits of forensics for cyber incident response and risk management, relating to financial crime, 

fraud, and other economic crimes, as well as claims and disputes. Key points included: 

o Exponential growth in data collection, needing greater understanding of data management 

requirements. This is a data life-long life-cycle requirement. 

 
o Consider the functionality of different eDiscovery methods to decide on best options for your 

data query. 
 

o Know and understand your data workflows from a people, process, and technical perspective. 
 

GFSC LICENSING – CYBER SECURITY REGULATORY REQUIREMENTS   

A look into security related requirements for firms licenced by the Gibraltar Financial Services 
Commissioner (GFSC). Overview of GFSC on-sites and manual checks, which included the need for 

disaster recovery and business continuity. Key points included: 
 

o Understanding the need for regulatory supervision to protect consumers (emerging 

technologies and privacy). 
 

o Good practice to follow industry standards in cyber and security to achieve good ICT 
governance. 

 

o Have a robust tried and tested Business Continuity Management Plan to cover all modern 
business areas. 

 
DATA SECURITY CONSIDERATIONS IN ONLINE GAMBLING 

An overview of data security from the perspective of the Gibraltar Gambling Commissioner. Key 
points included: 



 

o Operators need to be implementing best industry practice in cyber security and internal use of 

customer data. 
 

o The gaming industry is constantly under cyber-attack (e.g., Distributed Denial-of-Service 

(DDoS) attacks, credential stuffing etc.). 
 

o Need for secondary reporting obligations. Move towards regulatory co-operation to understand 
developing trends. 

 

REGULATOR PANEL SESSION 
GRA, GFSC, Gambling Commissioner & Gibraltar Financial Intelligence Unit (GFIU) - Deep dive into 

cyber and data security related trends and concerns from a regulatory perspective and an 
opportunity for the audience to pose questions to the panel. Key points included: 

 

o Cyber trends show incidents are often due to basic matters and not always costly to rectify. 
Cases like credential stuffing are concerning due to them being a mass breach commonly 

affecting thousands. 
 

o If one thing goes wrong, it can give the whole company a bad reputation. Rapid technological 
development must have a risk assessment before implementation to confirm how this interacts 

with other environments. 

 
o Creation of a Cyber Forum is on the GRA’s wish list for 2023/2024 to include areas such as 

threat intelligence, security providers, trends etc., as a tool to help industry. 
 

o GFIU’s need to improve quality of reporting (SARs), especially reducing sector jargon which 

often need clarification.  
 

o Assessment and acknowledgement of resourcing on a case-by-case basis. DPO driven when it 
comes to any breach or incident, we have lots of guidance on GRA website to ensure 

organisations act responsibly. 
 

o We need to demystify cyber and build levels of knowledge within organisations in an era of 

mass technological innovation. Technology will continue to intensify, such as the use of AI.  
 

o Data use across different jurisdictions has risks, and organisations must understand their 
obligations especially if such data is dispersed in servers and cloud infrastructure. This is a 

global reality, however, if international businesses have necessary safeguards, this can satisfy 

requirements. 
 

OVERALL CLOSING SUMMARY  
Wash-up of the day and look forward to what the GRA aims to do over the next 6 months. Key 

points included: 

o Complexities and advances in technology are giving rise to new and increasingly sophisticated 
threats to personal data. Whilst it is becoming all the more difficult to keep up with all the 

different elements, working together to share resources and knowledge can assist. 

 
o Collaboration between the international data protection regulatory community, and cross-

sector regulators locally, strengthens capacities and capabilities and assists in the growth of 
professional outlooks and knowledge. 

 

o A strong security culture reduces the risk of attacks and operationalises employees as the last 
line of defence when it comes to the protection of personal data in the digital environment. 

 
 

 
 



 

SUBSCRIPTION 
Our quarterly e-newsletters aim to provide subscribers with news, updates, developments, and 

additions to our website in relation to data protection matters, as well as our work as the statutory 

body responsible for the enforcement of data protection laws. To subscribe, use the “Subscribe 
Feature” at the bottom of our website: www.gra.gi  

 
FUTURE DPO WORKSHOPS 
Email dpoworkshops@gra.gi if you are a DPO and would like to attend future workshops. For further 
information on our workshops, please also visit www.gra.gi/data-protection/dpos.  

 
WORKSHOP ATTENDEES 
Participation in the Information Commissioner’s Workshops will likely contribute to a DPO’s 
knowledge of data protection law, which is of importance as per Article 37(5) of the Gibraltar GDPR 

and/or section 79 of the Data Protection Act 2004. 
 

The below attendees provided consent for their full name to be used in this report:  
 

Ainhoa Gonzalez Entain Group 

Subash Malkani Finsbury Trust & Corporate Services Ltd 

Rachel Harris Gibtelecom 

Jacqueline Bibby HMCA Insurance Limited 

Gaynor Olivera Hyperion Wealth Management Limited  

Michael Adamberry ISOLAS LLP 

John Calderon  Transact Payments Limited 

Bianca Beiso Trusted Novus Bank 

Eugenie Cottrell WinSure Advisory Trust Limited 

 

Below is a list of the organisations represented at the workshops:  
 

Acasta European Insurance Company Limited              

Acquarius Trust Company Limited                               

Antares Global Management Limited                            

Bank J Safra Sarasin (Gibraltar) Limited 

Betfred 

BetVictor 

Bullish 

Capurro Insurance & Investments Limited  

Castle Trust & Management Services Ltd 

Casualty & General Insurance Co. (Europe) Ltd 

Casumo 

Deloitte 

Entain Group 

Finsbury Trust & Corporate Services Ltd 

GA Olivera & Co.  

Games Global 

Gamesys Operations Limited 
 

 Gibdock Limited 

http://www.gra.gi/
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 Gibraltar International Bank 

Gibtelecom 

Hassans 

Hillside (Sports) GP Limited 

HM Government of Gibraltar (HMGOG) 

HMGOG (Treasury Department) 

Ibex Insurance Services Limited 
 

Juno 
 

Knightsbridge Incorporations Ltd  

 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Legal Services Regulatory Authority 
 

Livescore Group 

Logistable Limited 

Lottoland Holdings Ltd 

Lottomart 

Mansion Gibraltar 

Moneycorp Bank 

Octopus International Business Services Ltd 

Oliver Company Management Limited 

Peninsula Underwriting Ltd 

Premier Insurance  

PricewaterhouseCoopers Limited 

Rank Interactive (Gibraltar) Ltd 

Royal Gibraltar Police 

STM Central Services Limited 

Tap Global Limited 

Taurus Insurance Services 

The Medical Professional Liability Co. Ltd.  

The Sovereign group 

Transact Payments Limited 

Triay Lawyers 

TSN 

Turicum Private Bank Limited 

University of Gibraltar 

Vero Cover Limited 

William Hill 

Xapo Bank 

 

  


