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OUR AIM

The Information Commissioner remains
committed to engaging with and
supporting data controllers and processors
in meeting their data protection
obligations. Workshops such as this
provide an important platform for
dialogue, knowledge-sharing, and
collaboration  between  stakeholders,
helping to strengthen understanding of
data protection law and its practical
application in an evolving digital
environment.

The workshop also seeks to promote a
balanced  approach  to  innovation,
governance, and public trust by exploring
current challenges and emerging issues
across areas. In addition, these
engagements provide the office of the
Information Commissioner with valuable
insight into the practical issues, risks, and
operational  challenges  faced by
organisations and professionals, enabling
his office to better support proportionate,
and effective regulatory outcomes.

DATA PROTECTION
WORKSHOP

Date: 20 May 2026
Venue: The Rock Hotel, 3 Europa Road, Gibraltar, GX11 1AA

www.gra.gi/data-protection/dpos

AGENDA

09:00 — 09:15 Information Commissioner’s Welcome and Introduction
09:15 - 10:35 Artificial Intelligence (AI) Opportunity & Governance
10:40 — 10:55  Mid-morning break

11:00 — 12:00 Innovation and Regulatory Sandboxes

12:05 -13:05 Anti-Money Laundering (AML) and Data Protection

13:10 — 13:55 Lunch break

14:00 — 15:00 Children’s Privacy

15:05 - 15:20 Mid-afternoon break

15:25-16:25 Cybersecurity — Navigating Risk / Enabling Business Value
16:30 — 16:50 Session summary and close

BACKGROUND

The workshop was themed "data protection today for a trusted tomorrow”.
Data protection is no longer a niche compliance issue. It is a foundation of
public trust, innovation, and collaboration across all sectors in an increasingly
digital world. In his opening remarks, the Information Commissioner
emphasised that Al and emerging technologies must balance innovation with
accountability, transparency, fairness, and responsible governance in order
to maintain trust. A major theme of the workshop was that data protection
should enable innovation, not block it, with examples such as regulatory
sandboxes and risk-based approaches helping organisations innovate
responsibly and securely.

The workshop also highlighted the importance of collaboration between
regulators, industry, educators, and international partners to address
challenges such as AML, children’s privacy, and cybersecurity while building
a "trusted tomorrow”.

SUMMARY

Sessions comprised a mixed series of presentations followed by panel
discussions, during which members of the Information Rights Division and
selected panellists delivered presentations supported by contributions from
fellow panellists. These discussions explored the key issues and emerging
considerations relating to each topic. The following topics were discussed —
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e Part 1 — Al Opportunity and Governance

o

This session consisted of a panel of individuals with expertise in Al,
including an international regulator, a compliance expert, and an Al
consultant. The panellists discussed the opportunities presented by
Al and the importance of having governance structures in place to
ensure its responsible use.

The panellists discussed how AI presents significant opportunities
for innovation, automation, and business growth, while also
delivering operational efficiency. However, organisations must
carefully manage risks including bias, hallucinations, privacy,
accountability, and automated decision-making.

To achieve this, the panellists explained that effective AI governance
requires strong board-level engagement, clear accountability, staff
training, oversight of third-party providers, and continued human
involvement in high-risk decisions.

From a regulatory perspective, organisations must consider the
Gibraltar General Data Protection Regulation (the “Gibraltar GDPR"),
and wider international frameworks such as the EU AI Act and the
Council of Europe Al Treaty, particularly where AI systems or
outputs impact individuals within the EU or involve sensitive personal
data.

Regulators are focused less on restricting technology itself and more
on ensuring ethical, transparent, and fair outcomes, with practical
expectations, including AI registers, impact assessments,
documented data flows, regular board reporting, and ongoing risk
and compliance monitoring.

e Part 2 - Innovation and Regulatory Sandboxes

@)

The session opened with a presentation and panel discussion on
innovation and regulatory sandboxes, led by representatives from
the Gibraltar Regulatory Authority ("GRA"), a partner from a local
law firm, and a consultant specialising in data protection and
compliance. The discussion focused on how sandboxes can support
responsible innovation, strengthen data protection compliance, and
encourage the development of emerging technologies within
regulated environments. The panel discussion explored both
regulatory and industry perspectives on the practical operation,
value, and future role of sandboxes in supporting innovation-focused
economies.

The presentation explained that regulatory sandboxes are controlled
testing environments where organisations can trial innovative
products, technologies, or data uses with regulatory support. This
helps businesses identify compliance risks early, improve



governance, embed privacy-by-design principles, and accelerate
safe market adoption.

From a regulatory perspective, sandboxes were described as an
increasingly important tool for enabling proactive and collaborative
regulation. They allow authorities to better understand emerging
technologies, provide practical guidance, strengthen technical
expertise, and support safer deployment of innovation across sectors
such as Al, fintech, education, and public services.

Panellists emphasised that the primary purpose of a sandbox is not
to provide regulatory approval or reduce legal obligations, but rather
to create regulatory clarity and confidence through early
engagement, iterative guidance, and structured collaboration
between organisations and regulators before products are fully
deployed.

The discussion highlighted that successful sandbox participation
depends on transparency, trust, and proportionality, including clear
eligibility criteria, confidentiality protections, phased participation
processes, tailored engagement mechanisms, and a constructive,
resolution-focused regulatory approach.

The session also introduced the launch of the GRA Regulatory
Sandbox, Gibraltar’'s first sandbox initiative. The sandbox provides
organisations with structured guidance, staged engagement, and
ongoing feedback when developing products that process personal
data under Gibraltar data protection laws. It also includes clear
safeguards, oversight processes, and accountability measures to
ensure compliant innovation, public trust, and the protection of
individuals” rights. Organisations considering participation can
submit an expression of interest through an online form available on
the GRA's website: https://www.gra.gi/data-protection/regulatory-
sandbox.

Part 3 — Children’s Privacy

o

The session opened with a panel discussion on the growing
importance of children’s privacy in the digital world, focusing on
online safety, ethical product design, safeguarding responsibilities,
and the broader societal impact of digital technologies on young
people. The panel included a senior youth worker, a barrister with
expertise in children’s privacy cases, and regulators.

The panellists discussed how children’s privacy is increasingly linked
to wider safeguarding concerns, with risks including deepfakes,
online exploitation, addictive platform design, reputational harm,
and the long-term impact of algorithm-driven content on children’s
wellbeing and development.

Regulators and privacy authorities are placing growing emphasis on
accountability for technology platforms, including robust safeguards,
transparency, child-specific protections, effective content removal
mechanisms, and compliance with age-appropriate design
principles.
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o

Panellists stressed that regulation alone is insufficient and must be
supported by education, media literacy, parental engagement, and
practical guidance to help children and families safely navigate
increasingly complex digital environments. They also emphasised
the importance of involving children in shaping future policy and
governance frameworks.

Part 4 — AML and Data Protection

The session consisted of introductory presentations followed by a
panel discussion featuring experts in AML, financial crime,
compliance, and data protection. The discussions focused on the
relationship between AML and data protection, highlighting how
responsible information sharing is essential to modern financial
systems and how data protection should be viewed not as a barrier
to business, but as an enabler of innovation, trust, and sustainable
economic growth.

Speakers highlighted that innovation in financial services is
increasingly driven by data, with AML and data protection
frameworks working together to safeguard individuals, protect
financial systems, and support the digital economy. The session
emphasised that innovation only succeeds when it is safe, secure,
rights-respecting, and supported by appropriate safeguards.

From a regulatory perspective, the discussion noted growing
international momentum towards responsible information sharing,
particularly through frameworks linked to equivalent GDPR regimes,
FATF standards, and EU AML regulations. Panellists stressed the
importance of ongoing dialogue between regulators, financial
intelligence units, AML authorities, and industry stakeholders to
improve clarity and avoid overly cautious interpretations of data
protection obligations.

Panellists emphasised that effective governance, legal frameworks,
data protection impact assessments, and proportionate safeguards
are critical to private information sharing arrangements. Without
these measures, there are risks of false positives, financial exclusion,
excessive surveillance, bias, lack of transparency, and
disproportionate impacts on individuals.

The panel discussion explored practical challenges around AML
information sharing, including balancing under-reporting and over-
reporting, avoiding unnecessary friction for legitimate customers,
ensuring transparency in requests for information, and improving
the quality and clarity of intelligence shared between organisations
and authorities.

A recurring theme throughout the session was that compliance and
effectiveness should reinforce one another. Panellists stressed that
AML systems should not operate as a rigid “tick-box” exercise but
instead should apply contextual and risk-based approaches that



support both regulatory compliance and meaningful outcomes for
individuals and businesses.

The session also highlighted international cooperation initiatives,
including the Global Privacy Assembly’s ‘Privacy & Integrity sub-
working group’ led by the GRA, alongside wider calls for improved
cross-border information sharing, stronger fraud intelligence
collaboration, and more practical mechanisms to support lawful and
effective sharing of information between jurisdictions.

Part 5 — Cybersecurity — Navigating Risk and Enabling
Business Value

This session was held as a panel session with a short introductory
presentation featuring cybersecurity experts from the gambling
sector, financial services, and international regulatory bodies. It
focused on the evolving challenges of cybersecurity governance,
data protection, risk management, and regulatory accountability
across organisations.

Panellists highlighted that effective cybersecurity governance
requires strong board-level engagement, investment in
preparedness, clear communication of cyber risks in business terms,
and recognition that cyber and compliance teams should act as
business enablers rather than blockers.

From a regulatory perspective, the discussion emphasised that
organisations must move beyond “tick-box” compliance approaches
and instead demonstrate continuous improvement, robust incident
response planning, supplier risk management, staff training, and
practical implementation of cybersecurity and data protection
controls.

The panel identified social engineering, phishing, ransomware,
human error, and third-party supplier vulnerabilities as key ongoing
threats. Regulators stressed that enforcement is intended to drive
accountability and resilience rather than simply punish organisations
after breaches occur.

Part 6 — Session summary and close

o

The event concluded with a discussion on the importance of
balancing innovation, regulation, data protection, and public trust.
The Head of Information Rights at the GRA reinforced that effective
governance and the responsible use of data are essential to
supporting Gibraltar’s digital economy and international regulatory
standing.

The closing remarks further clarified Gibraltar’s position under the
draft UK/EU Agreement (“Treaty”), specifically Article 14, which
addresses data protection matters and is expected to come into
effect alongside the Data Protection Regulations 2026 on 25 July
2026.
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o It was explained that Article 14(7) of the Treaty provides that, for
EU GDPR purposes, Gibraltar will no longer be treated as a “third
country,” provided the relevant Treaty conditions are met. This
position applies because Annex 3 of the Treaty incorporates the EU
GDPR framework.

o Unlike a traditional EU adequacy decision, Gibraltar’s framework will
instead require Gibraltar GDPR legislation to directly mirror the EU
GDPR, including future amendments, updates, and relevant
European Data Protection Board decisions and guidance.

o The practical effect of the Treaty framework is expected to preserve
the continued free flow of personal data between Gibraltar and the
EU, while further strengthening Gibraltar’s position as a jurisdiction
aligned with high international standards of data protection and
regulatory cooperation.

o A copy of the draft UK-EU Agreement in respect of Gibraltar is
available here:

https://www.gibraltar.gov.gi/uploads/_PressOffice/Draft%
20Treaty/UK-EU-Agreement-in-respect-of-Gibraltar.pdf

o For further information, please see the Information Commissioner’s
guidance available on our website:

= FAQs at the following link: https://www.gra.gi/data-
protection/brexit/uk-eu-agreement-fag

= Supporting infographics at the following link:
https://www.gra.gi/data-protection/privacy-awareness/social-
media-campaigns

SUBSCRIPTION

The Information Commissioner’s quarterly e-newsletters aim to provide
subscribers with news, updates, developments, and additions to our website
in relation to data protection matters, as well as the Gibraltar Regulatory
Authority’s work as the statutory body responsible for the enforcement of
data protection laws.

To subscribe, please use the subscribe feature at the bottom of the page on
www.gra.gi.

DPO WORKSHOPS

Email dpoworkshops@gra.gi if you would like to attend future workshops for
DPOs.
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: ATTENDEES

Participation in data protection workshops will likely contribute to your
knowledge of data protection law, which is relevant under Article 37(5) of the
Gibraltar GDPR and/or section 79 of the Data Protection Act 2004.

The following organisations attended the workshop and agreed to

CONTACT

PHONE:
+350 200 74636

WEBSITE:
WWW.gra.gi/dataprotection

EMAIL:
dpoworkshops@gra.gi

have relevant details published in this report:

Organisation

Abacus Financial Services Ltd
Admiral Insurance (Gibraltar) Ltd
B2spin Limited

BDO Limited

BV Group

BV Group

ESV Hassan & Co

Gibtelecom

Haven

Ibex Insurance Services Ltd
Ibex Insurance Services Ltd
Knightsbridge Incorporations Ltd
Royal Gibraltar Police

Sovereign Group

Specifix Limited

T&T Management Services Limited/Triay
Lawyers

Trusted Novus Bank

Turicum Private Bank

Attendee Name
Richard Wood
Edvinas Rupsys
Fernando Aragon
Miguel Rivera
Clara Boyle

Robert Donohoe
Sebastian Maynard
Rachel Harris
Laoise Muldowney
David Whitmore
Lee Everest

Aida Jimenez
Amandine VALLEE
Jade Smith

Jack Daniel Lienert

Chris Davis

Kayode Owokoya
Matthew Arnold

Tamara T Skillicorn
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