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OUR AIM

The Information Commissioner continues
in his efforts to engage with and assist
data controllers and processors in relation
to their data protection obligations. Data
protection workshops provide a platform
that promotes discussion and facilitates
collaboration between professionals, in an
attempt to broaden their understanding of
data protection law and how this should be
applied in practice.

The workshops also provide an
opportunity  for  the  Information
Commissioner’s office to gain an insight
into the issues and challenges faced by
data controllers and professionals.

DATA PROTECTION
WORKSHOP (R6) — SME’s

IN COLLABORATION WITH THE GIBRALTAR FEDERATION OF
SMALL BUSINESSES (GFSB)

Date: 11 April 2024
Venue: GFSB Hall, 122 Irish Town, Gibraltar, GX11 1AA

www.gra.qgi/data-protection/dpos

AGENDA

09:00 — 09:10 Part 1 — Importance of Data Protection
09:10 — 10:00 Part 2 — Accountability

10:00 — 10:20  Mid-morning break

10:20 - 11:10 Part 3 — The Data Protection Officer (DPO)
11:10 - 12:00 Part 4 — The Rights of Individuals

BACKGROUND

Feedback gathered from last year’s series of workshops highlighted a desire
for targeted sector-specific sessions. The Information Commissioner’s office
therefore adopted this approach for 2024.

The first bespoke workshop, organised in collaboration with the Gibraltar
Federation of Small Businesses (“"GFSB"), aimed to assist small-to-medium-
sized enterprises ("SMEs") with data protection compliance.

SUMMARY

Members of the Information Rights Division delivered a series of
presentations focusing on the following —

e Part 1 — The Importance of Data Protection

o The event commenced with a discussion on the importance of data
protection. It touched upon the importance both from a data subject
and organisation’s perspective.

o The notions of risk and harm were explored, with a key message
that the impact of a data breach can have widespread consequences
no matter if it derives from a small local business or from a large
multinational.


http://www.gra.gi/data-protection/dpos
https://www.gra.gi/uploads/documents/data-protection/DPO/Workshops/DPO%20Workshop%20R5.pdf
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The importance of retaining customer trust and maintaining an
organisation’s reputation were discussed, with the notion put
forward that data protection should be considered an ‘investment’
and provide a ‘competitive advantage’. In this regard, it was noted
that good data governance could save an organisation time, money,
and effort in the long run.

The repercussions of data breaches and security incidents were
highlighted, with examples of real-life cases provided.

Part 2 — Accountability
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The presentation emphasised the principle of accountability,
highlighting its importance in ensuring an organisation’s ongoing
compliance with data protection law.

The informative delivery described how the accountability principle
applies in practice, clarifying what the Information Commissioner’s
office looks for and expects from data controllers in terms of
demonstrating compliance with relevant data protection legislation.

The session explained how the law itself provides some useful
accountability tools, including amongst others, the requirement for
record-keeping, the notion of data protection impact assessments,
and the requirement for Data Protection Officers (“DPO”) in
relevant circumstances.

Practical guidance and examples were provided throughout the
session.

Part 3 — The Data Protection Officer

o

This session delivered an insight into the designation, position, tasks
and responsibilities of DPOs as required by the Gibraltar General
Data Protection Regulation (“Gibraltar GDPR"”) and Data
Protection Act 2004 (“"DPA").

Included was an overview of the importance for organisations to
consider the required resources necessary to allow the DPO to
effectively carry out their functions. Areas where the appointment of
a DPO could also give rise to a conflict of interest were also covered
during this session.

An overview was provided of the findings from a recent European
Data Protection Board ("EDPB") survey, spanning 27 supervisory
authorities across the EEA, which raised challenges identified in
relation to the DPO appointment and addressed ongoing concerns in
this regard.

Specific reference was made to the Information Commissioner’s
Guidance Note (3) Data Protection Officer IR03/17 available here:
https://www.gra.qgi/data-protection/guidance.

Part 4 — The Rights of Individuals


https://www.gra.gi/data-protection/guidance
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o Amidst today’s data-driven landscape, it is sometimes possible to
forget that at the heart of every data point lies an individual — a
person with inherent rights and freedomes.

o The presentation provided a basic understanding of the definition of
personal data followed by detailed guidance on the rights of
individuals under data protection law.

o Each individual right was considered alongside practical examples,
prompting healthy discussion and affording participants the
opportunity to raise further questions on the topic.

o An interactive audio-visual activity followed, focusing on the Right of
Access. Participants were invited to view the collection of short
videos focusing on the Rights of Individuals on the GRA’s YouTube
channel.

o To conclude, an insight into the regulatory perspective was provided,
which highlighted the importance of assisting organisations in
improving information rights practices, where there is an opportunity
to do so.

o References were made to the following Information Commissioner
Guidance Notes as available here: https://www.gra.gi/data-
protection/guidance

o Guidance Note (5) Data Portability IR04/17
o Guidance Note (15) The Right of Access IR03/19 (v3)
o Guidance Note (23) The Rights of Individuals IR23/20

SUBSCRIPTION

The Information Commissioner’s quarterly e-newsletters aim to provide
subscribers with news, updates, developments, and additions to our website
in relation to data protection matters, as well as the Gibraltar Regulatory
Authority’s work as the statutory body responsible for the enforcement of
data protection laws.

To subscribe, please use the subscribe feature at the bottom of the page on
www.dra.gi.

DPO WORKSHOPS

Email dpoworkshops@gra.qi if you would like to attend future workshops for
DPOs.



http://www.gra.gi/dataprotection
mailto:dpoworkshops@gra.gi
https://www.youtube.com/channel/UCO958LkccAK48VwKvKS5Djg
https://www.youtube.com/channel/UCO958LkccAK48VwKvKS5Djg
https://www.gra.gi/data-protection/guidance
https://www.gra.gi/data-protection/guidance
http://www.gra.gi/
mailto:dpoworkshops@gra.gi

ATTENDEES

Participation in data protection workshops will likely contribute to your
knowledge of data protection law, which is of importance as per Article 37(5) of
the Gibraltar GDPR and/or section 79 of the DPA.

The following organisations that attended the workshop, agreed to
have relevant details published in this report:

Organisation

Advantage Insurance

Advantage Insurance

Allabroad Ltd

Boal & Co (Gibraltar) Limited

Dynamic Business Services

Gaché Opticians

GIBFIBRE

Gibraltar Defence Police

Gibraltar Federation of Small Businesses (GFSB)
Gibtelecom

Gibtelecom

Green Wave Ltd

Hyperion Group Limited

Inline Framing Ltd

Len Goss/Friends of Gibraltar Heritage Society
Moore Stephens Limited

Octopus International Business Services Ltd
Octopus international business services Ltd
Specialist Medical Group

Name

Natalie Ramos
Harriet Currie

Clare Kuszyk

Erica Power

Helena Kealey
Julian Sheriff
Nathan Victory
Phoebe Kelly
Louise Barbara
Rachel Harris

Lili Olivero

Joanne Davies

Len Goss

Kayleigh Balban
Andrew Paradowski
Cristina Collado Sanchez
Karen Bolt



