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OUR AIM

The Information Commissioner continues
in his efforts to engage with and assist
data controllers and processors in relation
to their data protection obligations. Data
protection workshops provide a platform
that promotes discussion and facilitates
collaboration between professionals, in an
attempt to broaden their understanding of
data protection law and how this should be
applied in practice.

The workshops also provide an opportunity
for the Information Commissioner’s office
to gain an insight into the issues and
challenges faced by data controllers and
professionals.

REMOTE GAMBLING
DATA PROTECTION
WORKSHOP (R7)

IN COLLABORATION WITH THE GIBRALTAR BETTING AND
GAMING ASSOCIATION (GBGA)

Date: 17 April 2024
Venue: Atlas conference room, The Sunborn, 35 Ocean Village Promenade,
Gibraltar, GX11 1AA

www.gra.gi/data-protection/dpos

AGENDA

09:00 — 09:30 Welcome Breakfast

09:30 — 09:35 GBGA opening address

09:35 - 10:30 Part 1 — Targeted Social Media Marketing

10:30 — 11:25 Part 2 — Online Cookies

11:25-11:45 Mid-morning break

11:45 - 12:45 Part 3 — Cyber — Ransomware & Credential Stuffing Attacks

12:45 - 14:00 Lunch break

14:00 — 14:45 Part 4 — Artificial Intelligence from a data protection
perspective

Further agenda items did not include Gibraltar Regulatory Authority
(“GRA") participation.

BACKGROUND

Feedback gathered from last year’s series of workshops highlighted a desire
for targeted sector-specific sessions. The Information Commissioner’s office
therefore adopted this approach for 2024.

The workshop was organised by the Gibraltar Betting and Gaming Association
("GBGA") and aimed to assist all those individuals who have data protection
responsibilities within the remote gambling industry, with data protection
compliance.

SUMMARY

The GBGA engaged with gambling operators in Gibraltar to scope the most
relevant topics for the sessions. As a result, members of the GRA, specifically
from the Information Rights Division (“IRD") delivered a series of
presentations on the following areas -

o Part 1 - Targeted Social Media Marketing ("TSMM")


http://www.gra.gi/data-protection/dpos
https://www.gra.gi/uploads/documents/data-protection/DPO/Workshops/DPO%20Workshop%20R5.pdf

A session focusing on the main data protection considerations for
TSMM (such as Facebook/Meta's ‘Custom Audiences”) in the context of
remote gambling, including an overview of engagement with the
industry. The session considered relevant legislative requirements under
the General Data Protection Regulation (“Gibraltar GDPR") and case
law, as well current guidelines available in respect of this topic. Key
points included:

o Defining roles and responsibilities, in particular
determining controllership prior to undertaking TSMM.

o Identifying, documenting and demonstrating reliance on
the appropriate lawful basis under Article 6(1) of the
Gibraltar GDPR, and where applicable, the relevant
condition under Article 9(2) of the Gibraltar GDPR.

o Where applicable, ensuring that data subjects have the
ability to express prior objection to TSMM in accordance
with Article 21 of the Gibraltar GDPR. The conditions for
obtaining valid consent and withdrawing consent were
covered within “Part 2 — Cookies” in detail, including
Articles 5(1)(a), 4(11) and 7 of the Gibraltar GDPR.

o Ensuring that the intended audience i.e., intended data
subjects, can understand the extent to which their
personal data will be processed for TSMM and what this
processing entails, in accordance with Articles 5(1)(a),
12, 13 and/or 14 of the Gibraltar GDPR.

o Where applicable, demonstrating that ‘Data Protection
Impact Assessments’ have been carried out
appropriately, including sufficient detail and with
appropriate oversight and sign off in accordance with
the relevant legislative requirements under Articles 35,
24(1), 25(1), and 39(1)(c) of the Gibraltar GDPR.

o Part 2 — Cookies

A session focusing on the key points organisations should consider when
setting cookies so as to comply with relevant legislative requirements,
including the GRA's expectations and examples of good practice. Key
points included:

o The applicable legislation regulating the use of cookies
is the Communications (Personal Data and Privacy)
Regulations 2006 (the “Privacy Regs”). The Privacy
Regs must be read alongside data protection legislation,
meaning that the standards set in the Gibraltar GDPR
must be maintained in respect of the terms referenced
in the relevant requirements of the Privacy Regs.

o The rules regarding the use of cookies (the “Rules”)
are set out at Regulation 5(1) and (2) of the Privacy
Regs. Regulation 5(4) of the Privacy Regs provides
information as to the two types of cookies that are
exempt from the Rules. The Rules require that prior to
the setting of any cookies, clear and comprehensive
information must be provided in respect of the use of



these cookies, and that consent be obtained for the
setting of any non-exempt cookies. These Rules must be
complied with, and be in accordance with the standards
set in the Gibraltar GDPR.

The Privacy Regs always apply where cookies are
deployed, regardless of whether this results in, or
involves, the processing of personal data.

Specific reference was made to the Information
Commissioner’s Guidance Note (28) Cookies IR01/23
available here: https://www.gra.gi/data-
protection/guidance.

o Part 3 — Cyber - Ransomware and Credential Stuffing
Attacks

A session covering specifics in relation to cyber threats to user
credentials from malware and the anatomy of such attacks. Real life
examples and guidance on cyber security measures to mitigate the risks
from such threats were given. Emphasis was placed on where
organisational considerations are needed for implementing appropriate
technical organisational measures, in relation to risks posed by data
processing. To summarise, the following was covered:

Credential Stuffing Attacks

(0]

The automated cyber-attack method used to exploit an
individual's tendency to use the same password
combinations across multiple online accounts.

Reports of large volumes of valid credential lists being
traded online, exposing user credentials for wider use by
threat actors, for more serious cyber-crimes.

An international project by the International
Enforcement Working Group (a sub-group of the Global
Privacy Assembly), resulting in guidance published both
for controllers/processors and the general public.

Specific reference was made to the Information
Commissioner’s Guidance Notes available here:
https://www.gra.gi/data-protection/gquidance.

= Guidance Note (26A) Credential Stuffing
Guidelines IR01/22

= Guidance Note (26B) Credential Stuffing
Awareness IR01/22

Ransomware Attacks

o

An overview of malware and different forms commonly
used by adversaries. Discussion on how this threat has
developed, its sophistication, its link to cybercrime and
the magnitude of incidents including attacks against
Critical National Infrastructure.

The UK National Cyber Security Centre’s
recommendation of “mot to pay’ the ransom and
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o

downfalls associated, for those who may consider
succumbing to payment of ransom.

o The transition and evolving nature of ransomware to
that of extortion, with threat actors also using data
exfiltration from a victim organisation’s systems and
threatening to expose data unless the ransom is paid.

o The need for organisational considerations, relating to
the security of data in relation to processing activities,
in line with Article 32(2) of the Gibraltar GDPR, and the
need to assess the appropriate level of security, in
particular to the risks that such processing may present.

o Specific reference was made to the Information
Commissioner’s Guidance Note (18) Guidance on Data
Security IR07/19 available here:
https://www.gra.gi/data-protection/guidance.

Part 4 — Artificial Intelligence from a data protection
perspective

The Director of Information Rights participated in a *fireside chat’ with
the GBGA’s General Secretary on Artificial Intelligence (“AI") from a
data protection perspective. The conversation touched upon current
regulatory developments concerning AI from both a Gibraltar and
international perspective with a view on the evolving and future
regulatory landscape. Key emerging organisational and technical
measures to ensure the safe and responsible use of Al were highlighted.
Key points highlighted were:

(o]

The need to consider necessary AI controls to protect and
facilitate the development of Al use. Poor governance can lead
to incidents that undermine consumer confidence and/or
competitiveness.

Transparency. The need to be transparent about the use of Al
and in particular the existence of solely automated decision-
making producing legal or similarly significant effects; the
provision of meaningful information about the logic involved and
the significance and envisaged consequences for the individual;
where there is a “human in the loop”, transparency is still
required; and, the emergence of “Transparency and
Explainability” as a key principle as seen in ICO guidance as well
as the OECD's Al principles.

Fairness. If an Al-assisted decision is made about someone
without some form of explanation of (or information about) the
decision, this may limit their autonomy and scope for self-
determination. This is unlikely to be fair.

Data minimisation. Less data means less risk. Privacy enhancing
techniques such as pseudonymisation can help.

Accuracy. Generative AI models may reproduce biases
embedded in training data or model design choices. The wording
of prompts may also inadvertently introduce bias. Organisations
should consider/implement - bias mitigation and fairness
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evaluation measures across the entire Al project lifecycle and
verify, cross-reference and test information produced by
generative Al tools with trusted sources to ensure content is
accurate.

o Accountability. Organisations must understand and be able to
explain how AI is used and how it works. Measures to
demonstrate/implement accountability include - identifying and
assigning individuals/roles to manage and oversee the
‘explainability” requirements of an AI decision system;
designating a capable human point of contact for individuals to
query or contest a decision; and, actively considering and
making justified and documented choices about how to design
and deploy Al models that are appropriately explainable to
individuals. Further, users of AI should be trained to use the
model’s results responsibly and fairly.

o Third party AL If an organisation is sourcing an Al system, or
significant parts of it, from a third-party supplier, the data
controller still has primary responsibility for ensuring that the Al
system is capable of producing an appropriate explanation for
the decision recipient.

o Data protection rights. Particular consideration should be given
to Article 15 - right of access, Article 22 - rights relating to
automated decision-making, and Recital 71 of the Gibraltar
GDPR.

o Consideration should be given to the need for a Data Protection
Impact Assessment particularly in respect of systematic and
extensive profiling, or other automated evaluation of personal
data, used for decisions that produce a legal or similarly
significant effect on people.

O Where Al technology is being considered, the DPO must be
involved from the start and consideration must be given to Data
Protection by Design and Default.

SUBSCRIPTION

The Information Commissioner’'s quarterly e-newsletters aim to provide
subscribers with news, updates, developments, and additions to our website
in relation to data protection matters, as well as the Gibraltar Regulatory
Authority’s work as the statutory body responsible for the enforcement of
data protection laws.

To subscribe, please use the subscribe feature at the bottom of the page on
www.gra.gi.

DPO WORKSHOPS

Email dpoworkshops@gra.qi if you would like to attend future workshops for
DPOs.
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ATTENDEES

Participation in data protection workshops will likely contribute to your
knowledge of data protection law, which is of importance as per Article 37(5)
of the Gibraltar GDPR and/or section 79 of the Data Protection Act 2004.

The following organisations that attended the workshop, agreed
to have relevant details published in this report:

Organisation

888 William Hill

888 William Hill

Betting and Gaming Council
Casumo Media Ltd

Entain Group

Entain Group

Gambling Commissioner
HM GoG Gambling Division
HM GoG Gambling Division
HM GoG Gambling Division
LiveScore Group

LiveScore Group

LNW Gaming Gibraltar Ltd
Lottoland (Gibraltar) Ltd
Lottoland (Gibraltar) Ltd
Lottoland (Gibraltar) Ltd
Petfre Gibraltar (Betfred)

Rank Interactive (Gibraltar) Ltd
The Gibraltar Betting and Gaming Association

Name

Joseph Gaunt
Shaied Mohammed
Steph Wong
Lauren De La Corte
Ainhoa Gonzalez
Andrew Lyman
David Walsh
Christian Lopez
John Guzman
Stuart Freeman
Marielle Casse
Ruben Cobos

Nigel Birrell
Jonathan Cabedo
Sharon Crippin
Adele Farrell

Philip Walker Moir



