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OUR AIM

The Information Commissioner continues
in his efforts to engage with and assist
data controllers and processors in relation
to their data protection obligations. Data
protection workshops provide a platform
that promotes discussion and facilitates
collaboration between professionals, in an
attempt to broaden their understanding of
data protection law and how this should be
applied in practice.

The workshops also provide an
opportunity  for  the  Information
Commissioner’s office to gain an insight
into the issues and challenges faced by
data controllers and professionals.

DATA PROTECTION
WORKSHOP (R8) —
CHARITIES

SPONSORED BY THE KUSUMA TRUST

Date: 10 May 2024
Venue: Aurora Ballroom, The Sunborn Hotel, Gibraltar, GX11 1AA

www.gra.qgi/data-protection/dpos

AGENDA

08:30 — 09:00 Registration and Breakfast

09:00 — 09:10 Opening address

09:10 - 09:30 Part 1 — Introduction to Data Protection
09:35-10:05 Part 2 — Lawful Basis

10:05 - 10:20  Mid-morning break

10:20 — 10:50 Part 3 — Data Protection Principles
10:55-11:45 Part 4 — Individual Rights

11:50 - 12:00 Part 5 — Other Considerations
BACKGROUND

Feedback gathered from last year’s series of workshops highlighted a desire
for targeted sector-specific sessions. The Information Commissioner’s office

therefore adopted this approach for 2024.

The third bespoke workshop was organised by the Gibraltar Regulatory
Authority ("GRA"), specifically, by members of the Information Rights
Division (“"IRD"). The workshop aimed to inform locally registered charities
about likely areas affecting them regarding data protection, and assist them

in their compliance with relevant law.

SUMMARY

Members of the IRD delivered a series of presentations focusing on the

following —

e Part 1 — Introduction to Data Protection


http://www.gra.gi/data-protection/dpos
https://www.gra.gi/uploads/documents/data-protection/DPO/Workshops/DPO%20Workshop%20R5.pdf

The session emphasised how organisations’ data processing has
changed over time, with the increase in digital technology allowing
increasing volumes of personal data to be processed, in an
increasingly easy and cost-effective manner. The notions of risk and
harm were explored, with a key message that the impact of a data
breach may have equally impactful consequences, no matter if it
derives from a small local business or from a large multinational.

The need to apply strong data protection measures and safeguards
to protect both the individual and the organisation was emphasised.
It was noted that good data governance could save an organisation
time, money, and effort, especially considering the vulnerability
factor that applies to charities, where financial support and resources
are sometimes stretched.

Most charities rely on sponsorships, donations, and long-term
members’ support, therefore, maintaining a reliable and trustworthy
relationship is of vital importance. The mismanagement of personal
data could damage what has taken years to build.

The repercussions of unlawfully disclosed data and security incidents
were mentioned, with examples of real-life cases provided.

Specific reference was made to the Information Commissioner’s
Guidance Notes available here: https://www.gra.gi/data-
protection/guidance:

Guidance Note (1) Getting Started IR03/16

Guidance Note (7) Guidance for SME’s IR02/18

Guidance Note (24) Concepts of Data Controller and Data
Processor IR24/20

Part 2 — Lawful Basis
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The presentation emphasised that for the processing of personal
data to be legitimate under the Gibraltar General Data Protection
Regulation (“Gibraltar GDPR") and Data Protection Act 2004
("DPA"), organisations must have a lawful basis under Article 6 of
the Gibraltar GDPR.

Organisations must establish a lawful basis and be able to
demonstrate that this has been considered before processing
personal data. Which basis is most appropriate, will depend on the
purpose for processing.

Practical guidance and examples were provided throughout the
session.

The conditions under Article 9 and Article 10 of the Gibraltar GDPR,
as respectively relate to special category data and criminal offence
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https://www.gra.gi/data-protection/guidance
https://www.gra.gi/data-protection/guidance

data, were summarised. Reference was made to the Information
Commissioner’'s Guidance Note (6) Identifying the Lawful Basis
IR01/18 available here: https://www.gra.gi/data-
protection/guidance.

It was highlighted that, when processing special category data, the
organisation needs to be aware of the risks, and where any
processing is likely to result in high risk, data protection impact
assessments (“"DPIAs") will need to be considered. Reference was
made to the Information Commissioner’s Guidance Note (4) Data
Protection Impact Assessments IR04/17 (v3), accessed here:
https://www.gra.gi/data-protection/guidance.

e Part 3 — Data Protection Principles

o

An overview of the data protection principles as found at Article 5(1)
of the Gibraltar GDPR was provided, specifically: Lawfulness,
Fairness & Transparency; Purpose Limitation; Data Minimisation;
Accuracy; Storage Limitation; and Integrity & Confidentiality.

The session considered each of the data protection principles using
relevant applicable examples relating to charitable organisations.

It was noted that, in line with the accountability principle at Article
5(2) of the Gibraltar GDPR, data controllers are responsible for, and
must be able to demonstrate compliance with, Article 5(1) of the
Gibraltar GDPR.

Data Minimisation and Storage Limitation were discussed in more
detail from questions raised by the audience. It became apparent
this was a common area of interest for charities relating to their
administrative duties. Helpful examples of administering the
workforce and managing the volunteering relationship were used as
guidance during this session.

e Part 4 — The Rights of Individuals
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In today’s data-driven landscape, it is imperative that charities, like
any data controller, ensure that the personal data they hold on
individuals, is protected and ultimately processed in compliance with
data protection law.

The presentation provided outlined the definition of personal data
followed by detailed guidance on the rights of individuals under data
protection law. Particular emphasis was afforded to the right of
access, the right to be informed, the right of erasure and the right
to rectification.
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Attendees were informed about manifestly unfounded and/or
excessive requests and briefed about what information they are
required to provide when refusing said requests.

The practical examples provided throughout prompted healthy
discussion amongst attendees, affording them an opportunity to
raise further questions on the topic. The presentation also included
an interactive audio-visual activity which focused on the right of
access.

To conclude, an insight into the regulatory perspective was provided
and a discussion together with real-life examples about passive and
active responses to individual rights requests followed. It was
unanimously agreed that an active approach to data protection was
key to compliance.

References were made to the following Information Commissioner
Guidance Notes as available here: https://www.gra.gi/data-
protection/guidance:

o Guidance Note (15) The Right of Access IR03/19 (v3)

o Guidance Note (17) Privacy Notices under the GDPR/DPA
IR06/19

o Guidance Note (23) The Rights of Individuals IR23/20

Part 5 — Some other considerations
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The final session focused on other factors that need consideration
such as data sharing, data breach notifications, data processing in
an employment context, and the processing of vulnerable individuals’
personal data.

With regards vulnerable individuals, it was noted that particular
measures in relation to data protection may be required. The session
highlighted that children also have rights with regards their personal
data. Taking into consideration how most charities deal with a wide
range of personal data, sensitive situations, and individuals, it was
important to touch upon the need to have clear and informative
privacy notices, and to conduct DPIAs where necessary.

Examples of privacy notices were discussed for illustrative purposes,
giving the audience guidance and a framework that could be
adaptable to their specific circumstances.

References were made to the following Information Commissioner
Guidance Notes as available here: https://www.gra.gi/data-
protection/guidance
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CONTACT

PHONE:
+350 200 74636

WEBSITE:
www.gra.gi/dataprotection

o Guidance Note (4) Data Protection Impact Assessments
IR04/17 (v3)

o Data Sharing Code of Practice IR01/21 (v2)

o Guidance Note (8) on Personal Breach Notification IR03/18

SUBSCRIPTION

The Information Commissioner’s quarterly e-newsletters aim to provide
subscribers with news, updates, developments, and additions to our website
in relation to data protection matters, as well as the Gibraltar Regulatory
Authority’s work as the statutory body responsible for the enforcement of
data protection laws.

To subscribe, please use the subscribe feature at the bottom of the page on
www.gra.gi.

DPO WORKSHOPS

Email dpoworkshops@gra.gi if you would like to attend future workshops for
DPOs.
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ATTENDEES

Participation in data protection workshops will likely contribute to your
knowledge of data protection law, which is of importance as per Article 37(5) of
the Gibraltar GDPR and/or section 79 of the DPA.

The following organisations that attended the workshop, agreed to
have relevant details published in this report:

Organisation Name

Blood Cancer UK Gibraltar Branch Nadine Delgado
Breast Cancer Support Gibraltar Heidi Jeffries
Breast Cancer Support Gibraltar Mercy Posso

Calpe House GA Jose Julio Pisharello
Cancer Relief Gibraltar Nichola McCheyne
Childline Gibraltar Caroline Carter
CYE-CYL (Change your Energy-Change your Life) Carol Larner
CYE-CYL (Change your Energy-Change your Life) Isobel Richmond
Duke of Edinburgh’s International Award Gibraltar ~ Michael Adamberry

Gibraltar Cardiac Association
Gibraltar Cardiac Association
Gibraltar Disability Society
Gibraltar Dyslexia Support Group
Gibraltar Heritage Trust

GibSams

Girlguiding Gibraltar

John Mackintosh Educational Trust
Musicians Association of Gibraltar
Open Day Charitable Trust

Parent and Child Society (PACS)
Prostate Cancer Gibraltar

Prostate Cancer Gibraltar

RifCom Foundation

RifCom Foundation

Sovereign Art Foundation
Sovereign Art Foundation
Taourarte Education Charitable Association
The EV Foundation Trust Gibraltar
The Peter ] Isola Foundation

The Rotary Club of Gibraltar

The Rotary Club of Gibraltar

The Scouts Association Gibraltar
The Scouts Association Gibraltar
Young Enterprise Gibraltar

Nati Maclaren
Rosalie Wink
Nicole Byrne
Joseph Samson
Claire Montado
Mags Perry

Claire Montado
Lydia Griffiths
Steven Belilo
Sangita Fabre
Carrie Fox

Kieran Williamson
Maria Lidia Baldachino
George Felipes
Isobel Richmond
Lynette Chaudhary
Jade Smith
Maurice Valarino
Nicole Jones
Genevieve Bossino Soussi
MJ Feeke

Ron Wagemakers
William McLaren
Mark Rodriguez



