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SUMMARY

The Gibraltar General Data Protection Regulation (the “Gibraltar GDPR") primarily applies to data
controllers and processors located in Gibraltar with some exceptions. Individuals risk losing the
protection of the Gibraltar GDPR if their personal data is transferred outside of Gibraltar. On that basis,
the Gibraltar GDPR restricts transfers of personal data outside Gibraltar, unless the rights of the
individuals in respect of their personal data is protected in another way, or one of a limited nhumber of
exceptions applies. This Guidance Note aims to assist organisations identify the most appropriate
mechanism available under Article 45 or 46 of the Gibraltar GDPR to make a restricted transfer.

Article 45 of the Gibraltar
GDPR
e Transfers on the basis of
Adequacy Regulations

Article 46 of the Gibraltar
GDPR

Standard data protection
clauses specified in
regulations made by the
Minister

Standard data
clauses specified in a
document issued by the
Information Commissioner

protection

Binding corporate rules

Approved codes of conduct

Approved certification
mechanisms

A legally binding and
enforceable instrument

between public authorities
or bodies

Administrative
arrangements between
public authorities or bodies
that include enforceable and
effective rights for the
individuals, which have been
authorised by the
Information Commissioner

Article 49 of the Gibraltar

GDPR

Derogations

(exceptions)

The data subject has given
explicit consent to the
restricted transfer.

The transfer is necessary for
the performance of a
contract between the data
subject and the controller or
the implementation of pre-
contractual measures taken
at the data subject's
request.

The transfer is necessary for
the conclusion or
performance of a contract
concluded in the interest of
the data subject between
the controller and another
natural or legal person.

The transfer is necessary for
important reasons of public
interest.

The transfer is necessary for
the establishment, exercise
or defence of legal claims.

The transfer is necessary in
order to protect the vital
interests of the data subject
or of other persons, where
the data subject is physically
or legally incapable of giving
consent.

The restricted transfer is
being made from a public
register.

It is a one-off restricted
transfer and it is in your
compelling legitimate
interests pursued by the
controller.



|. INTRODUCTION

Flows of personal data to and from Gibraltar are necessary for international trade and
international co-operation. However, if personal data is transferred from Gibraltar to data
controllers and processors located outside Gibraltar in third countries, a third country being
any country outside of Gibraltar, individuals risk losing the protection of the Gibraltar General
Data Protection Regulation (“Gibraltar GDPR"). For this reason, the Gibraltar GDPR ‘restricts’
transfers of personal data outside Gibraltar, unless certain provisions in Chapter V of the
Gibraltar GDPR are met.

The purpose of this document is to provide summary guidance on the provisions in Chapter V
of the Gibraltar GDPR regarding transfers of personal data to third countries or international
organisations. This guidance will also be useful to a data controller or processor in Gibraltar
as it identifies the mechanisms that may be used to maintain ongoing data flows from the
EU/EEA.

The Information Commissioner! will update this document in accordance with any
developments.
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2. ARTICLE 4a OF TRE GIBRALTAR GOPR:
TRANSFERS ON THE BASIS OF AN
ADEQUAGY DECISION

The first thing to consider when transferring personal data to a third country is if that country
is considered ‘adequate’. The United Kingdom (“UK") have “adequacy regulations” that set
out in law that the legal framework in the third country has been assessed as providing
‘adequate’ protection for individuals’ rights and freedoms for their personal data.

Gibraltar currently deems a country and/or organisation ‘adequate’ in instances where the UK
also deems said country and/or organisation ‘adequate’ in relation to UK data protection
legislation, i.e., in the adequacy regulations.

When assessing the adequacy of the level of protection, the UK takes into account elements
such as the laws, respect for human rights and freedoms, national security, data protection
rules, the existence of a data protection authority and binding commitments entered into by
the country in respect of data protection.

The effect of being deemed ‘adequate’ is that personal data can flow from Gibraltar to that
third country, without restriction.

For the jurisdictions and organisations that are deemed to be ‘adequate’ by the UK, we kindly
refer you to the UK Information Commissioner’s office’s website here. This should be checked
regularly for any changes.

Transfers to the EEA and the UK from Gibraltar will not be restricted. This means you are able
to continue to send personal data from Gibraltar to the EEA and the UK without any additional
requirements.

TRANSFERS TO GIBRALTAR FROM THE EEA

1. His Majesty’s Government of Gibraltar ("HMGoG") has made clear its intention to seek
adequacy decisions from the EU Commission for Gibraltar, which would ensure the
ongoing free flow of data to Gibraltar. However, adequacy decisions regarding Gibraltar
have not been finalised;

2. Organisations should therefore implement appropriate safeguards (see section 3).


https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-transfers-after-uk-exit/

3. ARTIGLE 46 OF THE GIBRALTAR GDPR:
TRANSFERS SUBJECT TO APPROPRIATE
SAFEGUARDS

In the absence of an adequacy decision, the Gibraltar GDPR does allow a restricted transfer if
the data controller or processor has provided ‘appropriate safeguards’. The safeguards may
include:

Standard data protection clauses specified in a document made by the
Information Commissioner

For the majority of organisations, the most relevant alternative legal basis to an adequacy
decision would be these clauses. They are model data protection clauses that have been set
out in a document issued by the Information Commissioner and enable the free flow of
personal data when embedded in a contract. The clauses contain contractual obligations on
the organisation sending the personal data (the “Data Exporter”) and the organisation
receiving the personal data (the “Data Importer”), and rights for the individuals whose
personal data is transferred. Individuals can directly enforce those rights against the Data
Exporter and the Data Importer. These are known as the ‘standard contractual clauses’
("SCCs").

In light of the binding judgement of the European Court of Justice, in the case commonly
referred to as “Schrems II”, the Information Commissioner has published updated SCCs which
senders of personal data can rely on as a transfer tool to comply with Gibraltar’s data
protection regime.

They are the following:

the International Data Transfer Agreement (“IDTA")?

e the International data transfer addendum to the European Commission’s standard
contractual clauses for international data transfers (the “Addendum”).> This is an
addendum to the new standard contractual clauses issued by the European Commission
under the EU General Data Protection Regulation 2016/679 (“the EU GDPR"), on 4 June
2021 (the “New EU SCCs"). The New EU SCCs are not valid for restricted transfers under

2 Please see the Information Commissioner’s “International Data Transfer Agreement” available here:
https://www.gra.gi/data-protection/guidance under “(11) International Transfers”.

3 Please see the Information Commissioner’s “Addendum” available here: https://www.gra.gi/data-
protection/guidance under “(11) International Transfers”.



https://www.gra.gi/data-protection/guidance
https://www.gra.gi/data-protection/guidance
https://www.gra.gi/data-protection/guidance

the Gibraltar GDPR on their own, but using the Addendum allows you to rely on the New
EU SCCs for your transfers under the Gibraltar GDPR.

For most businesses, a convenient and appropriate safeguard would be to use
SCCs.

Before relying on the IDTA or the Addendum as an appropriate safeguard to make a restricted
transfer, senders must undertake a transfer risk assessment (“TRA"). See below for further
information.

It is important to note that as from 27 December 2022, senders could no longer enter into

the SCCs that were valid on 31 December 2020 (the “Old EU SCCs"). As from 21 March 2024,
the Old EU SCCs entered into prior to that date are no longer valid.

TRANSFERS TO GIBRALTAR FROM THE EEA

In regard to the transfer of personal data to Gibraltar from the EEA —

1. In the absence of an Adequacy Decision for Gibraltar, data controllers in the EEA could
use SCCs published by the EU Commission to maintain the flow of data to Gibraltar.

Standard data protection clauses specified in regulations made by the Minister

under section 21A of the Data Protection Act 2004 (the “"DPA")

Personal data may also be transferred to a third country if organisations enter into a contract
incorporating standard data protection clauses that are specified in regulations made by the
Minister responsible for data protection, under section 21A of the DPA. No such clauses have
yet been adopted.

Please check the Information Commissioner’s website as more details about using this option
may be added in due course.

Binding corporate rules

Binding Corporate Rules ("BCRs”) form a legally binding internal code of conduct operating
within a multinational group, which applies to transfers of personal data from the group's
Gibraltar entity to the group’s non-Gibraltar entities. This group may be a corporate group or
a group of undertakings engaged in a joint economic activity, such as franchises or joint
ventures. BCRs are legally binding data protection rules with enforceable data subject rights
contained in them, which are approved by the Information Commissioner.

In order for BCRs to be deemed appropriate for transfers from Gibraltar to third countries,
they must comply with the requirements as set out within Article 46(2)(b) of the Gibraltar
GDPR and Article 47 of the Gibraltar GDPR.

Approved codes of conduct

The use of codes of conduct (“Codes”) as a transfer tool, under specific circumstances, was
introduced in Article 46(2)(e) of the Gibraltar GDPR. Codes are voluntary and set out specific
data protection rules for categories of controllers and processors. They can be a useful and
effective accountability tool, providing a detailed description of what is the most appropriate,
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legal and ethical behaviour within a sector. From a data protection viewpoint, Codes can
operate as a rulebook for controllers and processors who design and implement Gibraltar
GDPR-compliant data processing activities that give operational meaning to the principles of
data protection set out in law.

Therefore, personal data may be transferred to a third country if the Data Importer (data
receiver) has signed up to a Code, which has been approved by the Information
Commissioner. The Code must include appropriate safeguards to protect the rights of
individuals whose personal data has been transferred, and which can be directly enforced.

Guidance has been published by the European Data Protection Board (the "EDPB") on Codes
of Conduct as tools for transfers under the EU GDPR*. The Information Commissioner is keen
on the development and use of approved codes of conduct, is actively monitoring
developments and will explore and support their adoption, as appropriate and possible. Our
guidance will be updated in line with relevant developments in the area.

Approved certification mechanisms

As introduced in Article 46(2)(f) of the Gibraltar GDPR, certification mechanisms may be
developed to demonstrate the existence of appropriate safeguards provided by controllers and
processors in third countries. These controllers and processors would also make binding and
enforceable commitments to apply the safeguards including provisions for data subject rights.
Therefore, personal data may be transferred to a third country if the Data Importer (data
receiver) has a certification, under a scheme approved by the Information Commissioner.

A Guide on Certification Schemes® has been published by the UK Information Commissioner’s
Office. Other than the guidance on codes of conduct as tools for transfers under the EU GDPR,
the EDPB has also published guidance on Codes of Conduct and Monitoring Bodies under the
EU GDPR®. The Information Commissioner is also keen on the development and use of
certification mechanisms, is actively monitoring developments and will explore and support
their adoption, as appropriate and possible. Our guidance will be updated in line with relevant
developments in the area.

A legally binding and enforceable instrument between public authorities or bodies

An organisation can make a restricted transfer if it is a public authority or body and is
transferring to another public authority or body, and with both public authorities having signed

4 See EDPB, ‘Guidelines 4/2021 on Codes of Conduct as tools for transfers Version 2.0’

<https://edpb.europa.eu/system/files/2022-
03/edpb_guidelines codes conduct transfers after public consultation en 1.pdf > Accessed 02 January
2024,

5 See ICO, “Certification schemes: a guide’

< https://ico.org.uk/for-organisations/advice-and-services/certification-schemes/certification-schemes-a-
guide/ > Accessed 02 January 2024.

6 See EDPB, ‘Guidelines 1/2019 on Codes of Conduct and Monitoring Bodies under Regulation 2016/679 Version
2.0

<
https://edpb.europa.eu/sites/default/files/files/filel/edpb guidelines 201901 v2.0 codesofconduct en.pdf>
Accessed 02 January 2024.
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a contract or another instrument that is legally binding and enforceable (Article 46 (2)(a) of
the Gibraltar GDPR). This contract or instrument must include enforceable rights and effective
remedies for individuals whose personal data is transferred. However, this mechanism is not
an appropriate safeguard if either the transferring/sending organisation (Data Exporter) or
the receiving organisation (Data Importer) is a private body or an individual.

Administrative arrangements between public authorities or bodies that include
enforceable and effective rights for the individuals, which have been authorised

by the Information Commissioner

If a public authority or body does not have the power to enter into legally binding and
enforceable arrangements (as noted above), it may consider an administrative
arrangement (“Administrative Arrangement”) between public authorities or bodies (usually a
document, such as a memorandum of understanding).

The administrative arrangement must set out ‘appropriate safeguards’ including effective and
enforceable rights for the people whose personal data is to be transferred (Article 46(3)(b) of
the Gibraltar GDPR). However, this is not an appropriate safeguard for restricted transfers
between a public and private body.

Further, the administrative arrangement must be authorised by the Information
Commissioner. If the restricted transfer is to be made from Gibraltar, the Information
Commissioner must approve it.

Transfer Risk Assessment

The Schrems II judgment confirmed the role of risk assessments in the rules on restricted
transfers. The Court said that before you may rely on an Article 46 transfer mechanism to
make a restricted transfer, you must carry out a transfer risk assessment (a “"TRA"). This is
therefore a requirement under Gibraltar data protection laws.

What is a TRA?

Carrying out a TRA helps you ensure that, in the specific circumstances of your restricted
transfer, the Article 46 Gibraltar GDPR transfer mechanism will provide appropriate
safeguards, and effective and enforceable rights for people.

There are two broad types of risk you must consider in your TRA:

e Risks to people’s rights arising in the destination country from third parties accessing
the information that are not bound by the Article 46 Gibraltar GDPR transfer
mechanism, in particular government and public bodies.

¢ Risks to people’s rights arising from difficulties enforcing the Article 46 Gibraltar GDPR
transfer mechanism.

There are two approaches to conducting a TRA, in particular for the first set of risks:

Option 1: the Information Commissioner’s approach in our TRA Tool.”

7 Please see the Information Commissioner’s “Transfers Risk Assessment” available here:
https://www.gra.gi/data-protection/guidance under “(11) International Transfers”.
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An assessment comparing the position of the people that the data is about, in the specific
circumstances of the transfer:

a) if the information remains in Gibraltar; and

b) if the proposed transfer goes ahead.
This assessment looks at the risks to people’s rights.

The key question is whether, as a result of the transfer, there is any increase in the risk to
people’s privacy and other human rights, compared with the risk if the information remains in
Gibraltar.

In other words, once their information is in the receiver’s hands, are people in a sufficiently
similar position about any risks to their data privacy and human rights? If there is no significant
additional risk, then the transfer may go ahead.

As the receiver is contractually bound to comply with the data protection rights in the Article
46 Gibraltar GDPR transfer mechanism, the main focus of this assessment is on the protection
of human rights more generally in the destination country. Any risks about the enforceability
of the Article 46 Gibraltar GDPR transfer mechanism are also considered.

This approach is taken in our TRA Tool. This sets out one way to carry out a TRA, with
questions, guidance and a template to complete.

Option 2: This is the approach taken by EDPBS.

An assessment where the laws and practices of Gibraltar (including the Gibraltar GDPR) are
compared to the laws and practices of the importing country in order to assess the risks
outlined above.

This involves looking at the safeguards in place about third party access to the information,
in particular by governments. Those safeguards do not need to be identical to those in
Gibraltar, but must be sufficiently similar.

Importantly, the Information Commissioner is happy for organisations exporting data from
Gibraltar to carry out an assessment that meets Option 1 or Option 2.

When should we carry out a TRA?

You need to carry out a TRA if you are making a restricted transfer and you wish to rely on
one of the Article 46 Gibraltar GDPR transfer mechanisms, such as the IDTA, Addendum or
BCRs.

You do not need to carry out a TRA if you are making a transfer to any country covered by UK
adequacy regulations (please refer to section 2 above) or if the transfer is covered by one of
the exceptions at Article 49 of the Gibraltar GDPR (please refer to section 4 below).

& Please see the EDPBs “Recommendations 01/2020 on measures that supplement transfer tools to ensure
compliance with the EU level of protection of personal data” available here: https://edpb.europa.eu/our-work-
tools/our-documents/recommendations/recommendations-012020-measures-supplement-transfer_en
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If you are a data controller, and your data processor is making the restricted transfer, only
the data processor must complete the TRA.

In that situation, you must still carry out reasonable and proportionate checks about whether
the data processor’s restricted transfers are compliant with the Gibraltar GDPR, including its
obligation to carry out a TRA. This is part of your obligation to ensure your data processor
provides you with “sufficient guarantees” in Article 28 of the Gibraltar GDPR. You may also
need this to assist you in demonstrating you have a lawful basis under Article 6 of the Gibraltar
GDPR for processing carried out by the processor on your behalf.

If the receiver is sending the data to third parties you must look at how this complies with the
IDTA, Addendum, BCR or other Article 46 Gibraltar GDPR transfer mechanism you are using.

For example, if you are using the IDTA, the receiver may put in place an agreement which
maintains the level of protection of the IDTA, or use another Article 46 Gibraltar GDPR transfer
mechanism. Either you must carry out a TRA for this onward transfer, or the receiver must
carry out the TRA and provide you with sufficient reassurance that it has done so in compliance
with the requirements of the IDTA.

If you are making a series of connected, repeated or similar restricted transfers, you can carry
out a TRA for each restricted transfer or one TRA that covers all of them.

If your Article 46 Gibraltar GDPR transfer mechanism covers repeated restricted transfers or
an ongoing flow of restricted transfers to your receiver, you must regularly reassess the level
of protection the Article 46 Gibraltar GDPR transfer mechanism provides (and any extra steps
and extra protections you took alongside it).

You must ensure that the level of protection does not decrease over time. You need to
regularly consider whether the level of protection may be undermined by:

o changes to the processing by the receiver;
e changes to the legal framework in the destination country; or
o technical developments making it easier to by-pass security arrangements.

What is the scope of a TRA?

Whatever type of risk assessment you carry out, its scope must be reasonable and
proportionate. This should take into consideration the risk to people inherent in the data being
transferred, the amount of data being transferred, and the size of the controller or processor
making the restricted transfer, and so the resources available to it.

Our TRA Tool includes further guidance about how to approach this.
The Information Commissioner’s TRA Tool

The Information Commissioner’s TRA tool is a template document with questions and
guidance, that sets out one way to carry out a TRA.

You do not need to use the TRA Tool, but you may still use the questions to guide you through
your own TRA.

The questions are:



e Question 1: What are the specific circumstances of the restricted transfer?

e Question 2: What is the level of risk to people in the personal information you are
transferring?

e Question 3: What is a reasonable and proportionate level of investigation, given the
overall risk level in the personal information and the nature of your organisation?

e Question 4: Is the transfer significantly increasing the risk for people of a human
rights breach in the destination country?

¢ Question 5:

(a) Are you satisfied that both you and the people the information is about will be able
to enforce the Article 46 Gibraltar GDPR transfer mechanism against the importer in
Gibraltar?

(b) If enforcement action outside Gibraltar may be needed: Are you satisfied that you
and the people the information is about will be able to enforce the Article 46 Gibraltar
GDPR transfer mechanism in the destination country (or elsewhere)?

e Question 6: Do any of the exceptions to the restricted transfer rules apply to the
“significant risk data"?

The “significant risk datd’ is the data you identify in Questions 4 and 5 as data which your
Article 46 transfer mechanism does not provide all the appropriate safeguards for.

If by using the TRA Tool, you decide that your Article 46 Gibraltar GDPR transfer mechanism
will not provide appropriate safeguards and effective and enforceable data subject rights for
all the personal data, then you must not make the restricted transfer.



4, ARTICLE 43 OF THE GIBRALTAR GDPR:
DEROGATIONS — FOR - SPECIFIG
SITUATIONS

Derogations under Article 49 of the Gibraltar GDPR are exemptions from the general principle
that personal data may only be transferred to a third country if an adequate level of protection
is provided for in that third country. A Data Exporter (data sender) should first endeavour to
frame transfers with one of the mechanisms guaranteeing adequate safeguards listed in the
foregoing, and only in their absence use the derogations provided in Article 49(1) of the
Gibraltar GDPR. The following derogations or exceptions allow restricted transfers in specific
situations:

a) If there is a medical emergency and the data is needed to give medical care, or risk
serious harm to the individual, and the individual is (physically or legally) unable to
give his or her consent, then an organisation can rely on an exemption to make the
restricted transfer (Article 49(1)(f) of the Gibraltar GDPR).

b) The other exceptions are very limited in scope and broadly cover —
the individual's explicit consent;
an occasional transfer to perform a contract with an individual;
an occasional transfer for important reasons of public interest;
an occasional transfer to establish, make or defend legal claims;
transfers from public registers; or
a truly exceptional transfer for a compelling legitimate interest.

Although drafted with the EU GDPR in mind, the EDPB guidance document® on these
derogations should always be consulted upon to ensure that the corresponding derogation in
the Gibraltar GDPR can be relied upon for the specific scenarios that organisations are dealing
with.

% See EU Commission, ‘Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679°

<https://edpb.europa.eu/our-work-tools/our-documents/quidelines/quidelines-22018-derogations-article-49-
under-requlation_en> Accessed 15 February 2019.
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IMPURTANT NOTE

This document does not constitute legal advice or legal analysis. All organisations that process
personal data need to be aware that the Gibraltar GDPR and the DPA will apply directly to
them. The responsibility to become familiar with the Gibraltar GDPR and the DPA and comply
with its provisions lies with the organisation.

Where necessary, the Information Commissioner will review this Guidance Note in accordance
with any updates or other developments. In the event of any conflict or inconsistencies
between this Guidance Note and the Gibraltar GDPR and the DPA, the Gibraltar GDPR and
DPA will take precedence.
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