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Gibraltar’s data protection law consists of both the 
Gibraltar General Data Protection Regulation 
(“GDPR”) and the Data Protection Act 2004 (“DPA”).  

The legislation in Gibraltar maintains the data 
protection standards that applied in Gibraltar as a 
result of EU Law i.e. the EU General Data Protection 
Regulation 2016/679 and the Law Enforcement 
Directive 2016/680, prior to Brexit and the end of 
the transition period.  

Organisations involved in the processing of personal 
data need to be aware of the obligations that the 
GDPR and/or the DPA impose on them.  

The Gibraltar Regulatory Authority, as the 
Information Commissioner, regularly publish 
guidance notes that aim to – 

• raise awareness amongst controllers and 

processors of their data protection obligations; 

and,  

• assist them in ensuring compliance.  

Guidance notes also aim to promote public 
awareness of the risks to personal data that may 
arise from data processing activities. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 



 

 

SUMMARY 

 

Understanding the concepts of ‘data controller’1, ‘joint controller’ and ‘data processor’2 is 
essential in the application of the Gibraltar General Data Protection Regulation (the 
“GDPR”) and the Data Protection Act 2004 (the “DPA”). Such understanding allows 
organisations to determine their respective responsibilities in respect of data protection 
legislation and to recognise how data subjects can exercise their personal data rights.  

Data controller 

• Controllers are the key decision makers in respect of the processing of personal data, 

taking into account the specific circumstances of the processing. 

 

• A controller determines the purposes and means of personal data processing (i.e. why 

the processing is taking place and how the objective of the processing is to be achieved).  

 

• It is not necessary for a controller to have access to the personal data being processed, 

but of greater importance is whether they are the ultimate key decision-maker in relation 

to any particular personal data processing.  

 

• There is no limitation as to the type of entity that can be a controller. However, in 

practice, it is usually an organisation itself and not an individual within the organisation 

that acts as the controller. 

Data processor 

• A processor is a natural or legal person, public authority, agency, or other body which 

processes personal data on behalf of a controller.  

 

• There are two basic conditions to qualify as a processor. Firstly, the processor should 

be a separate entity to the controller, and secondly, the processing of personal data 

must be done on behalf of a controller. 

 

• A processor must not process personal data beyond the instructions provided by the 

respective data controller, although the controller may allow the processor a certain 

degree of discretion in respect of day to day operational decisions relating to the 

processing and how it takes place in practice.  

 

• A processor will contravene the GDPR if it processes personal data beyond the 

instructions of the controller by for example determining its own purposes and means 

of processing. 

 

 

 

 
1 The terms ‘data controller’ and ‘controller’ within this document are interchangeable. 

2 The terms ‘data processor’ and ‘processor’ within this document are interchangeable. 



 

 

Controller-processor relationship 

• A controller must only use processors that provide sufficient guarantees in respect of 

the implementation of appropriate technical and organisational measures that ensure 

the processing of personal data meets the requirements of the GDPR. 

 

• It is the controller’s responsibility to assess the adequacy of the guarantees provided by 

a processor, taking into account the processor’s expert knowledge, reliability, and 

resources, as well as adherence to an approved code of conduct or certification 

mechanism where applicable. 

 

• The processing of personal data by a processor must be governed by a contract or other 

legal act which must be in writing, including electronic form, and be binding between 

the controller and the processor.  

 

• Article 28(3) of the GDPR sets out the main elements required to be included within 

agreements between controllers and processors.  

Joint controllership  

• Joint controllers may exist where several entities are involved in the processing of 

personal data, each of whom determine the purposes and means of processing. 

 

• Joint participation can take the form of a common decision or may result from 

converging decisions by the entities involved (i.e. decisions that complement each other 

and are necessary for the processing to take place).  

 

• The GDPR introduces specific rules for joint controllers and sets out a framework to 

govern their relationship.  

 

• Joint controllers shall, in a transparent manner, determine and agree by means of an 

arrangement, their respective responsibilities for compliance with the obligations under 

the GDPR. Whilst the legal form of the arrangement is not specified in the GDPR, the 

Information Commissioner recommends that this take the form of a written binding 

document such as a contract or other legally binding act. 

 

• Each joint controller has a duty to ensure they have a legal basis for the processing of 

personal data and that personal data is not further processed in a manner that is 

incompatible with the purpose(s) for which the data was initially collected by the 

controller sharing the data.  

 

• Joint controllers must ensure that all joint processing activities fully comply with the 

GDPR.  

 

• Data subjects and data protection authorities are not bound by the terms of the 

arrangement between joint controllers. Data subjects may contact any of the joint 

controllers in respect of the exercise of their rights and data protection authorities may 

do the same in respect of the exercise of their powers under the GDPR. 
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1. INTRODUCTION 
In this Guidance Note, the Gibraltar Regulatory Authority, as the Information Commissioner3, 
provides guidance on the concepts and the different roles and responsibilities of a ‘data 
controller’, ‘data processor’ and ‘joint controllers’ under the Gibraltar General Data Protection 
Regulation (the “GDPR”) and the Data Protection Act 2004 (“DPA”)4.   
 
Understanding the concepts of data controller and data processor is essential in the application 
of the GDPR, as it allows organisations to determine who is responsible for data protection 
compliance and how data subjects can exercise their rights. This is particularly important 
considering the GDPR’s ‘accountability’ principle, which places the responsibility on controllers 
to demonstrate compliance with the principles relating to the processing5 of personal data 
under Article 5 of the GDPR, and the specific rules concerning the use of processors under 
Article 28 of the GDPR.  
 

 

 

 

 

 

 

Note: There are some differences between the requirements that apply to law enforcement 
bodies under part 3 of the DPA and the requirements that apply to all other organisations 
under the GDPR. However, many of the requirements in both regimes are similar. Footnotes 
are used throughout the Guidance Note to refer to the relevant provisions in the GDPR and 
DPA, which readers may find useful to identify the requirements that apply to law 
enforcement bodies (i.e. where references to the DPA are made) and those that apply to 
all other entities (i.e. where references to the GDPR are made).  

  

 

 
3 The Information Commissioner is the Chief Executive Officer of the Gibraltar Regulatory Authority. 

4 Articles 4(7) and Article 4(8) of the GDPR. For processing under Part III of the DPA, section 41 of the DPA defines the 

meaning of ‘controller’ and ‘processor’. 

5 Article 4(2) of the GDPR defines ‘processing’ as a concept including a wide array of operations ranging from collection, 

storage and consultation to use, dissemination or otherwise making available and destruction. Therefore, in practice, this means 

that all imaginable handling of personal data constitutes processing; For processing under Part III of the DPA, see sections 38, 

39, 40 and 41(2) of the DPA. 
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2. ACKNOWLEDGEMENTS 
Where appropriate the Information Commissioner will seek to ensure that locally published 
guidance notes are consistent with those published by fellow Information Commissioners in 
other jurisdictions.    

As well as reflecting the existing data protection standards and practices in Gibraltar, parts of 
this document reflect and/or incorporate the guidance from the European Data Protection 
Board. 

The following document was used in the production of this Guidance Note: 
 

(a) European Data Protection Board 
 

‘Guidelines 07/2020 on the concepts of controller and processor in the GDPR’ ‘Version 1.0’. 
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_202007_controllerproc
essor_en.pdf 

https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_202007_controllerprocessor_en.pdf
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_202007_controllerprocessor_en.pdf
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3. DATA CONTROLLER 

3.1 ‘ACCOUNTABILITY’ PRINCIPLE  
Article 5(2) of the GDPR relates to ‘accountability’, and states that “the controller shall 
be responsible for, and be able to demonstrate compliance with…” the principles 
relating to the processing of personal data under Article 5(1) of the GDPR. Controllers must 
therefore not only implement appropriate and effective measures but must also be able to 
demonstrate compliance with the requirements of the GDPR6.  
 
Whilst the ‘accountability’ principle primarily focusses on controllers, some rules, such as those 
concerning supervisory authorities under Article 58 of the GDPR, govern both controllers and 
processors, both of whom are directly accountable to supervisory authorities in respect of 
their obligations to maintain and provide documentation upon request, to co-operate in 
investigations, and to abide by administrative orders.  
 
Whether an individual or organisation is a controller or processor is, in principle, determined 
by its actual activities and responsibilities in a specific situation, rather than by formal 
designation.  
 

3.2 DEFINITION  
 
Article 4(7) of the GDPR defines a controller as a “natural or legal person, public 
authority, agency or other body which, alone or jointly with others, determines the 
purposes and means of the processing of personal data (but see section 8 of the 

2004 Act [DPA])"7.  
 
Taking each part of the definition in turn:  
 
(a) “natural or legal person, public authority, agency or other body” 

 
In principle, there is no limitation as to the type of entity that can be a controller. However, 
in practice, it is usually an organisation and not an individual within the organisation that acts 
as a controller within the meaning of the GDPR.  
 
Where an organisation appoints an individual to ensure compliance with data protection laws 
(for example, a data protection officer), the individual will not be the controller but will act on 
behalf of the organisation who will ultimately be responsible for any contravention of data 
protection laws in its capacity as controller.  
 
(b) “determines the purposes and means of the processing of personal data” 
 
A controller makes material decision relating to the processing of personal data.  

 
6 Recital 74, Articles 5(2), 24 and 28 of the GDPR; For processing under Part III of the DPA, see sections 51, 65, 70, and 71 

of the DPA. 

7 For processing under Part III of the DPA, section 41(1) of the DPA defines the meaning of ‘controller’. 
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Although controllership may be defined by law, it is important to consider the factual elements 
and circumstances of the particular processing activities, including the controller’s influence 
and exercise of its decision-making powers in respect of the same.  
 
Control stemming from (or inferred from) explicit legal provisions. Where a controller 
has been specifically identified by law, this will be the determining factor for establishing who 
the controller is.  
 
Control stemming from factual influence. In this respect, an assessment of all relevant 
factual circumstances will need to be undertaken to establish who exercises a determinative 
influence in regard to the processing of personal data. A factual assessment is important as 
an entity may be a controller in respect of certain processing activities but be a processor for 
others. As a result, the qualification as a controller or processor has to be assessed in respect 
of each personal data processing activity.  
 
In some cases, an assessment of contractual terms between parties can assist in establishing 
controllership. Even if the contractual terms don’t explicitly state who the controller is, they 
may contain sufficient elements to infer this by clarifying who the decision-making role in 
respect to the purposes and means of the processing of personal data lies with. It should 
however be noted that entities cannot become a controller or avoid controller obligations by 
manipulating or shaping a contract so that the factual circumstances differ from what is said 
in the contract. In other words, if an entity is making decisions in regard to the purposes and 
means of processing of personal data or exerts sufficient influence on said purposes and 
means, that entity will be a controller even if a contract says that they are a processor.  
 
(c) “alone or jointly with others” 

 
Article 4(7) of the GDPR8 acknowledges that the purposes and means of processing of personal 
data may be determined by more than one actor. Several different entities may act as 
controllers for the same processing operation with each entity being subject to relevant data 
protection requirements.  
 
An entity can also still be a controller even if it does not make all decisions in regard to the 
purposes and means of processing. The criteria for joint controllership is further examined at 
section 4 below.  
 
(d) “purposes and means” 

 
‘Purpose’ is generally defined as an anticipated outcome that is intended, and ‘means’ refers 
to how a result is obtained, or an end is achieved.  
 
The GDPR states that personal data must be collected for “specified, explicit and 
legitimate purposes and not further processed in a manner that is incompatible 
with those purposes”. Determining the purposes of the processing and the means to 
achieve them is therefore of utmost importance. The controller must determine both the 
purpose and means of processing.  
 
In practice, if a controller engages a processor to carry out processing activities on its behalf, 
it is often the case that the processor will be able to make some decisions regarding the means 

 
8 For processing under Part III of the DPA, see sections 41(1) and 67 of the DPA. 
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used for processing. It is crucial to focus on the level of influence each party has, and it is 
highly recommended that the controller provide the processor with detailed instructions and 
clearly identifiable constraints regarding the processing.  
 
The question remains however as to where the line should be drawn between decisions that 
are taken by the controller and decisions that are left to the discretion of the processor. In 
this respect, a distinction between essential and non-essential means has to be made. 
  
‘Essential means’ are closely linked to the purpose and scope of processing. These are 
usually reserved to the controller. Examples of essential means are the type of processing (i.e. 
what data is processed), the duration of the processing (i.e. for how long the data will be 
processed), the categories of recipients (i.e. who has access to the data), and categories of 
data subjects (i.e. whose personal data is being processed).  
 
‘Non-essential means’ relate to the practical aspects of implementation, for example, the 
choice of hardware, software and/or the security measures which may be left for the processor 
to decide on.  
 

Example: Payroll administration 
 
An employer (“Employer”) outsources payment of salaries to a company (“Company”), 
giving the Company clear instructions on who to pay, what amounts, by what date, by 
which bank, how long the data shall be stored etc.  
 
In this case, the processing of personal data is carried out for the Employer’s purpose to 
pay salaries to its employees and the Company may not use the data for any purpose of its 
own. The Company may however take decisions on matters such as which software to use, 
how to distribute access within its own organisation etc. This does not alter its role as 
processor so long as it does not go against or beyond instructions given by the Employer. 

 

Example: Bank payments 
 
Following instructions from an employer (“Employer”), a company (“Company”) 
transmits information to a bank (“Bank”) for the Bank to effect payments to employees of 
the Employer.  
 
This activity includes processing of personal data by the Bank, which it carries out for the 
purpose of performing banking activity. Within such activities, the bank independently 
decides what personal data has to be processed to provide the service, for how long the 
data must be stored by them etc. The Employer does not have any influence on the purpose 
and means of the Bank’s processing of the data.  
 
The Bank is therefore a controller for this processing, and the transmission of personal data 
from the Company is to be regarded as a disclosure of information between two controllers. 
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Example: Accountants 
 
A company (“Company”) hires an accounting firm (“Firm”) to carry out audits of their 
bookkeeping. The Company transfers personal data to the Firm, who processes the data 
without detailed instructions from the Company. The Firm decides, on its own accord and 
in accordance with the legal provisions regulating the tasks of the auditing activities carried 
out by the Firm, that the data collected will only be processed for the purpose of auditing 
the Employer. The Firm also makes decisions in respect of the data it requires, the 
categories of persons that need to be registered, how long the data will be kept, and the 
technical means used for the processing.  
 
In this scenario, the Firm would typically be deemed a controller in its own right when 
performing its auditing services for the Employer. However, the position may differ 
depending on the level of instruction received from the Employer. For example, if the law 
did not impose specific obligations on the Firm, and the Employer provided detailed 
instructions on the processing, the Firm would be acting as a processor.  
 
The distinction can be made between a scenario where the processing is based on the laws 
regulating a profession (i.e. the processing forms part of an accounting firm’s core activity) 
and where the processing is limited (i.e. carried out as part of the client company’s activity).  

 

Example: Hosting services 
 
An employer (“Employer”) hires a hosting service (“Service”) to store encrypted personal 
data on the Service’s servers. The Service does not process the data in any way other than 
storing it.  
 
Storage is a type of personal data processing activity, and the Service is therefore processing 
personal data on the Employer’s behalf and is consequently a processor.  
 
The Employer must provide the necessary instructions to the Service in respect of, for 
example, the technical and organisational security measures that are required, and a data 
processing agreement in accordance with Article 28 of the GDPR must be in place. The 
Service must also assist the Employer in ensuring that necessary security measures are 
implemented and must notify the Employer in case of any personal data breach. 

 

Although processors may make decisions regarding non-essential means, certain elements 
should nevertheless be included within a controller/processor agreement. For example, in 
respect of security measures, the controller should instruct the processor to take all measures 
required pursuant to Article 32 of the GDPR. The agreement should also state that the 
processor shall assist the controller in ensuring compliance with relevant requirements of the 
GDPR9.  
 
Importantly, the controller will remain responsible for the implementation of appropriate 
technical and organisational measures to ensure and be able to demonstrate that the 

 
9 Article 28(3) of the GDPR; For processing under Part III of the DPA, see sections 68 and 69 of the DPA for the requirements 

relating to processors, in particular, sections 68(5) and 68(6) of the DPA regarding the requirement of a contract between the 

controller and processor. 
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processing is performed in accordance with the GDPR10. The controller must therefore be fully 
informed about the means that are used by the processor so as to ensure said means are 
adequate and thereby be able to demonstrate the lawfulness of the processing. 
 

(e) “…of the processing of personal data” 
 

Article 4(2) of the GDPR defines processing as “any operation or set of operations 
which is performed on personal data or on sets of personal data […]”11. 
 
The concept of controller can be linked to a single processing operation or a set of processing 
operations. In practice, this means that the control exercised by an entity may extend to the 
entirety of the processing but may also be limited to a particular stage in the processing.  
 

Importantly, an entity will be considered a controller even if it did not deliberately intend to 
process personal data or has incorrectly assumed that it did not process personal data, and 
organisations should therefore be aware of any personal data they may process.  
 
Notably, a controller does not need to have access to the personal data being processed, for 
example where the controller outsources the processing to a processor. The important part is 
whether the entity has a determinative influence on the purpose and essential means of the 
processing, in which case it will be regarded as a controller.  
 

Example: Market research 
 
A company (“Company”) wishes to understand which types of consumers are most likely 
to be interested in its products and contracts a service provider (“Provider”) to obtain the 
relevant information. 
 
The Company instructs the Provider as to what type of information it is interested in and 
provides a list of questions to be asked to those participating in the market research.  
 
The Company receives only statistical information (for example, identifying consumer trends 
per region) from the Provider and does not have access to the personal data itself. 
Nevertheless, the Company decided that the processing should take place, the processing 
is carried out for its purposes and its activities, and it has provided the Provider with detailed 
instructions on what information to collect.  
 
The Company is therefore still to be considered a controller with respect of the processing 
of personal data that takes place in order to deliver the information it has requested. The 
Provider may only process the data for the purpose given by the Company and according to 
its detailed instructions, and is therefore, to be regarded as processor. 

 

 
10 Article 24 of the GDPR; For processing under Part III of the DPA, see sections 49, 51, 65, 70, 71 and 75 of the DPA. 

11 For processing under Part III of the DPA, see sections 38, 39, 40 and 41(2) of the DPA. 
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4. JOINT CONTROLLERS 

4.1 DEFINITION 
 
Article 26(1) of the GDPR, which reflects the definition in Article 4(7) GDPR, provides that 
“where two or more controllers jointly determine the purposes and means of 
processing, they shall be joint controllers”.  
 
The determination of joint controllers may arise where more than one party is involved in the 
processing of personal data. Article 26 of the GDPR introduces specific rules for joint 
controllers and refers to the arrangements that should be in place in respect of their 
responsibilities for compliance with data protection laws, including the rights of individuals12.   
The following guidance on the concept of joint controllers includes case law from the Court of 
Justice of the European Union (the “CJEU”), which has brought clarifications in respect of 
said concept and its implications13.  
 

4.2 JOINT CONTROLLERSHIP 
 
The definition of data controller in Article 4(7) of the GDPR, as discussed in the foregoing 
section, applies in the determination of joint controllership.  
 
In general terms, joint controllership exists when different entities jointly determine the 
purpose and means of the processing of personal data. The term “jointly” should be 
interpreted as meaning “together with” or “not alone”, in different forms and combinations, 
as explained below.  
 
The assessment of joint controllership should not be carried out on a formal basis (i.e. as laid 
down in law or in a contract), as, in some cases, the formal appointment may be absent or 
may not reflect the reality of arrangements. Therefore, the assessment of joint controllership 
should be carried out on a factual basis, with consideration given to the actual influence 
exerted on the purposes and means of the processing of data by the relevant parties. It is 
important to note that not all processing operations that involve several entities will result in 
joint controllership. A case by case assessment of processing operations and the specific role 
played by each entity involved in respect of each operation must be undertaken prior to 
determining whether the relationship between entities is one of joint controllership. 
 
There is for example no joint controllership when there is an exchange of personal data 
between two or more entities without jointly determined purposes or jointly determined means 
of processing. In such cases, the exchange of personal data would be considered a 
transmission of personal data between separate controllers. Also, when two or more entities 

 
12 For processing under Part III of the DPA, see sections 41(1) and 67 of the DPA. 

13 See judgement in Unabhängiges Landeszentrum für Datenschutz Schleswig-Holstein v Wirtschaftsakademie, (C-210/16); 

Tietosuojavaltuutettu v Jehovan todistajat — uskonnollinen yhdyskunta (C-25/17); Fashion ID GmbH & Co. KG v 

Verbraucherzentrale NRW eV (C-40/17).  

Note: While these judgments were issued by the Court of Justice of the European Union on the interpretation of the concept 

of joint controllers under Directive 95/46/CE, they remain valid in the context of the GDPR as the elements determining said 

concept remain the same as those under the Directive. 
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share a database or common infrastructure, or successively process the same personal data, 
but each independently determine their own purposes for processing, they would not be 
deemed joint controllers.  
 
The main criterion for joint controllership to exist is the joint participation of two or more 
entities in the determination of the purposes and means of a processing operation.  
 
This can be broken down as follows: 
 
(a) Assessment of joint participation 

 
In the determination of purposes and means of personal data processing, ‘joint participation’ 
involves two or more entities that have a decisive influence over the “why” and “how” of the 
processing.  
 
Joint participation can take different forms: 
 
• Common decisions - Decisions taken by two or more entities, with the entities deciding 

together. This involves a common intention in accordance with the most common 
understanding of the term “jointly” referred to in Article 26 of the GDPR. 
 

• Converging decisions - Decisions can be considered as converging on the purposes 
and means if they complement each other and are necessary for the processing to take 
place in such manner that they have a tangible impact on the determination of said 
purposes and means of processing. Therefore, an important criterion to identify 
converging decisions is whether the processing would not be possible without both 
entities’ participation and influence on it (i.e. the processing by each entity is intrinsically 
linked and inseparable).  

 

The fact that one entity does not have access to personal data is not sufficient to exclude joint 
controllership14. An entity will be considered a joint controller if it determines, jointly with 
others, the purposes and means of processing of personal data, regardless of their ability to 
access said data15.  
 
It is also important to emphasize, as clarified by the CJEU, that entities will be considered joint 
controllers only in respect of those operations for which they jointly determine the means and 
the purposes of the processing. If one of the entities decides alone the purposes and means 
of operations that precede or are subsequent in the chain of processing, this entity must be 
considered as the sole controller of this preceding or subsequent operation16. 
 
The existence of joint responsibility does not necessarily imply equal responsibility of the 
various operators involved in the processing of personal data. Operators may be involved at 
different stages of processing and to different degrees so that the level of responsibility of 
each of them must be assessed with regard to all the relevant circumstances of the particular 
case. 
 
 

 
14See judgment in Wirtschaftsakademie, C-210/16, ECLI:EU:C:2018:388, paragraph 38. 

15 See judgment in Jehovah’s witnesses, C-25/17, ECLI:EU:C:2018:551, paragraph 71 and 75. 

16 See judgment in Fashion ID, C-40/17, ECLI:EU:2018:1039, paragraph 74. 
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(b)  Jointly determined purposes 
 
Joint controllership exists when two or more entities involved in the same processing operation 
process personal data for the same or common purposes. However, when the entities do not 
have the same purpose for the processing, but pursue purposes which are closely linked or 
complementary, joint controllership may also be established17.  
 
The mere existence of a mutual benefit from the same processing operation will not always 
result in joint controllership, although it may result in such if both entities are involved in the 
determination of the purposes and means of said processing operation. So, if an entity 
involved in the processing does not pursue a purpose of its own but is only carrying out a 
service that is being paid for, the entity will be acting as a processor rather than as a joint 
controller.  
 
(c) Jointly determined means 
 
Joint controllership also requires that the entities involved have exerted influence over the 
means of processing. This does not necessarily mean that each entity has to determine, in all 
cases, all means of processing. Different joint controllers may define the means of processing 
to different extents depending on who is effectively in a position to do so.  
 
In some cases, one of the entities involved may provide the means of processing and make 
these available to other entities for data processing activities. The entities who decide to make 
use of those means for the processing of personal data for a specific purpose will also 
participate in the determination of the means of processing. This situation may arise in the 
case of platforms, standardised tools and/or other infrastructures that allow entities to process 
the same personal data which one of the parties involved has set this up in a way so that 
others can also decide how to set it up. This means that the provider of a system or tool can 
be a joint controller if the criteria for joint controllership is met (i.e. the provider participates 
in the determination of the purposes and means of processing).  
 
It is important to note that the use of a common data processing system or 
infrastructure will not always result in the qualification of the entities involved as 
joint controllers. This is usually the case where the processing is carried out separately and 
is performed by one entity without the involvement or influence of another, or if the provider 
is a processor (i.e. it does not have a purpose of its own in relation to the processing). A mere 
commercial benefit for the entities involved will not be enough to qualify as a purpose of 
processing.  

 
17 See judgement in Fashion ID, C-40/17, ECLI:EU:2018:1039, paragraph 80; Wirtschaftsakademie, C-210/16, 

ECLI:EU:C:2018:388, paragraph 34. 

Example: Travel agency 
 
A travel agency (“Agency”) sends its customers’ personal data to an airline and a hotel 
with a view to making reservations for a travel package. The airline and hotel confirm the 
availability of the seats and rooms requested. The Agency issues the travel documents and 
vouchers for its customers. Each of the actors processes the data for carrying out their own 
activities and using their own means. In this case, the Agency, the airline and the hotel are 
three different controllers processing the data for their own purposes and there is no joint 
controllership. 
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5. DATA PROCESSOR 

5.1 DEFINITION  
 
Article 4(8) of the GDPR defines a data processor as a “natural or legal person, public 
authority, agency or other body which processes personal data on behalf of the 
controller”.   
 
In principle, there is no limitation as to the type of actor that can assume the role of processor. 
This could be an organisation, but it could also be an individual. The important thing to note 
is that the GDPR places specific obligations on processors and they may be held liable in the 
event that they fail to comply with said obligations or if they act outside or contrary to the 
lawful instructions of the controller18.  
 
In some cases, processing of personal data may involve several processors. An example of 
this is when a controller directly engages several processors, involving them at separate stages 
of the processing. A controller may also decide to engage one processor and authorise them 

 
18 For processing under Part III of the DPA, see sections 41(3), 68, 69, 70(3), 70(4), 71, and 75 of the DPA. 

The Agency, the hotel and the airline then decide to participate jointly in setting up an 
internet-based common platform for the common purpose of providing package travel 
deals. They agree on the essential means to be used, such as which data will be stored, 
how reservations will be allocated and confirmed, and who can have access to the 
information stored. Furthermore, they decide to share customer data in order to carry out 
joint marketing actions.  
 
In this case, the Agency, the airline and the hotel, jointly determine why and how personal 
data of their respective customers are processed and will therefore be joint controllers with 
regard to the processing operations relating to the common internet-based booking 
platform and the joint marketing actions. However, each of them would still retain sole 
control with regard to other processing activities outside the internet-based common 
platform. 

Example: Marketing operation 
 
Two separate companies (“Companies”) decide to launch a co-branded product and want 
to arrange an event to promote it. Both Companies decide to share personal data pertaining 
to their respective customers and decide on the list of invitees for the event. The Companies 
also agree on the modalities for the sending of invitations, how they will collect feedback 
during the event and what marketing they will send out. In this scenario, both Companies 
will be considered joint controllers for the processing of personal data relating to the 
organisation of the promotional event as they are jointly making decisions regarding the 
purpose and essential means of processing.  
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to engage other processors (i.e. sub-processors). The processing activity assigned to the 
processor may be limited to a specific task or context or may be more general and extended. 
  

5.2 CONDITIONS TO QUALIFY AS A PROCESSOR 
 
There are two basic conditions to qualify as a processor: 
 
• The processor must be a separate entity to the controller (i.e. an external party). 

In a group of companies, one company can be a processor to another company acting as 
a controller, as both companies are separate legal entities. However, a department within 
a company cannot be considered a processor to another department within the same 
company. The same applies to the use of employees who act under the direct authority 
and instructions of the controller as they will be processing data as part of the controller’s 
entity. 
 

• The processing of personal data must be performed on behalf of the controller 
(i.e. the data processing must be for the benefit of the controller and must be done under 
the controller’s direct authority or control). The lawfulness of processing will derive from 
the controller’s activity19 and the processor must not process the data for purposes other 
than those specified by the controller. If a processor goes beyond the instructions 
provided by a controller and determines its own purposes and means of processing, the 
processor will be considered a controller in respect of said processing20.  

 

Example: Processor acting as a controller 
 
A service provider (“Provider”) provides promotional advertisement and direct marketing 
services to various companies. A company (“Company”) concludes a contract with the 
Provider, according to which the Provider provides commercial advertising for the Company’s 
customers and is referred to as processor. However, the Provider decides to use the 
Company’s customer database for purposes other than advertising for the Company, such 
as developing their own business activity. The decision to add a separate purpose to the 
one for which the personal data was transferred converts the Provider into a controller for 
this set of processing operations and their processing for this purpose would constitute an 
infringement of the GDPR. 

 

Importantly, and as previously noted, the controller’s instructions may in some cases leave a 
certain degree of discretion in relation to how processors may go about best serving the 
interests of the controller, allowing the processor to choose the most suitable technical and 
organisational means21. 
 
Further, the role of processor does not derive from the nature of the entity that is processing 
personal data but from its concrete activities in a specific context. In practice, where the 
provided service is not specifically targeted at processing personal data or where such 
processing does not constitute a key element of the service, the service provider may be in a 

 
19 Articles 6 and 9 of the GDPR; For processing under Part III of the DPA, see section 44 of the DPA. 

20 Article 28(10) of the GDPR; For processing under Part III of the DPA, see section 68(8) of the DPA. 

21 See section 3.2 of the Guidance Note describing the distinction between essential and non-essential means. 
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position to independently determine the purposes and means of that processing which is 
required in order to provide the service. In that situation, the service provider is to be seen 
as a separate controller and not as a processor. A case by case assessment is required to 
establish the degree of influence each entity has in determining the purposes and means of 
processing. 
 

Example: Taxi service  
 
A taxi service (“Taxi”) offers an online platform which allows companies to book a taxi to 
transport employees. When booking a taxi, a company (“Company”) specifies the name 
of the employee that should be picked up so the driver can confirm the employee’s identity 
at the moment of pick-up. In this case, the Taxi processes personal data of the employee 
as part of its service to the Company, but the processing as such is not the target of the 
service. The Taxi has designed the online booking platform as part of developing its own 
business activity to provide transportation services, without any instructions from the 
Company. The Taxi also independently determines the categories of data it collects and how 
long it is retained. The Taxi therefore acts as a controller in its own right, notwithstanding 
the fact that the processing takes places following a request for service from the Company. 

 
Importantly, when considering whether or not to entrust the processing of personal data to a 
particular service provider, controllers should carefully assess whether the service provider in 
question allows them to exercise a sufficient degree of control, taking into account the nature, 
scope, context and purposes of processing as well as the potential risks for data subjects. 
 

Example: IT support  
 
A company (“Company”) hires an IT service provider (“Provider”) to provide support 
and maintenance of its IT systems, which include a large amount of personal data. Whilst 
access to personal data does not form part of the service, the Company acknowledges that 
it is unavoidable that the Provider will systematically access personal data when performing 
the service.  
 
Even though the processing of personal data by the Provider is not the main objective of 
the service, the Provider is a separate entity and will be processing personal data held by 
the Company. As a result, the IT service provider will be regarded as a processor and a 
controller/processor agreement will need to be implemented under Article 28 of the GDPR. 

 

Example: Consultant fixing software  
 
A company (“Company”) hires an IT consultant (“Consultant”) from another company 
to fix a bug in a software that is being used by the Company. The Consultant is not hired to 
process personal data, and the Company determines that any access to personal data will 
be purely incidental and therefore very limited in practice. The Company therefore concludes 
that the Consultant is not a processor (nor a controller in its own right) and that it will take 
appropriate measures according to Article 32 of the GDPR in order to prevent the Consultant 
from processing personal data in an unauthorised manner. 

 
As stated above, nothing prevents the processor from offering a preliminary defined service, 
but the controller must make the final decision to actively approve the way the processing is 
carried out and/or to be able to request changes if necessary. 
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Example: Cloud service provider  
 
A university (“University”) decides to use a cloud service provider (“Provider”) to handle 
information in relation to its services and functions. The Provider provides, amongst other 
things, messaging services, videoconferences and storage of documents which entail 
processing of personal data of tutors and students. 
  
Whilst the Provider is offering a standardised service which is provided to other organisations 
worldwide, the University needs to implement a controller/processor agreement that 
complies with Article 28(3) of the GDPR so as to ensure that the personal data processed 
by the Provider is processed only for the purposes established by the University. Further, 
the agreement needs to include specific instructions regarding the processing of personal 
data (for example, for the retention and deletion of personal data) so that these are 
respected by the Provider, regardless of what is generally offered in the standardised service. 

 

6. THIRD PARTIES/RECIPIENTS 

6.1 THIRD PARTY 
 
Article 4(10) of the GDPR defines a third party as a “natural or legal person, public 
authority, agency or body other than the data subject, controller, processor and 
persons who, under the direct authority of the controller or processor, are 
authorised to process personal data”22.  
 
Whilst “data subject”, “controller” and “processor” are defined by the GDPR, the concept of 
“persons who, under the direct authority of the controller or processor, are authorised to 
process personal data” is not defined. However, it is generally understood that the latter refers 
to individuals that belong to the legal entity of the controller or processor (for example, an 
employee or someone in a comparable role such as interim staff provided via a temporary 
employment agency) but only insofar as they are authorised to process personal data.  
 
For example, a controller may engage a processor and instruct the processor to disclose 
personal data to a third party. The third party will be considered a controller in its own right 
if the processing of data that is disclosed to them is for their own purposes.  
 
In a group of companies, a company other than the controller or processor is a third party 
even though it belongs to the same group as the company that acts as a controller or 
processor.  
 
 
 
 
 
 

 
22 For processing under Part III of the DPA, see section 42(5) of the DPA. 
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Example: Cleaning services  
 
A bank (“Bank”) employs a cleaning company (“Company”) to clean its offices. The 
cleaners are contractually prohibited to access or process personal data located within the 
offices. Even though the cleaners may come across personal data when moving around the 
office, they can continue performing their duties without accessing said data.  
 
The cleaners are not employed by the Bank nor they are under the direct authority of the 
Bank. There is no intention to engage with the Company or its employees to process personal 
data on the Bank’s behalf. In this case, the Company and its employees are to be considered 
third parties and the Bank, as the controller, must have adequate security measures in place 
to prevent unauthorized access to personal data and should implement a confidentiality 
agreement in case employees of the Company accidently access personal data.  

 

Example: Company groups – parent company and subsidiaries 
 
Two Companies (“Companies”) form part of a group (“Group”). The Companies both 
process data about their respective employees for employee administration purposes. The 
parent company (“PC”) decides to request employee data from all subsidiaries in order to 
produce group wide statistics. When transferring data from the Companies to the PC, the 
PC is to be regarded as a third party regardless of the fact that all companies are part of the 
same group. The PC will be regarded as a separate controller for its processing of the data 
for statistical purposes. 

 

6.2 RECIPIENT 
 
Article 4(9) of the GDPR defines a recipient as a “natural or legal person, public 
authority, agency or another body, to which the personal data are disclosed, 
whether a third party or not. However, public authorities which may receive personal data 
in the framework of a particular inquiry in accordance with [Gibraltar] law shall not be 
regarded as recipients23; the processing of those data by those public authorities shall be in 
compliance with the applicable data protection rules according to the purposes of the 
processing”24.  
 
When a controller sends personal data to another entity, whether the entity is a processor or 
third party, this entity will be considered a recipient. Importantly, a third party recipient will 
be considered a controller for any processing of personal data it undertakes for its own 
purposes after it receives said data.  
 

 
23 Recital 31 of the GDPR. Examples include tax and customs authorities, financial investigation units, etc. 

24 For processing under Part III of the DPA, see section 42(5) of the DPA. 
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7. CONSEQUENCES ASSIGNED TO 

DIFFERENT ROLES  

7.1 RELATIONSHIP BETWEEN A CONTROLLER AND PROCESSOR 
 
Choice of processor 
 
The GDPR specifies that a controller “shall” only use processors that provide sufficient 
guarantees to implement appropriate technical and organisational measures so that the 
processing of personal data meets the requirements of the GDPR25. This includes the security 
of processing as well as the protection of data subjects’ rights. It is the controller’s 
responsibility to assess the adequacy of the guarantees provided by a processor and be able 
to demonstrate that it has considered all the relevant requirements of the GDPR.  
 
The guarantees provided by a processor are those that the processor is able to demonstrate 
to the satisfaction of the controller, as these are usually the only ones that can be taken into 
account by a controller when assessing compliance with its obligations under the GDPR. 
Generally, this will involve an exchange of documentation such as data protection policies, 
privacy notices, records of processing activities, terms of service, recognised international 
certifications, etc.  
 
A controller’s assessment of guarantees is a form of risk assessment and will greatly depend 
on the type of processing entrusted to a processor. A controller will need to take into account 
the nature, scope, context and purposes of the processing as well as the risks to the rights 
and freedoms of data subjects. 
 
Recital 81 of the GDPR elaborates on the elements that should be taken into account by a 
controller in respect of the guarantees provided by a processor. These include the processor’s 
expert knowledge (for example, technical expertise with regard to security measures and data 
breaches), reliability and resources, and reputation, which may also be a relevant factor.  
 
Further, adherence to an approved code of conduct or certification mechanism can be used 
as an element by which sufficient guarantees can be demonstrated26. Processors are therefore 
advised to inform the controller as to this circumstance, as well as to any change in such 
adherence. 
 
It is important to note that a controller’s obligation to use processors that provide sufficient 
guarantees is a continuous obligation. A controller should, at appropriate intervals, verify 
whether the guarantees provided by a processor remain adequate to the processing. This may 
be done through audits and inspections27. 
 
 

 
25 Article 28(1) of the GDPR; For processing under Part III of the DPA, see section 68(2) of the DPA. 

26 Article 28(5) of the GDPR. 

27 Article 28(3)(h) of the GDPR. 
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Form of the contract or other legal act 
 
Article 28(3) of the GDPR states, amongst other things, that the processing of personal data 
by a processor must be governed by a contract or other legal act under Gibraltar law28.  
 
A legal act must be in writing, including in electronic form29. Therefore, non-written 
agreements will not be considered sufficient to meet the requirements under Article 28(3) of 
the GDPR. To avoid any difficulties in demonstrating that the contract or other legal act is 
actually in force, the Information Commissioner recommends ensuring that the necessary 
signatures are included in the relevant documentation. Further, the contract or legal act must 
be binding on the processor with regard to the controller (i.e. it must establish obligations on 
the processor that are binding as a matter of law) but also set out the obligations of the 
controller.  
 
Where the legal act does not meet all requirements under Article 28(3) of the GDPR, this 
should be supplemented with a contract or another legal act that includes the missing 
requirements. If no relevant legal act is in form, the controller and processor will need to enter 
into a written contract as the absence thereof is an infringement of the GDPR. 
 
Both the controller and processor are responsible for ensuring that there is a contract or other 
legal act to govern their relationship in respect of the processing of personal data. Subject to 
the provisions under Article 3 of the GDPR, the Information Commissioner will be able to 
impose an administrative fine on both the controller and the processor, depending on the 
specific circumstances of each case. Contracts that have been entered into before the date of 
application of the GDPR should have been updated in light of Article 28(3) of the GDPR. The 
absence of such update, in order to bring a previously existing contract in line with the 
requirements of the GDPR, constitutes an infringement of Article 28(3) of the GDPR. 
 
To comply with the requirement to enter into a contract, the controller and processor may 
choose to negotiate their own contract or to rely, in whole or in part, on standard contractual 
clauses (“SCC”) 30 in relation to the obligations under Article 28 of the GDPR31. Contracts may 
also be drafted unilaterally by either the controller or processor, depending on several factors 
such as the controller’s or processor’s position in the market, their contractual power, technical 
expertise and access to legal services.  
 
If the parties wish to take advantage of SCCs, the data protection clauses of their agreement 
must be the same as those of the SCCs. The SCCs will often leave some blank spaces to be 
filled in or options to be selected by the parties. Also, the SCCs will generally be embedded in 
a larger agreement describing the object of the contract, its financial conditions, and other 
agreed clauses: it will be possible for the parties to add clauses (for example, applicable law 
and jurisdiction) as long as they do not contradict, directly or indirectly, the SCCs32 and they 
do not undermine the protection afforded by the GDPR and the DPA. 

 
28 For processing under Part III of the DPA, see sections 68(5) and 68(6) of the DPA.  

29 Article 28(9) of the GDPR. 

30 See Article 28(6) to 28(8) of the GDPR. 

31 Article 28(6) of the GDPR. 

32 Recital 109 of the GDPR clarifies that “The possibility for the controller or processor to use standard data-protection 

clauses adopted [...] should prevent controllers or processors neither from including the standard data-protection clauses in 

a wider contract, such as a contract between the processor and another processor, nor from adding other clauses or additional 

safeguards provided that they do not contradict, directly or indirectly, the standard contractual clauses [...] or prejudice 
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Content of contract or other legal act 
 
Article 28(3) of the GDPR sets out the main elements and content of an agreement between 
a controller and processor33. The contract between a controller and processor should not 
however merely restate the requirements of the GDPR but it should clarify and detail how said 
requirements will be met. This should include the level of security required for the personal 
data processed that is the subject of the processing agreement.  
 
The contract should also take into account the tasks and responsibilities of the processor in 
respect of the intended processing of personal data and the risks to the rights and freedoms 
of data subjects34. It should be drafted in consideration of the specific data processing activity, 
as such, the measures and procedures should be appropriate to the specific situation and 
processing activity. It should also include information to help the processor understand the 
risks of processing as the controller is likely to have a better understanding and knowledge of 
said risks.  
 
A contract must in all cases cover all the requirements under Article 28(3) of the GDPR35 and  
should set out the following: 
 
• The subject matter of the processing. This needs to be formulated with sufficient 

detail so that it is clear what the main object of the processing is. 

 

• The duration36 of the processing. The exact period of time or criteria used to determine 

said period should be specified. 

 

• The nature of the processing. The type of processing operations (for example, the 

filming, recording, and/or archiving of images) and the purpose(s) of the processing (for 

example, the detecting of unlawful entry) should be included. The description should be 

as comprehensive as possible so as to allow external parties to understand the content 

and the risks of the processing entrusted to the processor. 

 

• The type of personal data. This should be specified in the most detailed manner possible 

(for example, video images of individuals as they enter and leave the facility). It is 

important to note that it would not be sufficient to simply specify that it is personal data 

under Article 4(1) of the GDPR or special categories of personal data under Article 9 of the 

GDPR. Further, in the case of special categories of data, the contract or legal act should 

at least specify which types of data are concerned, for example, ‘information regarding 

health records’ or ‘information as to whether the data subject is a member of a trade 

union’. 

 

 
the fundamental rights or freedoms of the data subjects. Controllers and processors should be encouraged to provide 

additional safeguards via contractual commitments that supplement standard protection clauses”. 

33 For processing under Part III of the DPA, see section 68(5) and 68(6) of the DPA. 

34 Recital 79 and 81 of the GDPR. 

35 For processing under Part III of the DPA, see section 68(5) of the DPA. 

36 The duration of the processing is not necessarily equivalent to the duration of the agreement (there may be 

legal obligations to keep the data for a longer or shorter period). 
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• The categories of data subjects. This should be specific (for example, employees, 

customers, patients, visitors, etc.). 

 

• The obligations and rights of the controller. These may include for example, the right 

to carry out an audit/inspection, the obligation to provide the processor with the personal 

data specified in the contract and to document and provide instructions for the processing 

of said data. These are dealt with in the following sections.  

Whilst the GDPR lists elements that always need to be included in the agreement, other 
relevant information may need to be included depending on the context and the risks of the 
processing as well as any additional applicable requirements. 
 
Documented instructions 
 
Article 28(3)(a) of the GDPR states, amongst other things, that a processor must only process 
personal data on documented instructions from the controller37. To demonstrate that 
instructions have been documented, the Information Commissioner recommends providing 
instructions in written form and keeping these together with the contract or other legal act. 
  
A controller must provide a processor with instructions in relation to each processing 
operation. Such instructions can include permissible and unacceptable handling of personal 
data, more detailed procedures, ways of securing data, etc. The processor should not process 
data in a way that goes beyond the instructions provided by the controller.  
 
If the processor decides to process personal data beyond the instructions provided by the 
controller, this amounts to a decision determining the purposes and means of processing and 
the processor will contravene its obligations and be considered a controller in respect of said 
processing38.  
 
The requirement for a processor to only process personal data on documented instructions 
from the controller also applies to the transfer of personal data to a third country or 
international organisation39. Therefore, a contract between a controller and processor should 
specify the conditions for the transfer of personal data, in consideration of the requirements 
under Chapter V of the GDPR40. If the instructions by the controller do not allow for transfers 
or disclosures to third countries, the processor will not be allowed to perform the processing 
in a third country or assign processing activities to a sub-processor in a third county.  
 
Notwithstanding the above, Article 28(3)(a) of the GDPR states that a processor may process 
personal data other than on documented instructions of the controller if required to do so by 
Gibraltar law to which the processor is subject. In these cases, a processor must inform the 
controller of such legal requirement prior to undertaking the processing, unless the law 
prohibits the processor from informing the controller on the ‘grounds of public interest’. In 
any case, any transfer or disclosure may only take place if authorised by Gibraltar law. 
 
 
 

 
37 For processing under Part III of the DPA, see section 68(6)(a) of the DPA. 

38 Article 28(10) of the GDPR. 

39 Article 28(3)(a) of the GDPR; For processing under Part III of the DPA, see section 68(7) of the DPA. 

40 For processing under Part III of the DPA, see Part III, Chapter 5 of the DPA. 
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Confidentiality 
 
Article 28(3)(b) of the GDPR stipulates that the processor must ensure that persons authorised 
to process personal data41 have committed themselves to confidentiality or are under an 
appropriate statutory obligation of confidentiality42.  
 
This can occur through a specific contractual agreement or a statutory obligation that is 
already in place. The commitment or obligation of confidentiality must be appropriate in the 
sense that it must forbid authorised persons from disclosing confidential information without 
authorisation and be sufficiently broad to cover all personal data processed on behalf of the 
controller as well as the details concerning the relationship.  
 
Technical and organisational measures 
 
Article 28(3)(c) of the GDPR states that a processor must take all measures required pursuant 
to Article 32 of the GDPR, which requires both the controller and processor to implement 
appropriate technical and organisational security measures to ensure a level of security 
appropriate to the risk of processing.  
 
The requirement to implement appropriate security measures must be reflected in the contract 
between the controller and processor. The contract should include information regarding the 
security measures to be implemented, an obligation on the processor to obtain the controller’s 
approval before making changes, and a regular review of the security measures to ensure 
they remain appropriate to the risks of processing which may evolve over time. The level of 
detail provided in respect of the security measures must be sufficient so as to allow the 
controller to assess whether they are appropriate, in accordance with Article 32(1) of the 
GDPR, and to comply with the accountability principle, pursuant to Articles 5(2) and 24 of the 
GDPR43. A corresponding obligation on the processor to assist the controller and to make 
available all information necessary to demonstrate compliance can be inferred from Article 
28(3)(f) and (h) of the GDPR44. 
 
The level of instruction provided by a controller to a processor in respect of the measures to 
be implemented will depend on the specific circumstances of the case.  However, the controller 
must provide the processor with a description of the processing activities and security 
objectives, based on its own risk assessment, and approve the measures proposed by the 
processor. This should form part of the contract. 
 
It is important to note that the controller should exercise its decision-making power over the 
main features of the security measures, be it by explicitly listing the measures or by approving 
those proposed by the processor. 
 
 
 
 
 

 
41 As noted in section 6.1 of the Guidance Note, references to ‘persons who are authorised to process personal data’ are to be 

understood as referring to individuals that belong to the legal entity of the controller or processor (for example, employees or 

temporary workers).  

42 For processing under Part III of the DPA, see section 68(6)(b) of the DPA. 

43 For processing under Part III of the DPA, see sections 43(3), 65 and 75 of the DPA.  

44 For processing under Part III of the DPA, see section 68(6)(e) of the DPA. 
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Engaging another processor 
 
Article 28(3)(d) of the GDPR states that a processor must respect the conditions referred to 
in Articles 28(2) and 28(4) of the GDPR for engaging another processor (i.e. a sub-
processor)45.  
 
The contract between a controller and processor must specify that the processor cannot 
engage another processor without prior written authorisation from the controller. The prior 
written authorisation may be specific, for example, it can refer to a specific sub-
processor for a specific processing activity and at a specific time. This should be included in 
the contract or other legal act between the controller and processor. If the processor’s request 
for a specific authorisation is not answered within the set timeframe, it should be held as 
denied. The controller should make its decision to grant or withhold authorisation taking into 
account its obligation to only use processors providing “sufficient guarantees”46. 
 
Where authorisation has been provided by the controller but there is an intended change in 
sub-processor, the processor must inform the controller under a written authorisation and 
give the controller the opportunity to object.47 The contract between the controller and 
processor should set out a process for this.  
 
A controller may also provide general authorisation for the use of sub-processors. In such 
cases, the contract between the controller and processor should include a list of sub-
processors and criteria to guide the processor’s choice (for example, guarantees in terms of 
technical and organisational measures, expert knowledge, reliability and resources)48. The list 
should be kept up to date, in accordance with the general or specific authorisation given by 
the controller. In any event, the processor must inform the controller in due time of any 
intended addition or replacement of sub-processor so as to provide the controller with an 
opportunity to object. In the general authorisation situation, the controller’s failure to object 
within the set timeframe can be interpreted as authorisation. 
 
In both scenarios, the contract should include details as to the timeframe for the controller’s 
approval or objection and as to how the parties intend to communicate regarding this topic 
(for example, templates). Such a timeframe needs to be reasonable in light of the type of 
processing, the complexity of the activities entrusted to the processor (and the sub-
processors) and the relationship between the parties. 
 
Irrespective of whether a controller provides specific or general authorisation, the processor 
remains liable to the controller for the performance of the sub-processors’ obligations49. 
Further, where a processor employs an authorised sub-processor, it must enter into a contract 
that imposes the same obligations as those imposed on the first processor by the controller 
or obligations imposed by another legal act. Imposing the same obligations should be 
construed in a functional manner rather than a formal one, meaning it is not necessary for 
the contract to include the same exact wording as the contract between the controller and 

 
45 For processing under Part III of the DPA, see sections 68(3), 68(4) and 68(6)(f) of the DPA. 

46 Article 28(1) of the GDPR; For processing under Part III of the DPA, see section 68(2) of the DPA. 

47 It is not sufficient for the processor to merely provide the controller with access to a general list of the sub-processors which 

might be updated from time to time, without pointing to each new sub-processor envisaged. The processor must actively inform 

the controller of any change to the list (i.e. in particular of each new envisaged sub-processor). 

48 This duty of the controller stems from the accountability principle in Article 24 and from the obligation to comply with 

provisions of Articles 28(1), 32 and Chapter V of the GDPR. 

49 Article 28(4) of the GDPR. 
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processor, however, the contract should ensure that the obligations in substance are the 
same.  
 
Data subjects’ rights  
 
Article 28(3)(e) of the GDPR provides that a processor must assist the controller in the 
fulfilment of its obligations to respond to requests for exercising a data subject’s rights50.  
 
Whilst the controller is ultimately responsible for dealing with data subject requests, Article 
28(3)(e) of the GDPR requires that the processor assist the controller by “appropriate technical 
and organisational measures, insofar as this is possible”. The assistance provided will likely 
depend on the nature of processing and the type of activity entrusted to the processor. Again,  
details concerning the assistance to be provided by the processor should be included in the 
contract between a controller and processor.   
 
It is crucial to bear in mind that, although the practical management of individual 
requests can be outsourced to the processor, the controller bears the responsibility 
for complying with such requests. As such, the deadlines set out by Chapter III of 
the GDPR51 cannot be extended by the controller based on the fact that the 
necessary information must be provided by the processor. 
 
Compliance with obligations 
 
Article 28(3)(f) of the GDPR states that a processor must assist the controller in ensuring 
compliance with obligations pursuant to Articles 32 to 36 of the GDPR52, taking into account 
the nature of processing and information available to the processor. An agreement between 
a controller and processor should therefore include specific details as to how the processor 
will assist the controller in meeting the obligations under Articles 32 to 36 of the GDPR.  
 
The type and degree of assistance to be provided by a processor may vary widely and will be 
dependent on the information provided by a controller. A controller must provide adequate 
information to a processor regarding the risks of processing and other circumstances so as to 
help the processor meet its duty.  
 
With regards specific obligations, the processor has a duty to assist the controller in meeting 
the requirement to implement adequate technical and organisational measures to ensure the 
security of personal data53 processed54. 
 
Further, the processor must assist the controller in meeting the obligation to notify personal 
data breaches to the Information Commissioner’s office and to data subjects where 
applicable55. Therefore, the processor must notify the controller, without undue delay, of a 
personal data breach (affecting either the processor’s or a sub-processor’s facilities/IT 

 
50 For processing under Part III of the DPA, see section 68(6)(c) of the DPA. 

51 For processing under Part III of the DPA, see Part III, Chapter 3 of the DPA. 

52 For processing under Part III of the DPA, see section 68(6)(e) of the DPA. 

53 Article 32 of the GDPR; For processing under Part III of the DPA, see section 75 of the DPA. 

54 While this may overlap, to some extent, with the requirement that the processor itself adopt adequate security measures, 

where the processing operations of the processor fall within the scope of the GDPR, they remain two distinct obligations, since 

one refers to the processor’s own measures and the other refers to the controller’s. 

55 Articles 33 and 34 of the GDPR; For processing under Part III of the DPA, see sections 76 and 77 of the DPA. 
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systems) and help the controller in obtaining the necessary information required for its report 
to the Information Commissioner’s office56. In this respect, the Information Commissioner 
recommends that the contract between a controller and processor specifies a time frame of 
notification, the point of contact for notification and details as to how the processor will notify 
a data breach to the controller.   
 
In addition, the processor must also assist the controller in carrying out data protection impact 
assessments57 and in consulting the Information Commissioner’s office when the outcome 
shows that there is a high risk that cannot be mitigated58.   
 
It is important to note that the requirement to assist the controller does not result in a shift 
of responsibility as those obligations are imposed on the controller. For example, whilst a 
processor may carry out a data protection impact assessment, the controller will remain 
accountable for the duty to carry out said assessment, with the processor only required to 
assist the controller where necessary and upon request59.  
 
Termination of processing activities 
 
Article 28(3)(g) of the GDPR states that, at the choice of the controller, the processor must 
delete or return all personal data to the controller after the end of the provision of services 
relating to the processing of personal data and delete existing copies unless Gibraltar law 
requires storage of said data60. If the latter is the case, the processor must inform the 
controller of said requirement as soon as possible. 
 
The above means that the controller must decide at the beginning what the processor should 
do in relation to the personal data it processes on its behalf and the decision to either delete 
or return the data should be specified in the contract. However, the contract or other legal 
act should provide for the controller to change its position before the end of the provision of 
services. The contract should also specify the process for providing such instructions. 
 
If the controller decides that the data should be deleted, the processor must ensure the 
deletion of data is done in a secure manner, in accordance with Article 32 of the GDPR. 
Further, the processor must confirm that the deletion has been carried out within the agreed 
timeframe and manner.  
 
Demonstrating compliance 
 
Article 28(3)(h) of the GDPR states that the processor must make available to the controller 
all information necessary to demonstrate compliance with the obligations under Article 28 and 
allow for and contribute to audits, including inspections, conducted by the controller or 
another auditor mandated by the controller61.  
 

 
56 Please see the Information Commissioner’s Guidance Note, “(8) Guidance on Personal Data Breach Notification” available 

here: https://www.gra.gi/data-protection/guidance 
57 Article 35 of the GDPR. 

58 Please see the Information Commissioner’s Guidance Note, “(4) Data Protection Impact Assessments” available here: 

https://www.gra.gi/data-protection/guidance 

59 Recital 95 of the GDPR. 

60 For processing under Part III of the DPA, see section 68(6)(d) of the DPA. 

61 For processing under Part III of the DPA, see section 68(6)(e) of the DPA. 

https://www.gra.gi/data-protection/guidance
https://www.gra.gi/data-protection/guidance
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An agreement between a controller and processor should detail how often and how the flow 
of information between both entities should take place to ensure that the controller is fully 
informed as to the details of the processing (for example, the relevant parts of the processor’s 
records of processing activities may be shared with the controller). The processor should 
provide information as to how the processing activity will be carried out on behalf of the 
controller. This may include, for example, information on the systems used to process data, 
the security measures in place, the retention of data, location of data, transfers of data, access 
to data and/or recipients of data.  
 
The agreement should also include details in respect of the ability to carry out and contribute 
to inspections and audits by the controller or another auditor mandated by the controller. 
Specific procedures should also be established in relation to the processor’s and controller’s 
inspection of sub-processors.  
 
Instructions that breach data protection law 
 
Whilst a processor is required to comply with instructions from a controller, it is also required 
to comply with data protection law. Therefore, if in its opinion, an instruction from a controller 
contravenes data protection law, the processor must notify the controller immediately62. Once 
informed, the controller should assess the matter to determine whether the instruction(s) 
provided actually contravene data protection law.  
 
The Information Commissioner recommends that the parties negotiate and agree within the 
contract the consequences of the notification of an infringing instruction sent by the processor 
in case of inaction from the controller in this context. One example would be to insert a clause 
on the termination of the contract if the controller persists with an unlawful instruction. 
 
Processor determines the purposes and means of processing 
 
If a processor contravenes the GDPR by determining the purposes and means of processing 
of personal data, it will be considered a controller in respect of that processing63.  

7.2 CONSEQUENCES OF JOINT CONTROLLERSHIP 
Respective responsibilities  
 
Article 26(1) of the GDPR states, amongst other things, that joint controllers shall, in a 
transparent manner, determine and agree on their respective responsibilities for compliance 
with the obligations under the GDPR64.  
 
Joint controllers must, therefore, decide between themselves the tasks carried out by each to 
make sure the processing complies with the relevant requirements under the GDPR. All 
responsibilities should be allocated according to the factual circumstances of the case in order 
to reach an operative agreement between the relevant entities. The aim of these rules is to 
ensure that responsibility for compliance is clearly allocated and to avoid scenarios where 
personal data protection is reduced or where there is a conflict of competence which may lead 

 
62 Article 28(3) of the GDPR. 

63 Article 28(10) of the GDPR; For processing under Part III of the DPA, see section 68(8) of the DPA. 

64 For processing under Part III of the DPA, see section 67(2) of the DPA. 
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to circumstances in which some obligations are not complied with by the relevant entities 
involved in the processing. There is however scope for flexibility regarding the distribution and 
allocation of obligations amongst joint controllers. The obligations do not need to be equally 
distributed among the joint controllers as long as they ensure full compliance with the GDPR 
with respect to the given processing. In this respect, the CJEU has recently stated that “the 
existence of joint responsibility does not necessarily imply equal responsibility of the various 
operators involved in the processing of personal data”65.  
 
Notwithstanding, there may be cases where not all of the obligations can be distributed and 
all joint controllers may need to comply with the same requirements arising from the GDPR, 
taking into account the nature and context of the joint processing. For instance, joint 
controllers using shared data processing tools or systems all need to ensure compliance with, 
for example, the purpose limitation principle, the obligation to implement appropriate 
measures to ensure the security of personal data processed under the shared tools, the 
requirement for each joint controller to maintain a record of processing activities and to 
designate a Data Protection Officer if the conditions of Article 37(1) of the GDPR are met. 
Such requirements are not related to the joint processing but are applicable to each 
organisation as a controller. 
 
Article 26(1) of the GDPR also refers to the exercising of the rights of data subjects and 
respective duties to provide information referred to in Articles 13 and 14 of the GDPR by 
means of an arrangement between joint controllers unless, and in so far as, the respective 
responsibilities are determined by Gibraltar law to which the controllers are subject. This 
means that joint controllers need to define who will be in charge of answering requests when 
data subjects exercise their rights granted by the GDPR and of providing information to them 
as required by Articles 13 and 14 of the GDPR66. 
 
It is important to note that the obligations referred to in Article 26(1) of the GDPR are non-
exhaustive and responsibilities should not be limited to the topics referred to therein.  
 
In view of the above, the Information Commissioner strongly recommends that joint 
controllers document the relevant factors and internal analysis carried out in respect of the 
allocation of roles and responsibilities.  
 
Arrangement 
 
Article 26(1) of the GDPR specifies that joint controllers should determine their respective 
responsibilities “by means of an arrangement between them”67.  
 
The legal form of such arrangement is not specified in the GDPR so joint controllers are free 
to decide and agree on the form of the arrangement. However, the Information Commissioner 
recommends that such arrangement is made in the form of a written binding document such 
as a contract or other legal binding act under Gibraltar law to which the controllers are subject. 
Therefore, in case of non-compliance with the agreed allocation provided in the arrangement, 
its binding nature allows one controller to seek the liability of the other for what was stated 
in the agreement as falling under its responsibility. This will provide certainty and may be used 

 
65 Judgment in Wirtschaftsakademie, C-210/16, ECLI:EU:C:2018:388, paragraph 43. 

66 Article 26(1) of the GDPR. 

67 For processing under Part III of the DPA, see section 67(2) of the DPA. 
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to demonstrate that they comply with GDPR obligations such as transparency and 
accountability.  
 
The arrangement should clearly set out the responsibilities allocated to each controller, using 
clear and plain language.68 This is to ensure legal certainty and avoid possible conflicts 
between the controllers, but also the data subjects and data protection authorities. The 
arrangement should also provide general information on the joint processing operations by 
specifying the purpose of processing, the type of personal data processed, and the categories 
of data subjects.  
 
Obligations towards data subjects 
 
As noted above, the arrangement between joint controllers should clearly identify their 
respective roles in regard to the exercising of data subjects’ rights69 and their duties in 
providing data subjects with the information under Articles 13 and 14 of the GDPR70. 
Irrespective of the arrangement on this specific point, data subjects may contact either of the 
joint controllers to exercise their rights71. The arrangement should, therefore, accurately 
reflect the reality of the underlying joint processing.  For example, if only one of the joint 
controllers communicates with the data subjects for the purpose of the joint processing, such 
controller could be in a better position to inform the data subjects and possibly to answer their 
requests. 
 
The essence of the arrangement must be made available to data subjects72. This is to ensure 
data subjects are aware and informed of the respective responsibilities of each controller. The 
Information Commissioner recommends that the essence of the arrangement cover, at least, 
all the elements of the information referred to in Articles 13 and 14 of the GDPR, and for each 
of the elements, the arrangement should specify which controller is responsible for ensuring 
compliance with said elements. The contact point for data subjects if one has been designated 
should also be indicated73. Whilst designation is not an obligation under the GDPR, to facilitate 
the exercise of data subjects’ rights, the Information Commissioner recommends that joint 
controllers designate a contact point. This can be the data protection officer, representative 
or other contact point where information can be obtained.  
 
Article 26 of the GDPR does not indicate that the availability of the arrangement should be 
“upon request” nor “publicly available by way of appropriate means”. Therefore, it is up to the 
joint controllers to decide the most effective way to make the essence of the arrangement 
available to the data subjects (for example, together with the information in Article 13 or 14, 
in the privacy notice or upon request to the data protection officer, or upon request to the 
contact point that may have been designated). Joint controllers should respectively ensure 
that the information is provided in a consistent manner. 
 

 
68 As stated in recital 79 of the GDPR “[…] the responsibility and liability of controllers and processors, also in relation to 

the monitoring by and measures of supervisory authorities, requires a clear allocation of the responsibilities under this 

Regulation, including where a controller determines the purposes and means of the processing jointly with other controllers”. 

69 For processing under Part III of the DPA, see section 67(2) of the DPA. 

70 For processing under Part III of the DPA, see sections 53(1) and 53(2) of the DPA. 

71 Article 26(3) of the GDPR. 

72 Article 26(2) of the GDPR. 

73 For processing under Part III of the DPA, see section 67(3) of the DPA. 
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Notwithstanding any arrangement between the joint controllers,  data subjects may exercise 
their rights in respect of and against each of the joint controllers. This means that data 
subjects are not bound by the terms of the arrangement between joint controllers. Even if the 
arrangement indicates a contact point to receive and handle data subjects’ requests, the data 
subjects themselves may still choose otherwise. Joint controllers should, therefore, have 
appropriate arrangements in place to ensure they manage and respond to data subjects’ 
requests in a compliant manner.  
 
Obligations towards data protection authorities 
 
Joint controllers should have arrangements in place in respect of the way they will 
communicate with the competent supervisory data protection authorities74 (in Gibraltar this 
being the Information Commissioner’s office). The arrangement should cover areas such as 
prior consultation75, notification of a personal data breach76 and the designation of a data 
protection officer77. 
 
It is important to note that data protection authorities are not bound by the terms of the 
arrangement between joint controllers. Data protection authorities can contact any of the joint 
controllers to exercise their powers under Article 58 of the GDPR in respect of the joint 
processing.  
 

8. FLOWCHART FOR THE APPLICATION OF 

CONCEPTS 
The following flowchart derives from the European Data Protection Board’s Guidelines on the 
concepts of controller and processor in the GDPR78 and aims to assist in the application of the 
concepts of controller, processor and joint controllers in practice.  
 
The flowchart should be used in conjunction with the guidance provided in this Guidance Note. 

 
74For processing under Part III of the DPA, see sections 70(5), 71(5) and 72 of the DPA. 

75 Article 36 of the GDPR; For processing under Part III of the DPA, see section 74 of the DPA. 

76 Article 33 of the GDPR; For processing under Part III of the DPA, see section 76 of the DPA. 

77 Article 37 of the GDPR; For processing under Part III of the DPA, see section 78 of the DPA. 

78 Pages 46 - 48 of the European Data Protection Board ‘Guidelines 07/2020 on the concepts of controller and processor in the 

GDPR’ ‘Version 1.0’ (2nd September 2020). 
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IMPORTANT NOTE 
This document is purely for guidance and does not constitute legal advice or legal analysis. 

All organisations that process personal data need to be aware that the GDPR and the DPA will 

apply directly to them. The responsibility to become familiar with the GDPR and the DPA and 

comply with its provisions lies with the organisation. 

 

Where necessary, the Information Commissioner will review this Guidance Note in accordance 
with any updates or other developments. In the event of any conflict or inconsistencies 
between this Guidance Note and the GDPR and the DPA, the GDPR and the DPA will take 
precedence. 
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