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FOREWORD

Gibraltar’s data protection law is set out in the
Gibraltar General Data Protection Regulation
("Gibraltar GDPR”) and the Data Protection Act
2004 ("DPA”).

The framework has developed over time to reflect
Gibraltars evolving legal and constitutional
relationship with the UK and the EU, while
continuing to maintain core data protection
standards aligned with the principles of EU Law.

With effect from 15 July 2026, the Gibraltar GDPR
was amended by the Data Protection Regulations
2026 to reinstate the EU GDPR, subject to certain
Gibraltar-specific modifications.

Organisations involved in the processing of
personal data need to be aware of the obligations
that the Gibraltar GDPR and/or the DPA impose
on them.

Where organisations use cookies and similar
tracking technologies, they must also be aware of
the obligations that the Communications
(Personal Data and Privacy) Regulations 2006
("Privacy Regs”) impose on them. The Privacy
Regs are separate to, but complement, the
Gibraltar GDPR and DPA.

The Gibraltar Regulatory Authority, as the
Information Commissioner, regularly publish
guidance notes that aim to —

e raise awareness amongst controllers and
processors of their data protection obligations;
and,

e assist them in ensuring compliance.

Guidance notes also aim to promote public
awareness of the risks to personal data that may
arise from data processing activities.



SUMMARY

Facial recognition technology (“FRT") and live facial recognition technology (“LFRT") involve
the processing of personal data, in particular facial images, and biometric data derived from
an individual’s facial features. Biometric data is generally treated as special category personal
data or sensitive processing under data protection law. It is also more enduring and less
alterable than many other types of personal data, which means that its processing can have a
particularly significant impact on privacy rights.

LFRT is a type of FRT that typically involves the automatic collection and processing of
biometric data in real time. For that reason, it may give rise to a heightened risk of privacy
intrusion. In particular, the use of the technology may also involve the processing of data
relating to criminal offences and convictions, for example, where an individual is suspected of
an offence, or where a law enforcement authority shares information with an LFRT provider or
user.

Organisations must ensure that any use of facial recognition complies with the Gibraltar
General Data Protection Regulation (“Gibraltar GDPR") and the Data Protection Act 2004
(\\DPAII).

For the use of FRT/LFRT to be lawful, organisations must identify an appropriate lawful basis
under Article 6 of the Gibraltar GDPR and, where special category data is processed, a condition
under Article 9 of the Gibraltar GDPR. Where the processing concerns data relating to criminal
offences and convictions, organisations must also identify a lawful basis under Article 6 and
either rely on “official authority” or satisfy a separate condition for processing under Article 10
of the Gibraltar GDPR. The DPA sets out specific conditions in this regard.

Organisations must also ensure that all processing carried out using FRT or LFRT complies with
the data protection principles, namely —

e lawfulness, fairness and transparency;

e purpose limitation;

e data minimisation;

e accuracy;

e storage limitation;

e integrity and confidentiality (security); and
e accountability.

Data subjects must be able to exercise their rights in relation to the processing, as set out in
Articles 13 to 22 of the Gibraltar GDPR, including —

e the right to be informed;



e the rights of access, rectification, and erasure;
e the rights to restrict processing and to object; and
e rights in relation to automated decision making and profiling, where applicable.

Organisations are also required to ensure clarity of data controller, joint controller and data
processor roles and responsibilities, as required by Articles 24 to 29 of the Gibraltar GDPR, and
that compliance can be demonstrated.

Additionally, when using FRT or LFRT it is important that organisations —

e adopt a “data protection by design and default” approach, in accordance with Article
25 of the Gibraltar GDPR,;

e undertake a Data Protection Impact Assessment (“DPIA"”) where required under
Article 35; and

e consult the Information Commissioner! under Article 36 where a DPIA identifies risks
that cannot be sufficiently mitigated.

Important Note

While the summary above refers to the requirements governing the processing of
personal data under the Gibraltar GDPR and Part II of the DPA, this Guidance Note
also explains the legal requirements under Part III of the DPA applicable to the
processing of personal data by a "competent authority" for "law enforcement
purposes’. The relevant Part III requirements are identified in footnotes and/or
explanatory text boxes, together with practical guidance.

! The Information Commissioner is the Chief Executive Officer of the Gibraltar Regulatory Authority.



Contents

. ACKNOWLEDGEMENTS...oooseseeesseeessseeessssssessssssssssssssssssssssnsessnen |
2. INTRODUGTION oot seesssssssssensssssesssssssssssssssssssssssssesessesses 3
3. WHAT IS FACIAL RECOGNITION TECHNOLOGY 7. 0
4. THE USES OF FACIAL RECOGNITION TECHNOLOGY ..oovseoeeeeeeeeeesnee 1
0. WHAT ARE THE RISKS OF FACIAL RECOGNITION TECHNOLOGY? ..o 5
0] Special Categories of Personal Data. ... e 0
0.2 Mass Collection of Data and Surveillance ... 0
0.3 An Imperfect System: Accuracy, Effectiveness, and Bias........ooocc I
b. GUIDANCE ON RELEVANT REQUIREMENTS FOR USING FACIAL RECOGNITION . 14
I AT 1T - 14
b.2 Lawful Bases, Conditions for Processing Special Categories of Data, and
Data Relating to Criminal Convictions and OHENCES ...ovceoveee e la
B.3 Necessity and Proportionality........eeseseesseeeesssesssessse 23
B.4 Fairness and TRranSParBNCY ... seeeesseeesssssessessssssessssessssnee 21
B.0 Assessing Risks and IMPACES ... 33
B.6 Other Data Protection REQUIrEMENS.....ooeeeeeeee e 38

7. FURTHER GUIDANCE ON LFRT: SURVEILLANGE oo all



|. ACKNOWLEDGEMENTS

Where appropriate, the Information Commissioner will seek to ensure that locally published
guidance notes are consistent with those published by fellow Information Commissioners in
other jurisdictions.

As well as reflecting the existing data protection standards and practices in Gibraltar, parts of

this document reflect and/or incorporate the guidance, opinions, and/or commentary provided
in the following:

(a) Commission Nationale Informatique & Libertés (CNIL)
“Facial recognition: For a debate living up to the challenges”

https://www.cnil.fr/en/facial-recognition-debate-living-challenges

(b) Consultative Committee of the Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data (Convention 108)

“Facial recognition: Current situation and challenges” 13 November 2019 T-PD(2019)05rev

https://rm.coe.int/t-pd-2019-05rev-facial-recognition-report-003-/16809eadf1

“Guidelines on Facial Recognition” 28 January 2021 T-PD(2020)03rev4

https://rm.coe.int/quidelines-on-facial-recognition/1680a134f3

(c) European Agency for Fundamental Rights

“Facial recognition technology: Fundamental rights considerations in the context of law
enforcement” 2019

https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-facial-recognition-
technology-focus-paper-1_en.pdf

(d) European Data Protection Board (the “"EDPB")

“Guidelines 05/2022 on the use of facial recognition technology in the area of law
enforcement” Version 2.0 Adopted on 26 April 2023

https://www.edpb.europa.eu/documents/qguideline/guidelines-052022-on-the-use-of-
facial-recognition-technology-in-the-area-of en

(e) International Working Group on Data Protection in Technology (Berlin Group)

“Working Paper on Facial Recognition Technology” Discussed and adopted at the 70%
Meeting on 29™-30™" November 2022 and 715t Meeting on 7%-8" June 2023


https://www.cnil.fr/en/facial-recognition-debate-living-challenges
https://rm.coe.int/t-pd-2019-05rev-facial-recognition-report-003-/16809eadf1
https://rm.coe.int/guidelines-on-facial-recognition/1680a134f3
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-facial-recognition-technology-focus-paper-1_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-facial-recognition-technology-focus-paper-1_en.pdf
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-recognition-technology-in-the-area-of_en
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-recognition-technology-in-the-area-of_en

https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Berlin-Group/20230608 WP-
Facial-Recognition-Technology.pdf? blob=publicationFile&v=3

(f) UK Information Commissioner’s Office (the “ICO")

“Information Commissioner’s Opinion: The use of live facial recognition technology in
public places” 18 June 2021

https://ico.org.uk/media2/migrated/2619985/ico-opinion-the-use-of-Ifr-in-public-places-
20210618.pdf

“Information Commissioner’s Opinion: The use of live facial recognition technology by law
enforcement in public places” 31 October 2019 Reference: 2019/01

https://ico.org.uk/media2/migrated/2616184/live-frt-law-enforcement-opinion-
20191031.pdf

“Information Commissioner’s response to Home Office Consultation on a new legal
framework for law enforcement use of biometrics, facial recognition and similar
technologies”

https://ico.org.uk/media2/tt312t24/20260211-ho-frt-consultation-response.pdf

“Biometric data guidance: Biometric recognition”

https://ico.org.uk/for-organisations/uk-gdpr-quidance-and-resources/lawful-
basis/biometric-data-quidance-biometric-recognition/

“Facial Recognition Technology (FRT) and surveillance”

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/cctv-and-video-
surveillance/guidance-on-video-surveillance-including-cctv/additional-considerations-for-
technologies-other-than-cctv/facial-recognition-technology-frt-and-surveillance/



https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Berlin-Group/20230608_WP-Facial-Recognition-Technology.pdf?__blob=publicationFile&v=3
https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Berlin-Group/20230608_WP-Facial-Recognition-Technology.pdf?__blob=publicationFile&v=3
https://ico.org.uk/media2/migrated/2619985/ico-opinion-the-use-of-lfr-in-public-places-20210618.pdf
https://ico.org.uk/media2/migrated/2619985/ico-opinion-the-use-of-lfr-in-public-places-20210618.pdf
https://ico.org.uk/media2/migrated/2616184/live-frt-law-enforcement-opinion-20191031.pdf
https://ico.org.uk/media2/migrated/2616184/live-frt-law-enforcement-opinion-20191031.pdf
https://ico.org.uk/media2/tt3l2t24/20260211-ho-frt-consultation-response.pdf
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/biometric-data-guidance-biometric-recognition/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/biometric-data-guidance-biometric-recognition/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/cctv-and-video-surveillance/guidance-on-video-surveillance-including-cctv/additional-considerations-for-technologies-other-than-cctv/facial-recognition-technology-frt-and-surveillance/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/cctv-and-video-surveillance/guidance-on-video-surveillance-including-cctv/additional-considerations-for-technologies-other-than-cctv/facial-recognition-technology-frt-and-surveillance/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/cctv-and-video-surveillance/guidance-on-video-surveillance-including-cctv/additional-considerations-for-technologies-other-than-cctv/facial-recognition-technology-frt-and-surveillance/

2. INTRODUCTION

Facial recognition identifies or otherwise recognises an individual by generating a “biometric
template” from a digital facial image. It typically works by comparing the degree of similarity
between two templates (i.e., individuals) to determine whether there is a match. This may
occur, for example, when unlocking a smartphone using Face ID instead of a PIN code, or
during passport control checks.

LFRT is a type of FRT, which tends to be deployed in a particular public area. It captures and
generates biometric templates of individuals passing within the system’s field of view, with
the purpose of identifying an individual within a group, for example by reference to a watchlist?
or for commercial purposes.

Facial recognition (FRT and LFRT)* therefore involves the processing of personal data®, in
particular facial images and biometric data® derived from those images.

The processing of biometric data for the purpose of uniquely identifying an individual is
referred to as the processing of “special category data” or “sensitive processing” under data
protection law, due to the significant risks it may pose to individuals’ fundamental rights and
freedoms. In particular, the UK courts have recognised that, like fingerprints and DNA, a facial
biometric template is information of an “intrinsically private’ character,’ as it enables an
individual to be identified at any time by reference to a biological characteristic specific to
them from which they cannot be dissociated.

Despite the sensitivity of this data, live facial recognition can collect it with relative ease, as
individuals need only come within the area in which the technology is deployed. Consequently,
it may be processed on a mass-scale, without the cooperation or knowledge of the individual,

2 “Biometric template” means a mathematical representation obtained by feature extraction from the
raw form of biometric data (e.g., facial measurements from an image) limited to the characteristics
necessary to perform identifications and verifications.

3 A “watchlist” is a bespoke gallery of images of individuals of interest, compiled according to certain
criteria, who the data controller typically wishes to identify either by manual or automated means.

4 “Facial recognition” or “facial recognition technologies” or “systems” in this Guidance Note refers to
all forms of use of the technology (i.e., including LFRT), however, where relevant, FRT and LFRT are
used to differentiate between both types of technology, given the differences in the processing and
associated risks.

> “Personal data” is information that relates to an individual. That individual must be identified or
identifiable either directly or indirectly from one or more identifiers or from factors specific to the
individual. The full legal definition of personal data is defined at Article 4(1) of the Gibraltar GDPR and
Part I section 2(1) of the DPA, it is also discussed in section 5.1 of this Guidance Note.

6 “Biometric data” is data that allows individuals to be recognised based on their biological or
behavioural characteristics, such as data extracted from fingerprints, irises, or facial features (as shown
on an image). The full legal definition of biometric data is contained in Article 4(14) of the Gibraltar
GDPR and is further discussed at section 5.1 of this Guidance Note.

7 See Articles 4(14) and 9(1) of the Gibraltar GDPR and section 5.1 of this Guidance Note.
8 For processing under Part III of the DPA, see section 44(5)(b) of the DPA.

° R (Bridges) v Chief Constable of South Wales Police and Others [2019] EWHC 2341 paras 57, 81; R
(Bridges) v Chief Constable of South Wales Police and Others [2020] EWCA Civ 1058 para 36.



and without the use of force. In such circumstances, individuals are unlikely to have
meaningful choice or control over the processing of their data and may not be aware of their
rights in relation to that processing.

Additionally, facial recognition relies on statistical estimates when comparing templates, and
questions remain about its reliability and accuracy. In particular, it is important to note that
its use has also been associated with bias and discriminatory outcomes due to factors such as
inherent design flaws in the software, deficiencies in the data used to develop algorithms, and
the manual compilation of reference databases such as watchlists.

This Guidance Note therefore provides information on the use of facial recognition, the risks
it may pose to individuals’ privacy and personal data, and the steps organisations!® should
take to ensure that any planned use of FRT or LFRT is lawful, fair, transparent, and meets the
other standards set out in data protection legislation.

Context and purpose of this Guidance Note

This Guidance Note has been prepared in the context of the Information
Commissioner’s engagement with organisations concerning the use of FRT,
including LFRT, and the preparation and completion of Data Protection Impact
Assessments for such processing.

Its purpose is to assist organisations, including competent authorities and law
enforcement authorities, in understanding and applying the data protection
requirements relevant to the use of FRT. It is intended to apply to facial recognition
deployments generally, regardless of the organisation responsible for the
processing, the location of the deployment, the technology used or the particular
purpose for which the processing is carried out.

The Guidance Note is relevant to a range of uses, including authentication,
identification, categorisation, live facial recognition, retrospective analysis of
stored images or footage, and the use of facial recognition in publicly accessible
or access-controlled areas. It should also be considered where a system is
introduced, expanded, relocated, materially changed, used for a new purpose or
operated as part of a trial or pilot.

Facial recognition deployments may involve the processing of biometric data
relating to individuals who are not included on a watchlist and who have no
connection with criminal activity or the purpose of the deployment. Depending on
the circumstances, they may also involve watchlists, external service providers,
retrospective searches, automated alerts, human review, intervention by public
authorities and the retention or deletion of facial images and biometric templates.

10 Guidance provided is generally in the context of organisations who are data controllers for the
processing of personal data through FRT/LFRT, as defined at Article 4(7) of the Gibraltar GDPR and
Part I section 2(1) of the DPA. However, data processors (defined at Article 4(8) of the Gibraltar GDPR
and Part I section 2(1) of the DPA) should be aware of their distinct obligations under data protection
law and ensure that any personal data processed through facial recognition systems deployed for and
on behalf of a data controller, do not breach these requirements (see Articles 27-29 of the Gibraltar
GDPR). For further guidance on these concepts please see the Information Commissioner’s Guidance
Note, “(24) Guidance on the Concepts of Data Controller and Data Processor” IR24/20 (v2) available
here: https://www.gra.gi/data-protection/guidance.
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These features give rise to particular considerations concerning lawfulness,
necessity, proportionality, fairness, transparency, accuracy, security,
accountability and the exercise of data subject rights.

This Guidance Note does not approve, authorise or endorse any particular
deployment of facial recognition technology. Each proposed deployment must be
assessed on its own facts and circumstances. That assessment must address,
among other things, the applicable legal framework, lawful basis, conditions for
processing, necessity, proportionality, fairness, transparency, accuracy, retention,
security, governance and safeguards.

This Guidance Note is intended to serve as a reference document to be consulted
alongside the relevant legislation and any other applicable regulatory or statutory
requirements. Data protection obligations may vary depending on the nature and
purposes of the processing, including whether the processing is carried out under
the Gibraltar GDPR and Part II of the DPA or by a competent authority for law
enforcement purposes under Part III of the DPA. Organisations must therefore
assess which requirements are relevant to their own personal data processing
activities and implement reasonable and appropriate measures accordingly.

Law enforcement processing under Part III of the DPA

This Guidance Note explains the requirements applicable to the processing of personal data
under the Gibraltar GDPR and the DPA. Where personal data is processed by a “competent
authority’ for “law enforcement purposes’, the applicable legal framework is Part III of the
DPA.1!

Much of the practical guidance in this document will also be relevant to processing carried
out under Part III of the DPA. Where the legal requirements differ, or where additional
considerations arise in the law enforcement context, these are identified in the relevant
footnotes and explanatory text boxes (such as this one), which should be read alongside
the main text.

3. WRAT IS FACIAL RECOGNITION TECRNOLOGY?

FRT may be used to recognise individuals automatically by analysing their facial features.
Cameras capture facial images, and software detects, measures and analyses those features
to generate a biometric template. The system then typically compares biometric templates to
estimate the degree of similarity and determine whether there is a match.

11 Organisations falling within the definition of “competent authorities” (see section 39(1) of the DPA
and Schedule 7 of the DPA) who process such data for “law enforcement purposes” (see section 40 of
the DPA) must comply with Part III of the DPA. Corresponding guidance is provided within purple
explanatory textboxes, and footnotes within the main body of this Guidance Note.
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FRT therefore involves the processing of biometric data, as individuals are recognised by
reference to biological characteristics, specifically data extracted from their facial features as
depicted in an image.

However, FRT encompasses a range of technologies that perform different tasks for different
purposes. In this respect, a key distinction is whether the technology is used to authenticate
(i.e., verify), identify or categorise individuals.

e Authentication (or verification) is often referred to as “one-to-one" comparison.
It involves comparing two biometric templates, usually belonging to the same
individual, to confirm whether the person shown on each image is the same (i.e.,
verifies the identity of the individual).

o Identification aims to find an individual within a group. It generally involves
comparing one person’s biometric template against many others stored on a database
to determine whether the individual is known to the system. In these cases, FRT returns
a similarity or confidence score and ranks potential matches, indicating the likelihood
that two biometric templates correspond to the same person. A human review is
ordinarily required before any identification decision is made.

e Categorisation involves estimating or inferring demographic characteristics from a
facial image or biometric template. It may be used to profile individuals based on
personal characteristics such as age, sex, gender, ethnicity, or race. Unlike
authentication and identification, categorisation does not seek to identify or establish
identity, but it may do so indirectly if inferred characteristics are combined with other
data, such as location data.

Authentication or verification generally involves a “one-to-one” comparison, whereas
identification typically involves a “one-to-many” comparison against a reference database.
Categorisation differs from both because it estimates or infers characteristics rather than
seeking to establish a person's identity.

By contrast, LFRT is deployed in real-time and generally aimed at everyone within a particular
area rather than specific individuals. It automatically extracts facial images from live video
footage, generates biometric templates and processes them for identification or categorisation
purposes. Depending on the operational deployment, biometric templates may be compared
against a predefined reference database or watchlist, and any resulting match should be
subject to appropriate human review and verification before action is taken.

LFRT may also be deployed in different operational modes, including:
e continuous LFRT, involving automated scanning of all individuals within a monitored
area in real time;!?

e operator-initiated LFRT, where a user actively selects a specific individual for
immediate biometric comparison using a device such as a mobile phone or handheld
terminal, without continuous surveillance of all persons in the area.

12 Using LFRT for identification is sometimes referred to as “automated facial recognition” or “AFR”.
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Important Note

Facial recognition forms part of a wider spectrum of video image processing technologies.
While photo cameras and CCTV systems can capture images or video footage of individuals,
they do not themselves automatically recognise individuals unless facial recognition software
is integrated.

Similarly, some “smart cameras” may be able to detect faces, but they do not necessarily
constitute facial recognition systems. They may instead use digital techniques to detect
abnormal behaviour or violent events, or to recognise facial emotions or silhouettes, without
generating biometric templates for the purpose of identifying individuals.

4, TRE USES OF FACIAL RECOGNITION TECHNOLDGY

This section provides general examples of how facial recognition may be applied in different
contexts and for varying purposes. The examples are included to illustrate the types of uses
currently being debated or implemented and should not be taken to mean that any particular
use is automatically compliant with data protection law.

Authentication

FRT is commonly used by individuals to unlock devices such as smartphones or laptops, as a
method to replace a PIN code or password. It may also be used by public or private services,
such as online government applications or banking platforms, to verify the identity of a person
accessing the service or to verify particular transactions. Additionally, it may be used to control
physical access to locations such as buildings or border crossings. For example, border control
at airports may use FRT to compare the face of a passport holder with the image displayed
on the passport.

Identification

FRT may also be used for identification purposes in a range of settings. For example, banks
may use it at cash dispensers to identify customers by comparing a user’s biometric template
with a database of facial images held by the bank.

LFRT may also be deployed for identification purposes, for example in the following contexts:
e Surveillance

LFRT may be used to identify individuals in public areas for purposes such as
preventing and detecting crime, protecting the public, protecting property, identifying
persons of interest, including wanted or missing persons, and enforcing local policies,
such as codes of conduct for premises.

In such cases, biometric templates are generated and compared in real time against a
database, such as one held by a law enforcement authority. If a potential match is
identified, the system generates an alert. Any resulting intervention should be



preceded by appropriate human review of the match, in accordance with the
authority's policies and applicable legal requirements.

In most cases, data controllers!® establish or maintain watchlists according to defined
operational criteria. Some live facial recognition systems are also capable of sharing
or pooling watchlists between organisations, meaning that an individual of interest to
one data controller may trigger an alert when entering the field of view of another
controller using the same service.

e Tracking a transport journey

LFRT may be used to track a passenger’s journey. For example, a live facial recognition
system may compare the template of an individual checking in at different stages of
the journey, such as at baggage drop-off or boarding gates, with templates previously
registered in the system.

¢ Monitoring movements

LFRT may also be used to monitor individuals and their movements in a public area.
In such cases, biometric templates may be compared with those of individuals
travelling through, or having travelled through, a monitored area. For example, it may
be used at an airport where a piece of luggage has been left behind. Additionally, it
may also be used to reconstruct a person’s journey and subsequent interactions with
others, for example, to identify their contacts.

Categorisation

Facial recognition for categorisation purposes has increasingly been used in marketing,
targeted advertising and other commercial purposes. For example, billboards may be fitted
with facial recognition cameras, enabling the controller to process biometric data for purposes
such as targeting adverts to passing individuals (demographic analytics) and providing
interactive experiences, such as turning on media or inviting customers to respond to it.
Typically, a live facial recognition-enabled billboard may detect an “engaged” passer-by,
capture an image of their face, and create a biometric template. In some cases, this may allow
the individual to be categorised by estimating demographic characteristics® based on their
facial image. While some controllers may use this information solely for analytical purposes
only, the technology may be capable of estimating personal characteristics and attributes in
real-time and displaying adverts or other content based on that information.

It has also been highlighted that live facial recognition-enabled billboards or advertising
systems may be capable of remembering customers by capturing and storing biometric data.*

13 The terms “data controller” and “controller” within this document are interchangeable.

14 As noted in the foregoing, these estimated characteristics can include age, sex, gender, ethnicity and
race. However, in such contexts, it may also include clothing styles or brands, as well as other observed
data such as dwell time.

15 European Data Protection Board (“EDPB"), “Guidelines 3/2019 on processing of personal data
through video devices” Version 2.0 Adopted on 29 January 2020 p.19 available here:
https://edpb.europa.eu/sites/default/files/files/filel/edpb_guidelines_201903_video_devices_en_0.pdf
accessed 23 July 2026.



This could allow the customer to be uniquely identified at a later visit or at another location
and served with targeted advertising. In that case, the technology would involve identification
as well as categorisation.

Law enforcement processing under Part III of the DPA

The use of facial recognition by law enforcement authorities has expanded significantly in
recent years, with applications extending beyond the identification of suspects to include
locating missing persons, protecting vulnerable individuals, securing publicly accessible
areas and supporting criminal investigations. Given the breadth of these uses and their
potential impact on individuals' rights and freedoms, the European Data Protection Board
has emphasised the need for a comprehensive and consistent legal and policy approach to
ensure that the deployment of facial recognition technologies complies with the EU data

protection acquis.'®

The UK'’s Information Commissioner’s Office has also recognised that greater legal specificity
regarding law enforcement use of facial recognition and other biometric technologies could
provide greater clarity and consistency for law enforcement authorities and the public.'’
However, it has emphasised that any new legislative framework, or alternatively any
statutory code of practice, should build upon rather than replace existing data protection
legislation, and should ensure clear interaction between regulatory responsibilities to avoid
duplication or inconsistent requirements. '8

a. WHAT ARE THE RISKS OF FACIAL RECOGNITION
TECHNOLOGY?

However, although the previous section illustrates the range of ways in which facial
recognition may be used and the accessibility of such technology, this does not mean that its
use will be appropriate, necessary, or desirable in all cases. It is important that organisations
and individuals are aware of the risks involved in this type of data processing. The nature and
severity of those risks will depend on a range of factors, including the type of technology
deployed - whether for authentication, identification, categorisation, live facial recognition or
retrospective analysis - and the specific context in which it is used.

16 EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the area of law enforcement”
Version 2.0 Adopted on 26 April 2023 pp.5, 12, 19-21 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of_en accessed 23 July 2026.

17 1CO, “Information Commissioner’s Opinion: The use of live facial recognition technology by law
enforcement in  public places” 31 October 2019 pp.3, 9-10 available here:
https://ico.org.uk/media2/migrated/2616184/live-frt-law-enforcement-opinion-20191031.pdf accessed
26 July 2026.

18 ICO, “Information Commissioner’s response to Home Office Consultation on a new legal framework
for law enforcement use of biometrics, facial recognition and similar technologies” available here:
https://ico.org.uk/media2/tt312t24/20260211-ho-frt-consultation-response.pdf accessed 26 July 2026.
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0.l Special Categories of Personal Data

Facial recognition involves the processing of facial images, which constitute personal data for
the purposes of data protection legislation, even where the controller does not seek to
establish the identity of an individual or single them out.*®

Where facial images are processed through specific technical means that allow the unique
identification or authentication of an individual, they may constitute biometric data within the
meaning of data protection legislation.

Biometric data® processed for the purpose of uniquely identifying an individual is a special
category of personal data under Article 9 of the Gibraltar GDPR. Such data is afforded
enhanced protection due to the potential impact on individuals’ rights and freedoms, alongside
other special categories of personal data, including data concerning health, sex life, political
opinions, religious or philosophical beliefs, and genetic data.

As noted above, the UK courts have concluded that a facial biometric template is information
of an “intrinsically private” character.?! Biometric data allows an individual to be identified at
any time by reference to a biological characteristic that is specific to them, permanent over
time and from which they cannot be dissociated. Unlike other personal data, biometric data is
not assigned by a third party or chosen by the individual. Biometric data is derived from the
body of the individual and represents that individual in an immutable form.

Therefore, even when there is a lawful and legitimate use of facial recognition, a personal
data breach or error may have serious consequences. As a result, biometric data cannot be
treated in the same way as a password or a PIN code, which can be changed if compromised.
The risks associated with a biometric data breach are heightened by the fact that facial
biometric characteristics are permanent and cannot be changed once compromised.

a./ Mass Collection of Data and Surveillance

Despite the sensitivity of biometric data, facial recognition technologies, and particularly LFRT,
enable facial biometric data to be collected, analysed, and used for identification purposes
with relative ease, and without the physical intrusion associated with the collection of
fingerprints or DNA samples. Facial images are also routinely generated and shared in a wide
range of contexts, including digital platforms, photographs and other image-capturing
technologies, meaning that facial biometric data may be derived from an exceptionally broad
range of sources. The volume of data potentially available for facial recognition-based
identification is therefore extensive.

19 Tt should be noted that digital images of faces constitute personal data where they are of sufficient
quality to allow an individual to be identified or individuated from another person. As detailed in footnote
5 of this Guidance Note, Article 4(1) of the Gibraltar GDPR defines personal data as “any information
relating to an identified or identifiable natural person...”.

20 See Article 4(14) of the Gibraltar GDPR.

21 Bridges) v Chief Constable of South Wales Police and Others [2019] EWHC 2341 paras 57,81; R
(Bridges) v Chief Constable of South Wales Police and Others [2020] EWCA Civ 1058 para 36.
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FRT may also operate as a “contactless” technology, enabling the recognition of an individual
without any action on their part and, in some cases, without any prior interaction or
relationship between the individual and the controller of the processing operation. This is
particularly significant in the context of LFRT, which allows facial biometric data to be captured
and analysed automatically as individuals pass within the system’s field of view. As a result,
LFRT may facilitate the mass processing of facial biometric data without the active
cooperation, meaningful awareness, or participation of the individuals concerned. This is
particularly significant because individuals may not reasonably expect their facial images to
be captured and processed for biometric identification purposes when entering publicly
accessible areas.?

The risks associated with facial recognition depend not only on the technology itself, but also
on how it is deployed. This includes retrospective FRT, which involves the analysis of stored
images or footage after an event, and operator-initiated LFRT, where a specific individual is
selected for immediate biometric comparison without continuous monitoring of all individuals
in a given area. Although retrospective FRT does not involve the same form of real-time
monitoring as LFRT, it should not be assumed to present fewer risks. The analysis of historical
images or footage may still enable individuals to be identified, tracked, or linked across
different times and locations.?* However, LFRT's ability to capture and analyse facial biometric
data automatically, in real time and at scale, gives rise to particular concerns about the
expansion of surveillance capabilities.

LFRT is therefore altering the scope and scale of surveillance. Whereas traditional surveillance
measures often relied on human observation or targeted monitoring of particular individuals
or locations, LFRT enables the simultaneous monitoring and biometric analysis of large
numbers of people, potentially for identification purposes. Image-capturing devices
compatible with facial recognition systems may also be combined with other technologies,
such as audio recording, further increasing the amount of information that may be collected
about an individual. The replacement of human observation with algorithmic identification
processes may expand the reach of surveillance while reducing the level of human
involvement in decision-making.

The deployment of LFRT for surveillance purposes therefore poses significant risks to
individuals” anonymity in publicly accessible areas, where many individual and democratic
freedoms are exercised, including the right to privacy and protection of personal data, freedom
of expression, and freedom of assembly and association. The erosion of this anonymity by
public authorities or private organisations may therefore create a deterrent or “chilling” effect?*
on the exercise of these rights. Accordingly, the use of this technology warrants careful
consideration, particularly given its potential to reshape the relationship between individuals
and publicly accessible areas.

9.0 AnImperfect System: Accuracy, Effectiveness, and Bias

22 EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the area of law enforcement”
Version 2.0 Adopted on 26 April 2023 p.41 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of _en accessed 23 July 2026.

23 Tbid p.12.
24 Tbid p.6.
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Facial recognition is based on statistical estimates of the match between the elements being
compared. This means that the response received from a facial recognition system will be
based on a probability of a match, and if the probability exceeds a pre-determined threshold
in the system, the system will treat it as a match.

However, despite the rapid growth of FRT and LFRT, questions remain about their reliability
and accuracy given the risk of error. For example, biometric templates may be generated
differently depending on the conditions under which facial images are captured, including
lighting, angle, resolution and image quality. These variations can affect system performance
and may impact the consistency and accuracy of facial recognition outcomes. Other factors
affecting performance may include the prevalence of individuals in the reference database,
attempts by individuals to avoid detection, and attempts to deceive the system through
spoofing or presentation attacks.?

As such, biometric systems, including facial recognition, are inherently fallible?® and issues
may arise as to the statistical accuracy of their results. Statistical accuracy refers to the
proportion of answers that a facial recognition or other artificial intelligence (“AI") system
gets correct or incorrect.?’ Like other biometric processing techniques, facial recognition
inevitably produces “false positives” and “false negatives”. False positives occur where one
image is wrongly matched to another image, resulting in an individual being incorrectly
identified. False negatives occur where the system incorrectly fails to identify a match,
meaning that the system does not recognise an individual who should have been recognised.?®

Depending on the quality and configuration of a system, the rate of false positives and false
negatives may vary. In this respect, the settings of a system can have a knock-on effect that
must be considered. If a system is configured to reduce the number of false negatives, for
example for national security purposes such as counterterrorism, this may result in an increase
in false positives, including more individuals being wrongfully identified as suspects. This
variation in performance can therefore have far reaching consequences for individuals who
are misidentified by the system.

There is also potential for bias in facial recognition systems, as with any Al system, which can
give rise to discrimination.?® For example, facial recognition systems have been reported to
perform less reliably for individuals with facial differences, including facial disfigurements or

25 Thid p.13.

26 Consultative Committee of the Convention for the Protection Of Individuals with regard to Automatic
Processing of Personal Data (“Convention 108"”), “Facial recognition: Current situation and
challenges” 13 November 2019 T-PD(2019)05rev p.15 available here: https://rm.coe.int/t-pd-2019-
05rev-facial-recognition-report-003-/16809eadf1 accessed 23 July 2026.

27 1t is important to note that the word “accuracy” has a different meaning in the contexts of data
protection and Al Accuracy in data protection is one of the fundamental principles, requiring a controller
to ensure that personal data is accurate and, where necessary, kept up to date (i.e., is not incorrect or
misleading as to any matter of fact). Broadly, accuracy in AI (and, more generally, in statistical
modelling) refers to how often an Al system guesses the correct answer, measured against correctly
labelled test data.

28 Further guidance in respect of statistical accuracy is provided in sections 6.4(a) and 6.4(b) of this
Guidance Note.

2 ICO, “How do we process biometric data fairly?” available here: https://ico.org.uk/for-
organisations/uk-gdpr-guidance-and-resources/lawful-basis/biometric-data-guidance-biometric-
recognition/how-do-we-process-biometric-data-fairly/ accessed 24 July 2026.
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injuries,® as well as disabilities,?! potentially leading to inaccurate identification or exclusion
from services.

In addition, numerous independent studies have consistently demonstrated that the
performance of facial recognition systems varies across demographic groups, including
differences associated with age, sex, race and ethnicity. In particular, evaluations have shown
that many facial recognition algorithms produce different levels of accuracy across these
categories, with some systems producing significantly higher false positive and false negative
rates for certain groups than others. Even where a system demonstrates a high overall level
of accuracy, variations in error rates may still result in disproportionate impacts on particular
individuals or communities.3?

Such disparities may arise from a range of factors, including limitations in system design, the
representativeness and quality of the data used to train and test algorithms, and the conditions
under which the technology is deployed. False positive errors are of particular concern in law
enforcement and security contexts, as they may result in individuals being incorrectly
identified, subjected to further investigation or intervention, or otherwise treated less
favourably.33

The risk of bias is not confined to the technology itself. In the context of live facial recognition,
bias may also arise through the selection of individuals included on watchlists, the quality,
accuracy and currency of reference images, and decisions about where, when and against
whom facial recognition systems are deployed. More broadly, these processes may reflect or
reinforce existing societal biases, potentially resulting in disproportionate impacts on particular
individuals or communities.3*

30 Face Equality International, “Facial recognition and the facial difference community” 2024 available
here: https://faceequalityinternational.org/facial-recognition-and-the-facial-difference-community-
2024-survey-results/ accessed 23 July 2026.

31 Eticas, “Invisible No More: The Impact of Facial Recognition on People with Disabilities” 01 August
2023 p.18 available here: https://eticas.tech/wp-content/uploads/2023/08/ETICAS-The-impact-of-
Facial-Recognition-on-People-with-Disabilities-Adversarial-Audit-082023.pdf accessed 24 July 2026.

32 Buolamwini and Gebru, “Gender Shades: Intersectional Accuracy Disparities in Commercial Gender
Classification” 2018 available here: https://proceedings.mir.press/v81/buolamwinil8a.html accessed 26
July 2062; US Department of Commerce National Institute of Standards and Technology (“NIST"),
“Face Recognition Vendor Test (FRVT) Part 3: Demographic Effects” 2019 pp.7-8 available here:
https://nvlpubs.nist.gov/nistpubs/ir/2019/NIST.IR.8280.pdf accessed 26 July 2026; European Agency
for Fundamental Rights (“FRA"), “Facial recognition technology: Fundamental rights considerations
in the context of law enforcement” 2019 p.27 available here:
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-facial-recognition-technology-focus-
paper-1_en.pdf accessed 26 July 2026; Big Brother Watch, “Face Off: The lawless growth of facial
recognition in UK policing” May 2018 pp.16, 15-19, 25-30 available here:
https://bigbrotherwatch.org.uk/wp-content/uploads/2018/05/Face-Off-final-digital-1.pdf accessed 26
July 2026.

33 Ibid; Big Brother Watch, “Face Off: The lawless growth of facial recognition in UK policing” May 2018
pp.15-19, 25-30 available here: https://bigbrotherwatch.org.uk/wp-content/uploads/2018/05/Face-
Off-final-digital-1.pdf accessed 26 July 2026.

34FRA, “Facial recognition technology: Fundamental rights considerations in the context of law
enforcement” 2019 p.4 available here: https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-
facial-recognition-technology-focus-paper-1_en.pdf accessed 26 July 2026; Big Brother Watch, “Face
Off: The lawless growth of facial recognition in UK policing” May 2018 pp.15-19, 25-30 available here:

13



Appropriate technical and organisational measures may reduce these risks, including (but not
limited to) effective watchlist governance, appropriate procurement and due diligence
processes, independent accuracy testing, human oversight and procedures for reviewing
incorrect matches. However, the technical and contextual limitations of facial recognition
systems mean that risks of bias and unequal performance cannot be eliminated entirely.
Controllers should therefore ensure that such risks are subject to ongoing assessment,
monitoring and mitigation throughout the lifecycle of the system.3®

These factors may undermine compliance with the fairness principle under Article 5(1)(a) of
the Gibraltar GDPR.3® Accordingly, given the sensitivity of biometric data, the fact that
individuals may have limited awareness, choice or control over the processing of their facial
biometric data depending on the context of deployment, and the potentially significant impact
of such processing on individuals’ rights and freedoms, controllers should ensure that FRT,
and particularly LFRT, are deployed only where compliance with data protection legislation
and any other applicable legal requirements can be demonstrated.

b. GUIDANGE ON RELEVANT REQUIREMENTS FOR
USING FAGIAL RECOGNITION

This section provides guidance on the data protection requirements that organisations should
consider when using FRT or LFRT. It is intended as a reference point to help ensure that any
use of FRT or LFRT does not adversely affect individuals’ rights and freedoms, including their
right to privacy and the protection of their personal data.

B! Purpose

It is important to identify the purpose for which a facial recognition system is being used in

https://bigbrotherwatch.org.uk/wp-content/uploads/2018/05/Face-Off-final-digital-1.pdf accessed 17
June 2026.

35 EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the area of law enforcement”
Version 2.0  Adopted on 26 April 2023 pp.13, 25-28 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of _en accessed 23 July 2026; International Working Group on Data
Protection in Technology, “Working Paper on Facial Recognition Technology” Discussed and adopted at
the 70™ Meeting on 29™-30t" November 2022 and 715t Meeting on 7t"-8™ June 2023 pp.32-33 available
here: https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Berlin-Group/20230608_WP-Facial-
Recognition-Technology.pdf?__blob=publicationFile&v=3 accessed 26 IJuly 2026; FRA, "“Facial
recognition technology: Fundamental rights considerations in the context of law enforcement” 2019
pp.9-10 available here: https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-facial-
recognition-technology-focus-paper-1_en.pdf accessed 26 July 2026; European Commission JRC
Science for Policy Report, “Study on Face Identification Technology for its implementation in the
Schengen Information System” 2019 JRC-34751 pp.89-91 available here:
https://publications.jrc.ec.europa.eu/repository/handle/JRC116530 accessed 24 July 2026

36 For processing under Part III of the DPA, see section 43(1)(a) of the DPA.
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order to determine whether the processing of personal data is lawful. Only in the context of
a specific purpose is it possible to assess, among other things, whether the processing is
necessary and proportionate, fair and transparent, and whether the retention periods and
security measures are appropriate to the processing.

Article 5(1)(b) of the Gibraltar GDPR is known as the purpose limitation principle. It
requires controllers to identify a specified, explicit and legitimate purpose when processing
personal data, including special category data, through FRT or LFRT.

Controllers should have a clear outcome or benefit in mind when deploying facial recognition.
A wide range of purposes or objectives may be legitimate, but they must also be sufficiently
important to justify the processing of the personal data in question. This obligation stems not
only from the purpose limitation principle but is also reflected in the data minimisation principle
in Article 5(1)(c) of the Gibraltar GDPR, the storage limitation principle in Article 5(1)(e), and
the fairness and transparency requirements in Article 5(1)(a).

As part of compliance with the purpose limitation principle, controllers must prevent any
“function creep” involving the use of personal data for incompatible purposes. If controllers
intend to process personal data, including special category data such as biometric data, for a
new purpose, they must consider whether that new purpose is compatible with the purpose
initially defined. Where the new purpose is incompatible, a separate lawful basis and a fresh
assessment of compliance requirements will be necessary (see section 6.2 of this Guidance
Note).?’

Law enforcement processing under Part III of the DPA

The purpose and justification for the use of LFRT by “competent authorities” should be

clearly defined and limited, in keeping with the “/aw enforcement purposes” and principles
set out in the DPA. See section 6.2 below for further guidance.

b.2 lawful Bases, Conditions for Processing Special
Lateqories of Data, and Data Relating to Criminal
Lonvictions and Offences

For any processing of personal data to be lawful, there must be an applicable lawful basis.
The available lawful bases are set out in Article 6 of the Gibraltar GDPR.

Where the processing involves special category data, as is likely to be the case where facial
recognition is deployed for the purpose of identifying an individual, organisations must also
meet a condition under Article 9(2) of the Gibraltar GDPR.

37 Controllers should fully assess and document any new purposes in line with the guidance set out in
this Guidance Note (for example, see information provided in respect of the lawful bases available and
accountability requirements in sections 6.2 and 6.6(a) of this Guidance Note).
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Further, where personal data relates to criminal offences and convictions (“Criminal Offence
Data”),® organisations must also meet one of the conditions in Article 10(1) of the Gibraltar
GDPR.

(a) Lawful bases under Article 6 of the Gibraltar GDPR.

To comply with Article 6, a controller must identify a valid lawful basis and meet the
requirements that apply to it. Guidance on some of the more commonly relied upon lawful
bases is set out below in the context of facial recognition.>°

“Consent”

The Information Commissioner acknowledges that controllers may seek to rely on the
consent of the data subject as their lawful basis under Article 6(1)(a) of the Gibraltar GDPR.

However, it is important to note that under the Gibraltar GDPR —

e consent must be freely given (i.e., the data subject must have a genuine or free
choice), it must be specific, informed and unambiguous (Articles 4(11) and 7 of the
Gibraltar GDPR);

e consent must be signified by a statement or clear affirmative action by the data subject
(Articles 4(11) and 7 of the Gibraltar GDPR);

e the data subject must be able to withdraw consent at any time and must be able to
refuse consent without suffering detriment (Articles 7(3) and (4) of the Gibraltar
GDPR); and

e consent must be obtained individually from each data subject, and the controller must
be able to demonstrate that consent was given (Article 7(1) of the Gibraltar GDPR).*°

If the processing involves LFRT in public places, controllers must also assess whether all
individuals captured have the competence to consent for themselves. Where there is doubt
about the competence, for example in the case of children or vulnerable adults, consent may
not be an appropriate lawful basis.

Additionally, if the controller processes the personal data without consent, asking for consent
would be misleading and inherently unfair, and may therefore breach Article 5(1)(a) as well
as Article 6 of the Gibraltar GDPR.

38 This does not just include data which is obviously about a specific criminal conviction or trial, but also
any other personal data “rel/ating to” criminal convictions and offences, for example, it may also cover
suspicion or allegations of criminal activity. Additionally, it may cover any personal data which is
specifically used to learn something about an individual’s criminal behaviour. The latter may be relevant
in the context of LFRT, as reflected in the “surveillance” example at section 4 of this Guidance Note.

39 For further information see the Information Commissioner’s Guidance Note, “(6) Identifying the
‘Lawful Basis™ IR01/18 available here: https://www.gra.gi/data-protection/guidance.

40 For further information see the Information Commissioner’s Guidance Note, “(13) Guidance on
Consent” IR01/19 (v2) available here: https://www.gra.gi/data-protection/guidance.
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Consent may be appropriate for authentication purposes, for example where FRT is used to
unlock a mobile phone or laptop.*! However, it is far more difficult to obtain prior, specific and
informed consent from each individual captured by LFRT in publicly accessible areas, and to
demonstrate that those individuals were given real choice and control over how their data
would be used. Such spaces may include high footfall areas such as shopping centres,
transport interchanges, and entrances and exits of premises. An individual’s decision to enter
such an area does not constitute valid consent, and consent is therefore unlikely to be the
appropriate lawful basis in those circumstances.

“Legal obligation” or “public task”

There may be cases where controllers need to use facial recognition to comply with a legal
obligation under Article 6(1)(c) of the Gibraltar GDPR or to perform a public task under Article
6(1)(e) of the Gibraltar GDPR. In this respect, Article 6(3) requires that the legal obligation or
public task be laid down by law.

Recital 41 of the Gibraltar GDPR confirms that this does not need to be an explicit statutory
obligation and may arise from common law or legislation. It also provides that the legal basis
must be clear and precise, its application must be adequately accessible and foreseeable to
those subject to it, and it must contain appropriate safeguards against abuse.*? Controllers
should therefore be able to identify the relevant legal obligation or public task by reference to
the applicable legal provisions or other official or authoritative guidance.

“Legitimate interests”

To rely on this basis, Article 6(1)(f) requires that processing is “necessary for the purposes of
the legitimate interests pursued by the controller or by a third party, except where such
interests are overridden by the interests or fundamental rights and freedoms of the data
subject which require protection of personal data."*

In line with the obligation to process data lawfully under Article 5(1)(a), and the accountability
obligation under Article 5(2), controllers must demonstrate that the three elements of Article
6(1)(f) are met. In short, this is a three-part test, which should be applied in the following
order:

¢ Purpose test — Is there a legitimate interest behind the processing?

¢ Necessity test — Is the processing necessary for that purpose?

¢ Balancing test — Are the legitimate interests overridden by the individual’s interests,
rights or freedoms?

41 Where the conditions set out in the law (i.e., Articles 4(11), 6(1)(a), and 7 of the Gibraltar GDPR)
are met.

42 Further guidance is provided within the purple textbox at the end of this subsection. Although this
relates to processing under Part III of the DPA, guidance may be applicable in the context of the specific
aspects mentioned.

43 Organisations cannot rely on this lawful basis if they are a public authority processing data to perform
their official tasks, in this regard, Article 6(1)(e) of the Gibraltar GDPR should be relied on, see
paragraph above titled “Legal obligation” or “public task”.
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It is not sufficient for a controller simply to decide that processing is in its legitimate interests
and then begin processing the data. Controllers must be able to satisfy all three parts of the
test before the processing begins.*

Important Note

All lawful bases, except consent, require the controller to demonstrate that the processing
is necessary for the relevant purpose, for example the performance of a public task or the
pursuit of a legitimate interest. Necessity is therefore a fundamental component of
lawfulness. Controllers must also consider whether the processing is proportionate in the
circumstances. The outcome of these assessments, including the reasons for the decisions
made, should be documented. Further guidance on necessity and proportionality is provided
in section 6.3 of this Guidance Note.

(b) Conditions for the processing of special categories of personal data

There are 10 conditions for the processing of special category data, although not all of them
will be relevant to the use of facial recognition. Guidance below focuses on some of the
conditions that may be available.*

“Explicit consent”

Article 9(2)(a) of the Gibraltar GDPR permits processing of special category data where the
data subject has given explicit consent. Explicit consent requires a clear, specific and express
statement of consent and must therefore be expressly confirmed in written words rather than
by any other positive action.*®

The requirements for explicit consent are similar to those for consent under Article 6(1)(a).
For the reasons explained above, it is unlikely that controllers deploying LFRT in publicly
accessible areas will be able to rely on this condition when collecting the biometric data from
the public on an automatic and indiscriminate basis.

“Manifestly made public”

Article 9(2)(e) permits the processing of special category data where the personal data has
been manifestly made public by the data subject. However, controllers should not assume
that a facial image or photograph made publicly available by an individual means that the
related biometric data has also been manifestly made public for the purposes of this condition.
Making a photograph publicly available is not the same as deliberately making the biometric
template derived from that image publicly available. Likewise, photographs published by third

4 See EDPB, “Guidelines 3/2019 on processing of personal data through video devices” Version 2.0
Adopted on 29 January 2020 pp.9-12 available here:
https://www.edpb.europa.eu/system/files/documents/files/filel/edpb_guidelines_201903_video_devic
es_en_0.pdf accessed 28 January 2026.

4 For further information see the Information Commissioner’s Guidance Note, “(6) Identifying the
‘Lawful Basis'" IR01/18 available here: https://www.gra.gi/data-protection/guidance.

% Tbid.
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parties, or made accessible through default privacy settings, should not generally be regarded
as biometric data that has been manifestly made public by the data subject.®

Accordingly, controllers should exercise caution before relying on this condition for facial
recognition and should be able to demonstrate that the specific biometric data relied upon
has genuinely been manifestly made public by the data subject.®®

“Substantial public interest”

Article 9(2)(g) permits processing that is “necessary for reasons of substantial public
Interest...”.

To rely on this provision, a controller must identify an additional substantial public interest
from the 23 conditions set out in Part 2 of Schedule 1 of the DPA, in accordance with section
12(3) of the DPA. Each of these conditions relates to a specific purpose for processing special
category data, so only a limited number will be relevant to FRT and LFRT.

For LFRT in public places, relevant conditions may include “statutory and government
purposes” (Paragraph 6 of Part 2 of Schedule 1 of the DPA), “preventing or detecting unlawful
acts” (Paragraph 10), or “safeguarding children and individuals at risk” (Paragraph 18).

In some cases, the public interest element is built into the specified purpose. In others, the
conditions explicitly require that the controller to demonstrate that the use of FRT or LFRT is
necessary for reasons of substantial public interest.*

The term “substantial public interest” is not defined in the Gibraltar GDPR or DPA. However,
the public interest covers a wide range of values and principles relating to the public good, or
what is in the best interests of society. “Substantial public interest” means that the interest
must be real and of substance. Given the inherent risks associated with special category data,
it is not enough for controllers to advance a vague or generic public interest argument.
Controllers should be able to make specific arguments about the concrete wider benefits of
the processing, including the use of FRT or LFRT. For example, controllers should consider
the benefit of the processing in terms of both depth (i.e., how much benefit will be achieved
from the processing) and breadth (i.e., the number of individuals who will benefit from the
processing).

Controllers should also ensure that the processing is necessary for that purpose and complies
with the data minimisation principle in Article 5(1)(c) of the Gibraltar GDPR (see section 6.6(a)
of this Guidance Note).

47 EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the area of law enforcement”
Version 2.0 Adopted on 26 April 2023 pp.21-22 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of_en accessed 23 July 2026.

8 Tbid.
9 Tbid.
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For some conditions, controllers must also justify why they cannot obtain “explicit consent”
and most require an “appropriate policy document>° (*APD") to be in place.>!

(c) Conditions for processing Criminal Offence Data

Where a controller intends to process Criminal Offence Data, it must identify a lawful basis
under Article 6(1) of the Gibraltar GDPR and, Article 10(1), either -

o rely on “official authority”?, for example where public authorities have specific powers
to process Criminal Offence Data); or

e be authorised by Gibraltar law, meaning that one of the conditions in Part 1, 2 or 3 of
Schedule 1 to the DPA is met.>

In most cases, if the controller already has a condition for processing special category data
under Article 9(2), that may also justify the processing of Criminal Offence Data. However,
controllers should assess carefully how the requirements comply in their specific
circumstances.

As noted above, the controller must also determine whether an APD is required.

Law enforcement processing under Part III of the DPA

Part III of the DPA applies to “competent authorities™* processing for “/aw enforcement
purposes™.

Under section 44(2) of the DPA, processing of personal data for a law enforcement purpose
is lawful only if it is “based on law'’ and either —

(a) the data subject has given consent to the processing for that purpose; or

50 The condition at paragraph 13 of Part 2 of Schedule 1 of the DPA (journalism, academia, art and
literature) does not require an “appropriate policy document" (“APD"). In addition, the APD
requirements are different for the condition at paragraph 10 (preventing and detecting unlawful acts)
and 27 (anti-doping in sport). Controllers processing for these purposes do not need an APD in place
to disclose data to the relevant authorities (or to prepare to disclose it). However, an APD is required
for other processing activities.

>1 Further guidance in respect of APDs is provided in the purple textbox at the end of this subsection.

52 “Official authority” may derive from either common law or statute. If the controller is a public body,
it is their responsibility to identify the specific law that gives them the official authority to process
criminal offence data.

53 See Article 10(1) of the Gibraltar GDPR, section 12(5) of the DPA, and the conditions under Part 1, 2
and 3 of Schedule 1 of the DPA.

>4 Section 39(1) of the DPA (Part III of the DPA), defines a Competent Authority as “a person specified
or described in Schedule 7' and “any other person if and to the extent that the person has statutory
functions for any of the law enforcement purposes”.

%5 Under section 40 of the DPA (Part III of the DPA), “/aw enforcement purposes” are the purposes of
the "prevention, investigation, detection or prosecution of criminal offences or the execution of criminal
penalties, including the safeguarding against and the prevention of threats to public security.”
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(b) the processing is necessary for the performance of a task carried out for that purpose
by a competent authority.

In addition, section 44(3) provides that where the processing for a law enforcement purpose
is “sensitive processing’>® — as is the case where facial recognition is deployed) — it is only
permitted where —

(a) the data subject has consented to the processing for the law enforcement purpose
referred to in Article 44(2)(a), and an APD is in place;*” or

(b) the processing is “strictly necessary" >® for the law enforcement purpose, meets at least
one of the conditions in Schedule 8 to the DPA>°, and an APD is in place.

What does “based on /law' mean?

This requirement reflects Article 10 of the EU Law Enforcement Directive, % which provides
that processing must be “authorised by Union or Member State law.” Further, Recital 33 of
the EU Law Enforcement Directive states that “such a Member State law, legal basis or
legislative measure should be clear and precise and its application foreseeable for those
subject to it.”

Therefore, for the purposes of section 44(1) and (2) of the DPA, the necessary legal basis
may be found in more than one source of law, including common law, the DPA and other
relevant legal standards.®* However, in line with UK case law® and EDPB guidance,®® the

%6 Section 44(5) of the DPA (Part III of the DPA) stipulates that “sensitive processing’ means, among
other things, the processing of genetic data, or of biometric data, for the purpose of uniquely identifying
an individual. Therefore, given that FRT and LFRT process facial biometric data for the purpose of
uniquely identifying an individual, such would constitute “sensitive processing” within the meaning of
the DPA.

>7 See section 51(2) of the DPA (Part III of the DPA).
38 Section 44(3)(b)(i) of the DPA (Part III of the DPA). See section 6.3 of this Guidance Note.

> Sections 44(3)(b)(i) and 44(3)(b)(ii) of the DPA (Part III of the DPA). This would also meet the
requirement of section 44(2)(b) of the DPA (Part III of the DPA).

60 EU Directive 2016/680 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data by competent authorities
for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and on the free movement of such data, and repealing Council
Framework Decision 2008/977/JHA O] L 119, 4.5.2016

61 R (Bridges) v Chief Constable of South Wales Police and Others [2020] EWCA Civ 1058 paras 54-
130.

62 In the context of Competent Authorities employing facial recognition for Law Enforcement Purposes,
the Information Commissioner notes that such bodies may have a power under common law to detect
and prevent crime, and this power may constitute a relevant function for the purpose of the condition
at paragraph 1(a) of Schedule 8 of the DPA. This is in line with R (Bridges) v Chief Constable of South
Wales Police and Others [2020] EWCA Civ 1058 paras 54- 130.

63 EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the area of law enforcement”
Version 2.0 Adopted on 26 April 2023 pp.20-21 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of_en accessed 23 July 2026.
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Information Commissioner’s position is that competent authorities wishing to deploy LFRT
should assess the combination of law and practice on which they rely, together with any
relevant common law powers, to ensure that the legal justification is clear, precise and
allows for the processing of biometric data to be foreseeable to individuals (as stated in
recital 33 of the EU Law Enforcement Directive). In other words, an individual should
reasonably be able to expect that their image will be processed and their data captured in
this way, and understand why.®

The Information Commissioner also acknowledges that greater specificity in the legal
framework governing LFRT may be achieved through legislative measures or statutory codes
of practice. Such measures can provide clearer and more consistent standards for competent
authorities when assessing necessity and proportionality (see section 6.3 of this Guidance
Note), reduce divergence in approach between authorities using such technologies, and
support a legal framework that is sufficiently clear and predictable for individuals. Any such
framework should, however, remain consistent with, and build upon, existing data
protection obligations.®>

Further conditions for processing

The Information Commissioner’s view on reliance on “consent” for the deployment of FRT
or LFRT in publicly accessible areas for law enforcement purposes is similar to that set out
above in relation to the Gibraltar GDPR. It is his position that individuals, including those not
on a watchlist, will be unable to provide valid consent for the processing of their biometric
data for any law enforcement purpose. The Information Commissioner therefore expects
reliance to be placed on sections 44(2)(b) and 44(3)(b) of the DPA. However, as noted
above, this does not in itself satisfy the separate requirement for the processing to be “based
on law’.

APD
The DPA does not prescribe the form of an APD, but section 51 of the DPA specifies what it
should contain -

an explanation of how the processing, including the controller’s procedures, complies
with the relevant data protection principles® in connection with the conditions relied
upon under section 44 of the DPA, including, where relevant, the condition under
Schedule 8; and

an explanation of the controller’s policies on retention and erasure of data processed in
reliance on section 44 of the DPA, including, where relevant, the condition under
Schedule 8, together with an indication of how long the data is likely to be retained.

64 Ibid.

85 R (Bridges) v Chief Constable of South Wales Police and Others [2020] EWCA Civ 1058 paras 54-
130; ICO, “"Information Commissioner’s response to Home Office Consultation on a new legal framework
for law enforcement use of biometrics, facial recognition and similar technologies” pp.4-8 available
here: https://ico.org.uk/media2/tt312t24/20260211-ho-frt-consultation-response.pdf accessed 26 July
2026.

66 Sections 44-49 of the DPA (Part III of the DPA).
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As a matter of good practice, controllers should ensure that APDs are sufficiently detailed,
including particulars of the proposed “sensitive processing”.®” APDs should also be kept
under review®® and retained until six months after the date on which the relevant processing

ceases.®’

b.3 Necessity and Proportionality

The legal requirement that processing must be necessary arises from several provisions of
data protection legislation. As noted above, necessity is built into the data protection principles
in Article 5 of the Gibraltar GDPR, and also appears in the lawful basis requirements in Article
6, the special category data requirements in Article 97° and the DPIA requirements in Article
35 of the Gibraltar GDPR.”*

For processing to be necessary, it must be reasonably necessary. This means that the
processing must be more than merely desirable, but it does not have to be indispensable or
absolutely necessary.”? Processing will not be necessary if the controller’s legitimate purpose
could reasonably be achieved by a less restrictive or intrusive approach.

Proportionality is closely related to necessity. Controllers should consider whether the purpose
of the processing is sufficiently important to justify any intrusion into privacy or other impact
on individuals.

The question of necessity and proportionality in the context of facial recognition can be
considered in three parts, as set out below.

(a) Ensuring that the use is necessary and deployed in a targeted and effective
way to achieve the intended purpose.

The use of facial recognition must be connected to the controller’s specific and clearly defined
purpose and must make a clear and demonstrable contribution to achieving that purpose.
Controllers should be able to demonstrate that the system enables them to take a particular
action and that the collection and processing of biometric data is required for that action.

7 While APDs may meet the basic requirements under section 51 of the DPA, it is important to ensure
that these are adequately detailed.

68 Section 51(3)(b) of the DPA (Part III of the DPA).
69 Section 51(5)(b) of the DPA (Part III of the DPA).
70 For processing under Part III of the DPA, see Chapter 2 of this Part.

71 Further information on DPIAs is included in the following sections of this Guidance Note, specifically
within section 6.5. However, for complete guidance and examples, see the Information Commissioner’s
Guidance Note, “(4) Data Protection Impact Assessments (DPIAs)” IR04/17 (v3) and corresponding
documents available here: https://www.gra.gi/data-protection/guidance.

72 This is established in UK case law. See Goldsmith International Business School v The Information
Commissioner and the Home Office [2014] UKUT 0563 (AAC) paras 33-44, upheld in Cooper v National
Crime Agency [2019] EWCA Civ 16 paras 88-91. See also footnote 73 of this Guidance Note.
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Controllers should assess whether the system is an effective means of achieving the intended
purpose, including whether it delivers the intended outcomes or benefits. If a facial recognition
system is not effective, its use is unlikely to be necessary. The deployment should also be
sufficiently targeted so that it does not result in the indiscriminate processing of biometric
data beyond what is necessary to achieve the specified purpose.

(b) Considering alternative measures and demonstrating that the purpose cannot
reasonably be achieved by less intrusive means.

If controllers can reasonably achieve the same or similar outcomes by other means that are
less intrusive, then the use of facial recognition is unlikely to be necessary or proportionate.

While facial recognition does not have to be the only possible means of achieving the
objective, controllers must identify, consider, and document reasonably available less intrusive
measures before concluding that facial recognition is necessary.

It is important to note that deploying LFRT in public places is generally more intrusive for the
reasons set out in section 5 of this Guidance Note. Controllers should not use this technology
simply because it is available, improves efficiency, saves money or forms part of a particular
business model or service offering. Although deployment may be justifiable in some
circumstances, if LFRT is only marginally more effective than less privacy-intrusive measures,
such as non-biometric alternatives, it is likely to be unnecessary.

(c) Ensuring that the use is proportionate and that the purpose is sufficiently
important to justify the intrusion.

A third element of the analysis is the overall assessment of proportionality, which is closely
related to necessity. Human rights case law has established that necessity and proportionality
are central to determining whether an interference with an individual’s rights is justified.”?

Accordingly, assessing proportionality is a key part of compliance with the fairness principle
at Article 5(1)(a) of the Gibraltar GDPR. Article 35(7) also requires controllers to assess
necessity and proportionality as part of the DPIA.

Proportionality is particularly important where controllers rely on the “legitimate interests”
lawful basis under Article 6(1)(f), because they must show that their interests are not
overridden by the interests, rights and freedoms of the individual.”

UK case law on proportionality has established a series of considerations for assessing whether
an interference with rights is justified.”> Alongside the assessment of necessity set out above,
controllers should also consider:

73 The Supreme Court set out a framework (a four-part test) for assessing whether a particular activity
amounts to an unjustified interference with a human right in Bank Mellat v Her Majesty’s Treasury (No
2)[2013] UKSC 39 [2014] AC 700. As applied in R (Bridges) v Chief Constable of South Wales Police
and Others [2019] EWHC 2341 paras 98-106; R (Bridges) v Chief Constable of South Wales Police and
Others [2020] EWCA Civ 1058 paras 44, 131-144.

74 See section 6.2(a) of this Guidance Note.

75 See footnote 72 and 73 of this Guidance Note.

24



e whether the objective is sufficiently important to justify the processing of biometric
data and the interference with individuals’ privacy; and

¢ whether a fair balance has been struck between the controller’s interests, the rights of
the individual and the interests of the community.

In assessing whether a fair balance has been struck, controllers should also consider whether
appropriate technical and organisational safeguards adequately mitigate the risks arising from
the deployment. 76

Assessing the importance of the controller’s objective and the balance of interests may be
challenging and requires careful evaluation of the specific context. Objectives may vary
significantly in importance, ranging from achieving modest cost efficiencies or tackling minor
offences to preventing major threats to public safety.

With LFRT, given the significant privacy intrusion involved, controllers should also assess
whether the objectives justify -

e the automatic processing of sensitive biometric data of all individuals within a given
location;

e the collection of that data without individuals’ choice or control; and

e any potential detriment to those individuals, whether direct or indirect, for example
removal from premises, referral to law enforcement agencies, denial of services, social
embarrassment or stigma, or other impacts on the exercise of their rights and
freedoms.

As part of the DPIA”” process, controllers must consider the wider risks and potential impacts
of their use of facial recognition, which may be significant in the case of LFRT, including
impacts on individuals’ rights and freedoms, as required by Article 35(7)(c) of the Gibraltar
GDPR (see section 6.5 of this Guidance Note).

If a controller considers that its proposed use of facial recognition is proportionate and that

the purposes of deployment justify any impact on individuals, it must be able to demonstrate
this clearly.

Law enforcement processing under part III of the DPA

Following from the textbox in section 6.2 of this Guidance Note, the strict necessity

requirement in section 44(3)(b) of the DPA sets a high threshold for the processing of
biometric data by competent authorities. It requires the use of facial recognition to be
limited to what is indispensable for the law enforcement purpose, with no reasonably less

76 EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the area of law enforcement”
Version 2.0 Adopted on 26 April 2023 pp.17-20 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of_en accessed 23 July 2026.

77 For detailed guidance and examples see the Information Commissioner’s Guidance Note, “(4) Data
Protection Impact Assessments (DPIAs)” IR04/17 (v3) and corresponding documents available here:
https://www.gra.gi/data-protection/guidance.
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intrusive means available to achieve the same objective. Competent authorities must be
able to show that the processing is objectively justified, clearly defined in scope and capable
of effectively contributing to the intended purpose. Strict necessity therefore excludes the
use of facial recognition on a general or indiscriminate basis without clearly defined
circumstances and conditions governing its deployment.”®

Competent authorities should also ensure that the necessity and proportionality of any facial
recognition deployment are assessed by reference to the category of data subject
concerned, recognising that different considerations may arise where individuals are
suspects, victims, witnesses or persons with no connection to the investigation. Where
individuals have no apparent connection with the purpose of the deployment or
investigation, controllers should carefully assess whether the processing of their biometric
data can be justified as necessary and proportionate.””

In assessing whether these requirements are met, competent authorities should take
account of the particular circumstances of the deployment. Relevant considerations may
include whether LFRT is —

deployed on a targeted or smaller-scale basis, including in terms of geographical area
and size of watchlists;®°

based on specific intelligence or other objectively verifiable information indicating that
deployment is likely to contribute to the law enforcement purpose, for example where
there is information indicating that a suspect or missing person may be present at a
particular location at a specific time;

undertaken for a targeted and narrowly defined operational purpose in pursuit of the
relevant law enforcement purpose;

limited to what is necessary, including by restricting deployment to a specific
timeframe.8!

Further, a competent authority should be able to evidence, through a thorough and
transparent evaluation process, how the technology will be effective in meeting the law
enforcement purpose, including the demonstrable benefits to the public, and how the

78 EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the area of law enforcement”
Version 2.0 Adopted on 26 April 2023 pp.21 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of_en accessed 23 July 2026.

79 EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the area of law enforcement”
Version 2.0 Adopted on 26 April 2023 pp.23 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of_en accessed 23 July 2026

80 See section 7(a) of this Guidance Note for further guidance in relation to watchlists.

81 This is reflected in the UK Information Commissioner’s Office submissions in R (Bridges) v Chief
Constable of South Wales Police and Others [2019] EWHC 2341; R (Bridges) v Chief Constable of South
Wales Police and Others [2020] EWCA Civ 1058. See also EDPB, “Guidelines 05/2022 on the use of
facial recognition technology in the area of law enforcement” Version 2.0 Adopted on 26 April 2023
available here: https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-
facial-recognition-technology-in-the-area-of_en accessed 23 July 2026
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accuracy threshold for matches has been set and will be maintained.?? As noted above, this
assessment of necessity and proportionality must also identify and consider all implications,
including potential detriment to fundamental rights.83

As a general consideration, the Information Commissioner expects competent authorities to
apply learning from each deployment and/or pilot phases, including evidence of
effectiveness in similar operational scenarios, and to carry this forward to subsequent
deployments to ensure that the use of LFRT on each successive occasion is truly beneficial.
In addition, evaluations of effectiveness should be carefully recorded to support
transparency obligations set out in section 6.4 of this Guidance Note, so that individuals and
the public can be confident that decisions to deploy and continue operating LFRT are based
on firm evidence and transparent analysis.

The fact that a deployment has an operational policing purpose, or that human officers
review system-generated alerts, does not remove the requirement for the competent
authority or other relevant controller to demonstrate that the processing is based on law,
strictly necessary and proportionate, and otherwise compliant with Part III of the DPA.

b.4 Fairness and Transparency

Fairness and transparency are key elements of the data protection principle in Article 5(1)(a)
of the Gibraltar GDPR, and the two requirements are closely linked.

For processing to be fair, controllers —
e must not deceive or mislead individuals when processing their personal data;

e should process personal data only in ways that individuals would reasonably expect,
or be able to justify any unexpected processing;

¢ should consider the risks and effects associated with the processing and the particular
technology deployed, including any risk of unfair or unlawful discrimination, how the
processing may affect individuals, and whether any adverse impacts can be justified
(see section 6.5); and

82 Further guidance concerning matches is included throughout the Guidance Note. In order to facilitate
and operationalise this assessment, the EDPB suggests the use of the “necessity and proportionality
toolkit” provided by the European Data Protection Supervisor available here:
https://www.edps.europa.eu/sites/default/files/publication/17-04-11_necessity_toolkit_en_0.pdf
accessed 27 July 2026.

83 The EDPB state that, "/t has to be considered as a matter of severity, that if the data is systematically
processed without the knowledge of the data subjects, it is likely to generate a general conception of
constant surveillance [, which] may lead to chilling effects in regard of some or all of the fundamental
rights concerned.” See EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the
area of law enforcement” Version 2.0 Adopted on 26 Aprili 2023 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of_en accessed 23 July 2026.
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e should assess fairness throughout the lifecycle of the processing, including through
ongoing monitoring and evaluation.

The key implications of using facial recognition systems are summarised below. These
implications are particularly significant when LFRT is deployed in publicly accessible areas.

(a) Ensuring that the system is technically effective and sufficiently statistically
accurate.

As explained in section 5.3 of this Guidance Note, questions have been raised about the
technical effectiveness and statistical accuracy of facial recognition systems. Deficiencies in
either respect may result in adverse impacts and unfair outcomes for individuals whose data
is processed.

To mitigate those risks, controllers should ensure that their facial recognition systems are
sufficiently statistically accurate for the purpose of the processing. The greater the potential
detriment that an inaccurate result could cause, the higher the level of statistical accuracy
that should be expected. Where a system produces excessive incorrect matches, this will call
into question both the fairness and the necessity of the processing.

Although matches are based on statistical estimates and 100% accuracy cannot be
guaranteed, controllers should treat the outcome of any match, whether identification or
categorisation, as a statistically informed estimation or prediction rather than as fact.’
Controllers should therefore ensure that appropriate safeguards are in place to minimise
detriment arising from incorrect matches, including, where appropriate, procedures enabling
individuals to challenge or seek review of outcomes they believe to be inaccurate.

The Information Commissioner expects controllers to be able to justify the accuracy
threshold®> configured in their facial recognition systems and explain how that threshold will
be maintained, with clear reference to the purpose of the deployment and the potential
consequences for individuals. Controllers should not rely solely on default threshold settings
provided by vendors. Instead, they should determine and document a threshold appropriate
to the particular deployment, taking into account the consequences of false positive and false
negative results, the safeguards in place, and whether the processing involves solely
automated decision-making.® The selected threshold should reflect an appropriate balance
between sensitivity and precision, having regard to the particular deployment and the risks
posed to individuals.

Controllers should consider these issues throughout the lifecycle of any facial recognition
system, beginning at the design, procurement or commissioning stage and continuing
throughout deployment.?” They should also ensure that evidence of statistical performance is

84 Statistical accuracy is different to the accuracy principle within data protection law. Accuracy in Al
(and, more generally, in statistical modelling) refers to how often an Al system guesses the correct
answer, measured against correctly labelled test data (see footnote 27 of this Guidance Note).

85 The score above which the system treats a comparison as a match.

86 Safeguards under Article 22 of the Gibraltar GDPR apply where the processing of personal data
involves solely automated decision-making producing legal or similarly significant effects. See
“Important Note” at the end of this section, and section 6.6(b) of this Guidance Note.

87 Further guidance in respect of “data protection by design and default” is included in sections 6.4,
6.5, and 6.6(a) of this Guidance Note.
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relevant to the intended deployment, distinguishing where appropriate between laboratory
testing and evidence derived from operational environments comparable to their own use
case.

Regular and systematic evaluation should also be undertaken to ensure that system outputs
remain accurate, reliable and fair in practice, rather than relying solely on pre-deployment
testing. Controllers should implement documented procedures to identify, investigate and
resolve errors, including mechanisms for recording inaccuracies, diagnosing quality issues,
monitoring whether the system continues to operate as intended, and identifying emerging
bias (see section 6.4(b) of this Guidance Note). Where facial recognition is used for
identification against a reference database, controllers should also ensure that the database
is no larger than necessary for the intended purpose, as this may reduce false positive rates
and support compliance with the data minimisation principle.

Controllers should suspend or discontinue deployment where the system cannot be shown to
achieve a level of statistical accuracy appropriate to the purpose of the processing and the
risks posed to individuals.

(b) Addressing bias, discrimination and fair treatment.

As explained in section 5.3 of this Guidance Note, facial recognition systems may perform less
effectively for certain demographic groups. This may result in individuals being treated less
favourably or placed at a relative disadvantage, including on grounds such as sex, race or
ethnicity, and may therefore give rise to unfairness through discrimination or bias.

In view of the above, controllers are expected to take the following steps:

e Consider the risk of bias, discrimination and unfair treatment during the design,
procurement or commissioning of any facial recognition system. This includes, where
appropriate, seeking assurances from vendors and documenting the basis for decisions
made. Controllers should obtain information about the datasets used to train, test and
validate the system, together with details of the measures taken by the provider to
identify and mitigate discriminatory outcomes.

e Ensure that the system has been subject to robust testing and that the results have
informed decision-making and operational processes. Testing should, so far as
reasonably practicable, reflect the characteristics of the population likely to be affected
by the deployment. Controllers should satisfy themselves that testing has assessed
both overall statistical accuracy and demographic performance and should consider
whether independent evaluations® provide useful evidence of comparative accuracy
and bias, while recognising that such testing may have been conducted under
laboratory rather than operational conditions.

e Assess whether the deployment could result in discriminatory treatment or exclusion,
including in ways unrelated to the statistical accuracy of the facial recognition system
itself. This includes considering whether disabled individuals or other groups may be
unable to use the system effectively and ensuring that suitable alternative
arrangements are available where appropriate. Controllers should also consider

8 For example, those undertaken by NIST. See NIST, “Face technology evaluations - FRTE/FATE”
available here: https://www.nist.gov/programs-projects/face-technology-evaluations-frtefate accessed
28 July 2026.
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whether the deployment could disproportionately exclude individuals on the basis of
non-protected characteristics, for example where access to a service depends on
possession of a particular device or technology.

e Where applicable, fulfil their obligations under the Equal Opportunities Act 2006 so
that processing and resulting actions are lawful.

e Consider whether the system is appropriate for the intended use and, if so, what
adjustments, safeguards or other mitigation measures should be implemented.

e Monitor outcomes, including the evidence of bias or discrimination, and adapt the
approach in light of those findings. Controllers should maintain documented processes
for identifying, recording, and investigating evidence of bias or discriminatory
outcomes and should update, retrain, or discontinue the system where such risks
cannot be adequately mitigated.

These measures will assist controllers in assessing whether their deployment is fair and in
demonstrating compliance with data protection by design and by default under Article 25 of
the Gibraltar GDPR.%

(c) Being transparent and providing clear information.

Transparency is a key component of fairness and a legal requirement under Articles 5(1)(a),*°
13 and 14 of the Gibraltar GDPR.°! These provisions establish the information obligations
forming part of an individual’s “right to be informed”. Transparency is also essential to
enabling individuals to exercise their data protection rights effectively, because they cannot
do so meaningfully unless they know that processing is taking place and understand how it
affects them.

Unless a relevant exemption applies,®? Articles 13 and 14 require controllers to provide clear
and accessible® information to individuals about, among other things, when, where and why
facial recognition is being used, the purposes and lawful basis of the processing, how personal
data will be processed, who it will be shared with, how long it will be retained, any transfers

8 This document does not, however, aim to provide guidance on legal compliance with Gibraltar's
antidiscrimination legal framework, notably the Equal Opportunities Act 2006.

%0 For processing under Part III of the DPA, “transparency” is a key component of “fairness”, which is
a legal requirement under section 44 of the DPA.

1 For processing under Part III of the DPA, see sections 53(1), 53(2) and 61 of the DPA, which
stipulates the information controllers must provide to data subjects. Said information is similar to that
required under Articles 12, 13 and 14 of the Gibraltar GDPR, as such, the guidance provided in this
section of the Guidance Note will be relevant to Competent Authorities. Notwithstanding, supplementary
guidance in the context of LFRT and its use by law enforcement is included within the textbox at the
end of the subsection of this Guidance Note.

92 The exemptions from certain provisions of the Gibraltar GDPR, including the “right to be informed”,
are set out in Schedules 2-4 of the DPA. See the Information Commissioner’s Guidance Note, “(21)
Guidance on Exemptions” IR03/20 available here: https://www.gra.gi/data-protection/guidance. For
processing under Part III of the DPA, Competent Authorities may wholly or partly restrict the provision
of information where this is necessary and proportionate for the purposes outlined in section 53(4) of
the DPA, in accordance with the requirements set out in sections 53(5)-53(7) of the DPA.

93 See Article 12 of the Gibraltar GDPR. For processing under Part III of the DPA, see section 61 of the
DPA.

30



to third countries or international organisations, and how individuals can exercise their data
protection rights.>

This information should also include, where appropriate, the basic functioning of the
technology, its capabilities and limitations, and sufficient information to enable individuals to
understand the nature and consequences of the processing. It should be presented in clear
and plain language appropriate to the intended audience, taking into account the
circumstances and context of deployment and the likelihood that individuals may have limited
prior knowledge of facial recognition technology. Controllers should ensure that transparency
information is effectively communicated and readily accessible, using formats and levels of
detail appropriate to the audience and the potential impact of the processing.

Controllers deploying facial recognition should provide this information before processing
begins.®®> In the case of FRT, which typically involves a “one-to-one” process, this may be
achieved through comprehensive privacy notices. Where any aspect of the processing
changes, including the collection, use or sharing of personal data, controllers should update
the relevant privacy information and ensure individuals are informed of the change.

In respect of LFRT deployed in public places, information may be provided through a layered
approach using a combination of physical and digital measures. Depending on the
circumstances, this may include advance notice in the days or weeks before deployment where
possible, prominent signage before individuals enter an area where LFRT is operating, and
supplementary measures such as -

e ensuring that information is accessible to individuals who may have difficulty reading,
seeing or otherwise understanding standard signage;

e using leaflets, digital techniques such as QR codes, and other local media in advance
where possible;

e making trained staff available to provide advice, answer questions and assist
individuals in exercising their data protection rights;

e promoting information online and through social media, and otherwise using digital
spaces that visitors are likely to use before visiting the premises in question; and/or

e using other measures appropriate to the circumstances.

Controllers should also evaluate whether their transparency measures are effective in practice.
This may include user testing, surveys or other forms of assessment to determine whether
the information provided is sufficiently clear, accessible and understandable to the intended
audience.

% For further information regarding transparency obligations and the “right to be informed” see the
Information Commissioner’s Guidance Note, “(17) Privacy Notices under the GDPR/DPA” IR06/19
available here: https://www.gra.gi/data-protection/guidance.

9 Article 13(1) of the Gibraltar GDPR requires transparency obligations to be fulfilled “ at the time when
personal data are obtained'.
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Important Note

Given the novel nature of LFRT and individual’s expectations in publicly accessible areas,
adapting standard CCTV signage is unlikely to be sufficient to ensure compliance. Controllers
should consider more extensive and effective measures to ensure that individuals
understand how their data is being processed. Individuals should be able to distinguish
clearly between conventional CCTV surveillance and the use of LFRT.

Any signage should be prominently placed, clearly visible and accessible to members of the
public, and should explain, among other things -

e that LFRT is in use, including the perimeter and duration, as well as the purposes for
which it is deployed;

e that biometric data is being processed;
e that facial recognition technology, rather than standard CCTV alone, is being used;

e how further information can be obtained, whether online or in printed form, including
the contact information of the controller and the data protection officer, where
applicable); and

e how data protection rights can be exercised.®

Where LFRT involves the use of watchlists for identification purposes, controllers should inform
individuals when and why they have been added to a watchlist, unless a relevant exemption
applies and can be justified.®” Controllers should also ensure that appropriate arrangements
exist for the creation, maintenance, review and use of watchlists, including escalation
procedures where potential matches are identified.

Where appropriate, controllers should also provide information about measures taken to
reduce bias and improve reliability. Where applicable, they should explain the source of
personal data where it has not been obtained directly from the individual, unless an exemption
applies.

Important Note

Where the processing constitutes solely automated decision-making producing legal or
similarly significant effects, the additional safeguards under Article 22 of the Gibraltar GDPR
apply, including the requirement to provide meaningful information about the logic involved
and the significance and envisaged consequences of the processing (Articles 13(2)(f) and
14(2)(q)). For further information, see section 6.6(b) of this Guidance Note.

% Supplementary layers can provide any further information as required by Article 13 (or 14) of the
Gibraltar GDPR or sections 53(1) and 53(2) of the DPA, where processing concerns Part III of the DPA.

97 See footnote 92 of this Guidance Note.
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Law enforcement processing under Part III of the DPA

Competent authorities should refer to the relevant provisions under Part III of the DPA, as

referenced in the footnotes to this section. The guidance in section 6.4 of this Guidance
Note should be considered and applied where relevant when carrying out processing under
Part III of the DPA.

b.o Assessing Risks and Impacts

Assessing the risks and potential impacts of the use of facial recognition is necessary not only
to demonstrate fairness and proportionality, but also as part of completing a DPIA.

A DPIA is required for certain types of processing and is also an important way for controllers
to meet their accountability obligations by demonstrating that a processing operation complies
with data protection law.*®

Article 35(1) of the Gibraltar GDPR* sets out that a DPIA is required where “a type of
processing in particular using new technologies, and taking into account the nature, scope,
context and purposes of the processing, is likely to result in a high risk to the rights and
freedoms of natural persons.”

Although the legislation does not define “/ikely to result in high risk’, the question is whether
there is a reasonable chance that the “type of processing’ could give rise to high risk, such
that a DPIA is needed to assess the level of risk in more detail.

Article 35(3) of the Gibraltar GDPR specifies three types of processing that automatically
require a DPIA:

“A data protection impact assessment [...] shall in particular be required in the case of:

(a) a systematic and extensive evaluation of personal aspects relating to natural persons
which is based on automated processing, including profiling, and on which decisions are
based that produce legal effects concerning the natural person or similarly significantly
affect the natural person,

(b) processing on a large scale of special categories of data referred to in Article 9(1), or of
personal data relating to criminal convictions and offences referred to in Article 10, or

(c) a systematic monitoring of a publicly accessible area on a large scale.”

The Information Commissioner considers that the use of LFRT in public places will meet at
least one of these criteria. Accordingly, controllers should carry out a DPIA for this type of

%8 For detailed guidance and examples see the Information Commissioner’s Guidance Note “(4) Data
Protection Impact Assessments (DPIAs)” IR04/17 (v3) and corresponding documents available here:
https://www.gra.gi/data-protection/guidance.

9 For processing under Part III of the DPA, see sections 73(1) and 73(4) of the DPA.
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processing. Even if a controller seeks to argue that a smaller scale deployment of LFRT does
not reach the above thresholds, the Information Commissioner considers that the use of this
technology in public places will meet additional criteria set out by his office!® and will therefore
be a “type of processing’ likely to result in high risk.

For FRT, whether the thresholds are met will depend on the nature, scope, context, and
purposes of the processing. Controllers should therefore also consult the additional criteria
and guidance issued by the Information Commissioneri®® when deciding whether a DPIA is
required.1%?

In any event, given the intrusive nature of facial recognition and the processing of biometric
data, the Information Commissioner’s view is that controllers should proceed on the basis that
a DPIA will be required unless they can clearly demonstrate otherwise.!®* Even where a
controller concludes that a DPIA is not required, it must still consider the likelihood and
potential impact of specific risks that may arise, and the potential harm that may result from
the processing!® (see sections 6.3 and 6.4 of this Guidance Note).

Article 35(7) requires a DPIA to include, among other things,'% “an assessment of the risks
to the rights and freedoms of data subjects’.**® In the context of facial recognition, that
assessment should consider the nature, scope, context, and purposes of the processing, taking
into account both the design of the system and the way in which it is intended to be used, as
privacy and data protection risks may arise from either or both. Controllers should assess risk

100 Article 35(4) of the Gibraltar GDPR requires the Information Commissioner to set out other kinds of
processing operations for which a DPIA is required, detailed guidance (including additional criteria) is
included in section 3 and Annex B of Information Commissioner’s Guidance Note, “(4) Data Protection
Impact Assessment (DPIAs)” IR04/17 (v3) available here: https://www.gra.gi/data-
protection/guidance.

101 Thid.

102 1CO, “Information Commissioner’s Opinion: The use of live facial recognition technology by law
enforcement in  public places” 31  October 2019 pp.42-43  available  here:
https://ico.org.uk/media2/migrated/2616184/live-frt-law-enforcement-opinion-20191031.pdf accessed
26 July 2026.

103 EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the area of law
enforcement” Version 2.0 Adopted on 26 Aprii 2023 pp.26-27 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of_en accessed 23 July 2026; ICO, “How do we demonstrate our
compliance with our data protection obligations?” available here: https://ico.org.uk/for-
organisations/uk-gdpr-guidance-and-resources/lawful-basis/biometric-data-guidance-biometric-
recognition/how-do-we-demonstrate-our-compliance-with-our-data-protection-obligations/ accessed
28 July 2026; ICO, “Facial Recognition Technology (FRT) and surveillance” available here:
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/cctv-and-video-
surveillance/guidance-on-video-surveillance-including-cctv/additional-considerations-for-technologies-
other-than-cctv/facial-recognition-technology-frt-and-surveillance/ accessed 28 July 2026.

104 1CO, “How do we demonstrate our compliance with our data protection obligations?” available here:
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/biometric-data-
guidance-biometric-recognition/how-do-we-demonstrate-our-compliance-with-our-data-protection-
obligations/ accessed 28 July 2026.

105 Articles 35(7)(a), 35(7)(b), and 35(7)(d) of the Gibraltar GDPR. For processing under Part III of the
DPA, see sections 73(3)(a), 73(3)(c), and 73(3)(d) of the DPA.

106 Article 35(7)(c) of the Gibraltar GDPR. For processing under Part III of the DPA, see section 73(3)(b)
of the DPA.
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from the perspective of affected individuals, including not only impacts on privacy and data
protection rights, but also, where relevant, broader fundamental rights and freedoms.1%”

The concept of “risk” should be interpreted broadly and is not limited to physical or material
harm. It also encompasses non-material harm,'®® including loss of autonomy, unjustified
surveillance, exclusion, significant social disadvantage, reputational damage, “chilling
effects”’% on the exercise of fundamental rights, and other adverse impacts. Controllers
should therefore consider the full range of potential harms that may arise, whether direct or
indirect, immediate or longer-term.

A meaningful assessment requires controllers to understand the facial recognition system,
including how it operates, its capabilities and limitations, and the circumstances in which it
will be deployed. This may require specialist technical expertise, including from system
developers or providers. Controllers should also understand the relevant AI supply chain,
including the role of third-party providers and processors, the provenance and quality of
training data where applicable, and any risks arising from dependencies on external vendors
or services. In addition, they should consider how the characteristics of the proposed
deployment may affect risk, including whether biometric data is stored centrally or locally,
whether the system performs identification searches against watchlists or databases, whether
biometric information is retained after matching, and whether processing takes place in public
or access-controlled environments.

In the case of a fixed or extended LFRT deployment in publicly accessible areas, the DPIA
should address the particular risks arising from the scale, duration and location of the
processing. This should include the number and location of cameras, the number of individuals
likely to be captured, the frequency and duration of deployments, the size and composition of
any watchlists, the treatment of individuals who are not included on a watchlist, and whether
the system is capable of supporting retrospective searches.

The DPIA should distinguish between live matching and retrospective searches where their
purposes, lawful bases, risks, retention periods or safeguards differ. It should also document
the complete data flow, including the capture of facial images, the generation and comparison
of biometric templates, the creation of alerts, human review, any subsequent police
intervention, the retention or deletion of data, and any access by external providers.

Where a facial recognition system generates an alert that may result in intervention, detention,
referral or other action affecting an individual, the DPIA should explain the safeguards applied
before such action is taken. Human review should be meaningful and should involve a person
who understands the capabilities and limitations of the system, critically assesses the alert
against reliable information, and has authority to reject or override the system’s output.

107 The Gibraltar Constitution Order 2006 includes the fundamental rights and freedoms of individuals,
reflecting those set out in the European Convention on Human Rights. See recital 4 of the Gibraltar
GDPR.

108 Recital 75 of the Gibraltar GDPR.

109 In assessing the wider risks to rights and freedoms, controllers should consider the relevance of
concerns raised by academics, civil society groups, and international organisations in respect of LFRT.
Some concerns relate to the potential for LFRT to be used to target certain individuals due to their
activities, behaviours, personal attributes, or beliefs. There are also concerns about the wider inhibiting
effect of LFRT on the free exercise of rights, such as freedom of expression and assembly.
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Important Note

A DPIA must assess the level of risk, and in particular whether it is “high risk”. The Gibraltar
GDPR makes clear that assessing risk requires consideration of both the likelihood of harm
occurring and the severity of its potential consequences.!!® A relatively low likelihood of
harm does not necessarily mean that overall risk is low where the consequences for affected
individuals could be significant. This may be the case, for example, where a facial recognition
system has a relatively low error rate, but an incorrect match could nevertheless have
serious consequences because of the context, scale, or purpose of the deployment.

Identifying and assessing the risks associated with facial recognition is inherently context
specific. Controllers should therefore take into account the circumstances of the proposed
deployment, focusing on the potential for the processing to cause direct or indirect harm to
individuals. The Information Commissioner recognises that this potential is particularly
significant where LFRT is used for the automatic collection of biometric data in public places.
Accordingly, controllers should, as a minimum, consider whether the proposed deployment
may result in:

o inability to exercise legal rights;

e inability to exercise specific data protection rights, including the right to be informed,
the right of access and the right to object;

e inability to opt-out of the processing;
o false-positive matches, false-negative matches, and algorithmic bias;
e loss of control over the use of personal data;

e risks arising from the scale of the deployment, including the number of individuals
likely to be affected;

e inability to access services or opportunities;

o risks associated with retaining facial images, biometric templates or watchlists beyond
what is necessary for the stated purpose; and

o direct or indirect impacts on individuals' ability to exercise their rights and freedoms in
publicly accessible areas, as well as protection from discrimination, and broader
societal impacts such as the loss of public trust and confidence in facial recognition
technologies.

As part of the DPIA, controllers should identify the technical and organisational measures that
will be implemented to eliminate or reduce the identified risks. Controllers should consider
whether privacy-enhancing technologies ("PETs") can be incorporated into, or deployed
alongside, the facial recognition system. PETs may assist controllers in meeting their
obligations by reducing the amount of personal data processed, strengthening technical and

110 Recitals 75, 76, 84, 90 and Article 35(1) of the Gibraltar GDPR.
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organisational safeguards, and supporting compliance with data protection by design and by
default (see section 6.4 of this Guidance Note).

The DPIA should also explain how the controller will monitor false-positive and false-negative
results, assess the continuing effectiveness of the system, review the composition of
watchlists, and suspend or modify the deployment where the risks cannot be adequately
mitigated.

Having assessed the risks and identified appropriate mitigation measures, controllers must
determine whether the proposed deployment can comply with the requirements of the
Gibraltar GDPR and the DPA. The DPIA should be kept under review and updated where the
nature, scope, purposes or operation of the facial recognition system changes, or where
developments in the technology or evidence of new risks make this necessary.

Where a DPIA indicates that the intended processing would result in a high risk to the rights
and freedoms of individuals that cannot be reduced to an acceptable level through appropriate
mitigation measures, the controller must consult the Information Commissioner's office (i.e.,
the Gibraltar Regulatory Authority) before the processing begins. ! Given the inherent risks
associated with many deployments of facial recognition technology, particularly LFRT,
controllers should carefully consider whether prior consultation is required before deployment.

Where appropriate, controllers should also consider publishing the DPIA, or at least a summary
of its principal findings and conclusions. Subject to legitimate security, law enforcement or
other overriding public interest considerations, publication may enhance transparency,
accountability and public confidence in the deployment of facial recognition technologies (see
section 6.4 of this Guidance Note).

Law enforcement processing under Part III of the DPA

Competent authorities should refer to the relevant provisions under Part III of the DPA, as
referenced in the footnotes to this section. The guidance in section 6.5 of this Guidance
Note should be considered and applied where relevant when carrying out processing under
Part III of the DPA.

Further, given the risks associated with FRT, and in particular LFRT, for law enforcement
purposes, the Information Commissioner expects competent authorities to complete a DPIA
before any deployment, including trials, pilots, and operational deployments.

Competent authorities should assess and document each proposed deployment on its own
merits. In particular, the DPIA and the APD should clearly demonstrate why the “sensitive
processing”!? of biometric data through facial recognition is “strictly necessary*** for the
relevant law enforcement purpose. This requires a clear assessment of the necessity and
proportionality of the proposed processing, including whether less intrusive and equally
effective means are reasonably available to achieve the same objective.

111 See Article 36(1) of the Gibraltar GDPR. Note that for processing under Part III of the DPA, prior
consultation in the context of DPIAs is required under section 74(2) of the DPA, where under section
74(1) of the DPA a controller intends to create a filing system.

112 Section 44(5) of the DPA (Part III of the DPA).
113 Section 44(3)(b)(i) of the DPA (Part III of the DPA).
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The DPIA should also clearly identify the risks associated with the proposed deployment,
explain the measures intended to eliminate or mitigate those risks, and demonstrate how

the processing complies with the requirements of Part III of the DPA.

b.6 Other Data Protection Requirements

If a controller concludes that the use of FRT or LFRT can be justified, it must also implement
the system in a way that complies with the data protection principles and enables data subjects
to exercise their rights.!'* This assessment will also form part of the DPIA.

Guidance on these and other data protection requirements is provided below.
(a) Compliance with the data protection principles.

The first and second data protection principles, “lawfulness, fairness and transparency”!!*> and
“purpose limitation,”!® have been addressed in the preceding sections. Brief guidance is
provided below in respect of the remaining data protection principles.

Data minimisation — Article 5(1)(c) of the Gibraltar GDPR.!!’

Personal data processing must be adequate, relevant and limited to what is necessary.
Controllers must minimise the amount of personal data they collect by ensuring that any use
of facial recognition is as narrowly targeted as possible to achieve their stated purpose. Any
personal data that is not relevant or necessary for that purpose should be removed or, where
appropriate, effectively anonymised as soon as possible, before any further biometric
processing takes place. Anonymisation should ensure that the data cannot subsequently be
re-associated with an identifiable individual.

Controllers should also consider whether it is necessary to retain original biometric samples
once templates have been generated. Where samples are retained, controllers should ensure
that they are appropriately protected, securely stored and deleted when they are no longer
necessary.

With regard to LFRT, controllers should also take the following steps to ensure compliance:

¢ Implement time limitations by using LFRT for the shortest possible period and only for the
minimum duration required for it to be effective.

114 Refer to the Information Commissioner’s published Guidance Notes concerning various aspects of
data protection, available here: https://www.gra.gi/data-protection/guidance.

115 Article 5(1)(a) of the Gibraltar GDPR. For processing under Part III of the DPA, see section 44(1) of
the DPA.

116 Article 5(1)(b) of the Gibraltar GDPR. For processing under Part III of the DPA, see section 45(1) of
the DPA.

117 For processing under Part III of the DPA, see section 46 of the DPA.
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e Limit the physical and spatial scope of the system so that deployment is targeted to the
intended purpose and does not amount to more general surveillance.

e Limit the size of any watchlists and the number of individuals whose facial templates are
processed. Controllers should consider whether less intrusive alternatives could reasonably
achieve the same objective before increasing the scale of biometric processing (see
sections 6.3 and 6.4 of this Guidance Note).

e Ensure that watchlists are compiled in a compliant manner, in accordance with clear and
objective criteria and appropriate governance processes (see sections 6.6(a) and 7(a) of
this Guidance Note).

Law enforcement processing under Part III of the DPA

Competent authorities should refer to the relevant provisions under Part III of the DPA, as
referenced in the footnotes to this section. The guidance set out above should be considered
and applied where relevant when carrying out processing under Part III of the DPA.

Accuracy — Article 5(1)(d) of the Gibraltar GDPR.!!8

Controllers must take every reasonable step to ensure that personal data is accurate and kept
up to date. Individual’s physical, physiological, and behavioural characteristics may change
over time, while a biometric reference describing those characteristics remains fixed at the
time it was captured. The accuracy of a biometric reference may therefore decrease over time,
potentially resulting in a higher false non-match rate. Where controllers become aware that
biometric data is inaccurate or no longer suitable to for the stated purpose, they must take
reasonable steps to correct or erase it without undue delay.

Controllers should also ensure that system outputs are treated appropriately, including by
treating LFRT results as statistical estimates or predictions rather than matters of fact (see
section 6.4(a) of this Guidance Note).

Law enforcement processing under Part III of the DPA

Competent authorities should refer to the relevant provisions under Part III of the DPA, as
referenced in the footnotes to this section. The guidance set out above should be considered
and applied where relevant when carrying out processing under Part III of the DPA.

In the law enforcement context, the consequences of processing inaccurate personal data
may be particularly serious due to the potential impact on individuals, including, for example,
contributing to an incorrect decision to arrest. Competent authorities must therefore ensure
that personal data processed for law enforcement purposes is accurate and kept up to date,
and must erase or rectify without undue delay any personal data that is inaccurate, having
regard to the particular law enforcement purpose for which it is processed. 1%°

118 For processing under Part III of the DPA, see section 47(1) of the DPA

119 The provision also stipulates that the processing of personal data based on facts must be
distinguished from that based on personal assessments, in so far as possible. See section 47(2) of the
DPA (Part III of the DPA).
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In all areas of policing and criminal justice, it is highly likely that any processing of personal
data will involve different categories of data subject. Therefore, where relevant and as far
as possible, the principle also requires competent authorities to distinguish between such
categories, specifically individuals who are -

suspected of having committed or about to commit a criminal offence (suspects);

convicted of a criminal offence;
victims of, or suspected to be victims of, a criminal offence (victims); or

witnesses or persons who can provide information about a criminal offence
(witnesses).!?°

There may be instances where an individual falls under more than one of these categories.
For example, an individual may be both a victim and a witness in a certain case, or an
offender in one case and a victim or witness in another. Competent authorities should
therefore ensure that they have processes and procedures in place to make such
distinctions.

Storage limitation — Article 5(1)(e) of the Gibraltar GDPR.!%!

Controllers must retain data collected through a facial recognition system, including biometric
data, for no longer than is necessary for the stated purpose. Different retention periods may
apply to different phases of processing. For example, in relation to LFRT, unmatched biometric
templates should be erased as soon as technologically possible. Matched templates may be
retained only for the shortest period necessary to achieve the stated purpose and must remain
subject to appropriate safeguards. Controllers should ensure that facial images, biometric
templates, alerts, watchlist information and CCTV footage are each subject to clearly defined
retention periods appropriate to their respective purposes.

Controllers must consider storage limitation throughout the lifecycle of personal information
as it passes through a biometric recognition system. They should have processes in place to

review databases of biometric references, watchlists and related records regularly and to
delete information that is no longer required.

Law enforcement processing under Part III of the DPA

Competent authorities should refer to the relevant provisions under Part III of the DPA, as

referenced in the footnotes to this section. The guidance set out above should be considered
and applied where relevant when carrying out processing under Part III of the DPA.

120 Section 47(3) of the DPA (Part III of the DPA).
121 For processing under Part III of the DPA, see section 48(1) of the DPA.
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Integrity and confidentiality (security) — Articles 5(1)(f) and 32 of the Gibraltar
GDPR.!??

Controllers must ensure that “gppropriate’ technical and organisational measures are
implemented to ensure that personal data is processed securely, including when biometric
data is collected, transmitted, accessed, and stored. 12> The measures required will depend on
the circumstances of the processing, including the nature of the data processed, the risks
posed to individuals, and the likelihood and severity of potential harm.

Biometric data is particularly sensitive because, unlike many other forms of personal data, it
is inherently linked to an individual and cannot be changed if compromised. The standard of
security required is therefore particularly high. Controllers should assess the potential
consequences of unauthorised access, disclosure, loss or misuse of biometric data, as well as
threats and vulnerabilities specific to facial recognition systems, including presentation
attacks, 12* morphing attacks,'? and other attempts to compromise the reliability or security
of the system. 126

Appropriate security measures should include, where relevant, robust encryption of biometric
data, effective access controls, secure storage arrangements and measures to protect against
unauthorised disclosure or misuse. Controllers should also consider security measures beyond
cybersecurity, including physical security controls and restrictions on access to systems and
facilities where biometric data is processed.

Where a controller relies on a processor or third-party provider to operate a facial recognition
system, it must ensure that the processor provides sufficient guarantees that appropriate
technical and organisational measures are implemented. This is particularly important where
biometric data is processed or stored by external providers. Controllers should understand the
security measures implemented throughout the relevant supply chain and ensure that
responsibilities for identifying, managing, and responding to security risks are clearly
established.

122 For processing under Part III of the DPA, see section 49 of the DPA.

123 See Articles 24 and 32 of the Gibraltar GDPR. For processing under Part III of the DPA, see sections
65 and 75 of the DPA.

124 presentation attacks involve an impostor using an artefact of some kind to mimic an individual who
has been enrolled in the system. See National Cyber Security Centre, “Biometric recognition and
authentication systems” available here: https://www.ncsc.gov.uk/collection/biometrics/how-
biometrics-are-attacked#section_2 and https://www.ncsc.gov.uk/collection/biometrics/face accessed
28 July 2026.

125 A face morphing attack is an attack on a biometric facial recognition system, where the system is
fooled to match two different individuals with the same synthetic facial image. See Clemens Seibold,
Wojciech Samek, Anna Hilsmann and Peter Eisert, “Accurate and robust neural networks for face
morphing attack detection” available here:
https://www.sciencedirect.com/science/article/pii/S2214212619302029 accessed 28 July 2026.

126 Convention 108, “Consultative committee of the convention for the protection of individuals with
regard to automatic processing of personal data convention 108 guidelines on facial recognition” p.13
available here: https://rm.coe.int/guidelines-on-facial-recognition/1680a134f3 accessed 28 July 2026.
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Controllers should also consider whether PETs, including biometric-specific PETs,!?” can be
incorporated into the facial recognition system. Such measures may assist in reducing the
risks associated with unauthorised access to biometric data while supporting compliance with
the principles of data minimisation, storage limitation, and data protection by design and by
default.

Where biometric templates are created or stored, controllers should apply appropriate
template protection measures.'?® They should consider whether templates are designed to
reduce the risk of misuse if compromised, including through characteristics such as
irreversibility, “unlinkability”, and revocability or renewability. These safeguards may help to
prevent compromised biometric information from being reverse engineered, linked across
different systems or used indefinitely after exposure.!?

Controllers should also carefully consider whether biometric data can be minimised or
protected throughout the processing lifecycle. Depending on the circumstances of the
deployment, measures such as limiting the creation or transfer of biometric data, reducing
unnecessary personal information contained within biometric samples or templates, or
enabling verification to take place locally on a device rather than through centralised storage
may reduce the potential impact of a security incident.'*® However, the suitability of such
measures will depend on the specific purpose and design of the system, and controllers should
ensure that any chosen approach continues to allow effective oversight and compliance with
data protection obligations.

Further, controllers should regularly test, assess, and evaluate the effectiveness of their
security measures,!3! taking into account evolving threats, vulnerabilities and technological
developments. Any identified weaknesses should be addressed promptly to ensure that
biometric data remains secure and that the processing continues to comply with the integrity
and confidentiality principle.l32

Law enforcement processing under Part III of the DPA

Competent Authorities should refer to the relevant provisions under Part III of the DPA, as
referenced in the footnotes to this section. The guidance set out above should be considered
and applied where relevant when carrying out processing under Part III of the DPA.

127 Techniques that seek to minimise privacy risks in biometric recognition systems are sometimes called
“biometric privacy enhancing technologies” or “*B-PETs".

128 See for example, “ISO/IEC 24745:2022"”, which includes a list of threats and counter measures
Available here: https://www.iso.org/obp/ui/#iso:std:iso-iec:24745:ed-2:v1:en accessed 28 July 2026.

129 1CO, “How do we keep biometric data secure?” available here: https://ico.org.uk/for-
organisations/uk-gdpr-guidance-and-resources/lawful-basis/biometric-data-guidance-biometric-
recognition/how-do-we-keep-biometric-data-secure/ accessed 29 July 2026.

130 Thid.

131 Article 32(1) of the Gibraltar GDPR. For processing under Part III of the DPA, see section 65(3) of
the DPA.

132 For further information see the Information Commissioner’s Guidance Note, “(18) Data Security”
IR07/19 available here: https://www.gra.gi/data-protection/guidance.
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Accountability — Article 5(2) of the Gibraltar GDPR.133

Controllers are responsible for complying with data protection law and must be able to
demonstrate that compliance. Controllers should ensure that responsibility for, and oversight
of, any facial recognition system is clearly allocated throughout the system’s lifecycle.

Controllers should consider implementing the following measures, where relevant:

e Document key decisions taken throughout the lifecycle of the system, including
decisions concerning purpose, lawful basis, necessity, proportionality, accuracy
thresholds, DPIAs and consultations with the Information Commissioner or other
relevant stakeholders.

e Adopt policies, procedures and practices documenting the lawful bases, conditions and
purposes for processing and protecting individuals’ rights.!34

e Publish reports and provide educational material concerning the use of facial
recognition and its associated risks, where appropriate.

e Provide training and implement audit procedures for staff involved in processing facial
recognition data.

e Implement measures to oversee human intervention and ensure that personnel
critically assess, question and, where appropriate, override system outputs.

e Ensure that DPIA requirements are complied with (see section 6.5 of this Guidance
Note), including the requirement to keep the DPIA under review where the system,
purpose, risks or safeguards change.

Law enforcement processing under Part III of the DPA

Competent authorities should refer to the relevant provisions under Part III of the DPA, as
referenced in the footnotes to this section. The guidance set out above should be considered
and applied where relevant when carrying out processing under Part III of the DPA.

The “/ogging’ requirements at section 71 of the DPA

This provision provides a means by which competent authorities can demonstrate the
lawfulness of processing'*® (see section 6.2 of this Guidance Note) and support the integrity
and security of personal data processing.!3®

133 While this section provides guidance in respect of demonstrating accountability in the context of
FRT/LFRT, organisations should also ensure they comply with Article 30 of the Gibraltar GDPR where
relevant, which contains explicit provisions concerning the documentation of processing activities more
generally. For processing under Part III of the DPA, see section 70 of the DPA.

134 As also required at Article 24(2) of the Gibraltar GDPR. For processing under Part III of the DPA,
see section 65(2) of the DPA.

135 Section 71(4)(a) of the DPA (Part III of the DPA).
136 Section 71(4)(c) of the DPA (Part III of the DPA).
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Competent authorities that operate “automated processing systems”, including electronic
databases, must keep logs of at least the following processing operations -

collection;
alteration;

consultation, including, where possible, the justification, date and time of the
consultation and the identity of the person carrying it out);*’

disclosure, including transfers;!38
combination; and
erasure.

Other than to demonstrate compliance with the principles mentioned above, the logs of the
specified processing actions may be used for one or more of the following purposes —

e to assist with self-monitoring by the controller or the data processor, including the
conduct of internal disciplinary proceedings;**° or

e the purposes of criminal proceedings.'*

In the context of facial recognition systems, competent authorities should also consider
logging the following processing operations:

e Changes to a reference database!*! (for example, additions, deletions, or updates) should
be recorded. Where the lawfulness of the change or the outcome of the processing
cannot otherwise be verified, a copy of the relevant facial image may be retained within
the log. Such retention should be justified, proportionate, and subject to appropriate
technical and organisational safeguards.

Identification or verification attempts, including the outcome such as a match or no
match, and the confidence score,'* should be recorded. To comply with the data
minimisation principle, logs should record the unique identifier of the relevant reference

137 EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the area of law
enforcement” Version 2.0 Adopted on 26 Aprili 2023 pp.27-28 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of _en accessed 23 July 2026.

138 | ogs of consultation and disclosure should make it possible to establish the justification, date and
time of such operations and, as far as possible, the identification of the person who consulted or
disclosed personal data. With regard to the latter operation, this should also include the identity of the
recipients of such personal data. See sections 71(2) and (3) of the DPA (Part III of the DPA).

139 Section 71(4)(b) of the DPA (Part III of the DPA).
140 Section 71(4)(d) of the DPA (Part III of the DPA).

141 Meaning the database containing the enrolled facial records (for example, facial images, biometric
templates, or both) against which identification or verification attempts are performed.

142 Meaning the confidence level of the prediction (match), in the form of a probability.
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record rather than duplicate copies of the reference facial image or biometric template.
Captured facial images and biometric templates generated during identification or
verification attempts should not be retained in logs unless there is a specific and
documented necessity, such as investigating a confirmed match.

The identity (e.g., user ID) of the user who requested the identification or verification
attempt should be recorded.

Any personal data stored in the logs of the systems is subject to strict purpose limitations
(e.g. audits) and should not be used for other purposes. For example, logged data should
not be used to perform recognition or verification, including by using an image that has
been deleted from the reference database.

Logs should be protected by appropriate technical and organisational measures to
preserve their confidentiality, integrity and availability. Competent authorities should
consider automated monitoring to detect unauthorised access to, or misuse of, audit
logs. Appropriate retention periods should be defined and, where possible, automated
deletion should be used once logs are no longer required. 143

Further, competent authorities should ensure that personal data (for example, of users) is
only stored in the logs of systems for specified, explicit and legitimate purposes and should
not be used for other purposes.'#

(b) Compliance with the rights of the data subject.

Information concerning compliance with certain data subject rights'#®, including the “right to
be informed” under Articles 13 and 14 of the Gibraltar GDPR,!* has been provided in earlier
sections of this Guidance Note. Additional guidance on the remaining rights is provided below
in the context of facial recognition.'¥’

Data subjects may be restricted only where the restriction is provided for by law and a valid
exemption under the Gibraltar GDPR or the DPA applies.*® Controllers should not rely on the

143 EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the area of law
enforcement” IR23/20 Version 2.0 Adopted on 26 April 2023 pp.27-28 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of_en accessed 23 July 2026.

144 Section 45(1) of the DPA (Part III of the DPA).

145 Articles 13-22 of the Gibraltar GDPR. For processing under Part III of the DPA, see Chapter 3 of this
Part.

146 For processing under Part III of the DPA, see section 53 of the DPA.

147 For general guidance in respect of data subject rights’ the Information Commissioner’s Guidance
Note, “(23) The Rights of Individuals under the Gibraltar GDPR” IR23/20 available here:
https://www.gra.gi/data-protection/guidance.

148 For processing under Part III of the DPA, Competent Authorities may restrict certain data subject
rights as provided for under the relevant provisions in Chapter 3 of Part III of the DPA. For further
information on relevant exemptions and restrictions, please see the Information Commissioner’s
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technical complexity of facial recognition systems as a justification for limiting or frustrating
the exercise of those rights.

Where the “right of access” (Articles 12 and 15 of the Gibraltar GDPR)!* is exercised,
controllers should have appropriate processes and technical measures in place to identify and
provide the requester with the personal data to which they are entitled, including, where
applicable, biometric samples and biometric templates. Where a biometric template is linked
to an individual through an alphanumerical identifier or similar reference, controllers should,
wherever possible, retrieve the relevant information using that identifier rather conducting
further facial recognition searches against a database. This helps to avoid unnecessary
processing of other individuals' biometric data and supports compliance with the data
minimisation principle.

Controllers should also recognise that biometric data may be held in complex or proprietary
machine-readable formats that cannot readily be provided in an intelligible form. While this
does not remove the obligation to comply with the right of access, where it is not reasonably
practicable to provide a copy of the biometric data in a usable format, controllers should
explain the nature of the data, how it is held, and the reasons why it cannot be provided in
that form, so as to enable the requester to understand the processing. Where facial
recognition is used to identify individuals by comparison against a watchlist, controllers should
also ensure that this processing is reflected in their response, unless an exemption under the
Gibraltar GDPR and/or the DPA applies.

With regard to the rights to “rectification”, “restriction” and “erasure” of personal
data (Articles 12, 16, 18 and 17 of the Gibraltar GDPR), '*° controllers should have
appropriate processes in place to identify, assess, and respond to requests without undue
delay. Given that facial recognition systems produce probabilistic rather than definitive results
(see section 5.3 of this Guidance Note), controllers should recognise that a suggested match
generated by a facial recognition system is not, in itself, capable of rectification, as it
represents a statistical assessment rather than a statement of fact. However, the underlying
personal data, including biometric references, biometric templates, watchlist records, labels,
associated information and decisions or opinions based on a suggested match, may be subject
to rectification where they are inaccurate or incomplete.

Where the right to “erasure”>! applies, controllers should ensure that biometric data,
biometric templates, and any associated records are erased without undue delay, including,
where applicable, from backup systems. Where biometric data is processed on the basis of
consent, controllers should recognise that withdrawal of consent may also require erasure
unless another lawful basis permits the continued processing of that data. Controllers should
also be aware that, where a valid objection to the processing is upheld under Article 21 of the
Gibraltar GDPR, this may also require the erasure of the relevant personal data. Controllers
should ensure that they are able to identify and, where appropriate, rectify, restrict or erase
biometric data and associated records in accordance with the Gibraltar GDPR.

Guidance Note, “(23) The Rights of Individuals under the Gibraltar GDPR"” IR23/20 available here:
https://www.gra.gi/data-protection/guidance.

149 For processing under Part III of the DPA, see section 54 of the DPA.
150 For processing under Part III of the DPA, see sections 55, 56 and 57 of the DPA.

151 Article 17 of the Gibraltar GDPR. For processing under Part III of the DPA, see section 56 of the
DPA.
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The right to “data portability” (Article 20 of the Gibraltar GDPR),>? applies to any
personal data provided to a controller by the data subject where the lawful basis for processing
is either consent or contract, and the controller is carrying out the processing by automated
means.!>3

Data subjects have the right to receive this personal data and can ask controllers to transmit
it to another organisation, which must be done if this is technically feasible. However, this
right does not apply to personal data created by the controller based on what the data subject
has provided. Therefore, this right does not apply to biometric templates, as the template is
data derived from an individual’s characteristics. Notwithstanding, this is still personal data,
and therefore other rights apply, such as the right of access.

If a data subject makes a request for their biometric data under the right to data portability,
controllers must explain why they are not going to act in response to the request (for example,
because the right does not apply).t>* Controllers should also clarify with the requester that
biometric data falls under the right of access.!>

Further, the rights and conditions relating to “automated individual decision-
making”'%¢ and “profiling”**’ (Article 22 of the Gibraltar GDPR)'*® may also be
relevant in the context of facial recognition.

Article 22(1) of the Gibraltar GDPR provides that individuals have the right not to be subject
to decisions based solely on automated processing, including profiling, which produce legal or
similarly significant effects on them.

The use of automated processing alone does not mean that Article 22 of the Gibraltar GDPR
applies. Controllers must consider whether the facial recognition system is being used to make
a decision affecting an individual, whether that decision is made solely by automated means,
and whether it produces legal or similarly significant effects.

In assessing whether a facial recognition deployment involves solely automated decision-
making, controllers should consider -

o what decision the system is intended to make or support;

152 There is no such right under Part III of the DPA.

153 For further information see the Information Commissioner’s Guidance Note, “(5) Data Portability”
IR05/17 available here: https://www.gra.gi/data-protection/guidance.

154 Article 12(4) of the Gibraltar GDPR.

155 In accordance with Article 12(2) of the Gibraltar GDPR requiring controllers to facilitate the exercise
of the data subject rights.

156 This means a decision based solely on automated processing that significantly affects an individual
or produces a legal effect on an individual (Article 22(1) of the Gibraltar GDPR). For processing under
Part III of the DPA, section 58(2) defines this as a decision based solely on automated processing that
significantly affects an individual or produces an “adverse”legal effect on an individual.

157 This means any form of automated processing intended to evaluate certain personal aspects of an
individual, for example to analyse or predict their location, movements or behaviour as defined at Article
4(4) of the Gibraltar GDPR. For processing under Part III of the DPA, see section 42(4) of the DPA.

158 For processing under Part III of the DPA, see sections 58 and 59 of the DPA.
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o who or what determines the outcome affecting the individual;
o whether any human involvement is meaningful; and
o the potential impact of the decision on the individual.

Whether Article 22 of the Gibraltar GDPR is engaged will depend on the purpose and
deployment of the facial recognition technology. For example, a “one-to-one” facial
recognition system used for authentication!*>® may involve solely automated decision-making
where the system compares an individual’s facial image against a pre-enrolled biometric
template to verify their identity and automatically grants or refuses access to an account,
service, or premises without human involvement. An automated refusal of access may,
depending on the circumstances, produce a legal or similarly significant effect on an individual
and therefore engage Article 22 of the Gibraltar GDPR.

By contrast, “one-to-many”%® facial recognition systems, including many deployments of
LFRT, are often used to generate alerts or potential matches between an individual and a
reference database. These outputs may then be reviewed by a human operator before any
action is taken. Where the operator genuinely assesses and critically considers the system'’s
output before making a decision, the resulting decision would not be based solely on
automated processing and Article 22 of the Gibraltar GDPR would not apply. However, the
involvement of a human operator will not, by itself, prevent processing from being regarded
as solely automated. Where human operators merely act upon, implement or routinely accept
results produced by the system without genuinely assessing and challenging the output, and
the resulting decision produces legal or similarly significant effects for the individual, Article
22 of the Gibraltar GDPR would apply.t®! Meaningful human involvement requires a person
who understands the capabilities and limitations of the facial recognition system, is able to
critically assess its output and has the authority to depart from it where appropriate.

Where the processing involves special category data, as is the case with facial recognition,6?
Article 22 of the Gibraltar GDPR provides that solely automated decision-making producing
legal or similarly significant effects is only permitted in limited circumstances. These include
where the individual has given “explicit consent” or where the processing is necessary for
“reasons of substantial public interest’.*%3 Controllers must also provide appropriate
safeguards, including simple ways for individuals to obtain meaningful human intervention,
express their point of view and contest the decision.®* This is particularly important given the
potential consequences of false matches or other inaccuracies (see section 5.3 of this
Guidance Note). Controllers should also implement appropriate organisational measures to

159 See section 3 of this Guidance Note.
160 Thjd.

161 EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the area of law
enforcement” IR23/20 Version 2.0 Adopted on 26 April 2023 p.22 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of _en accessed 23 July 2026.

162 Involves the processing of biometric data for the purpose of uniquely identifying an individual.

163 See Article 22(4) of the Gibraltar GDPR, which refers to Articles 9(2)(a) and 9(2)(g) of the Gibraltar
GPDR. For processing under Part III of the DPA, see sections 58 and 59 of the DPA.

164 See Articles 22(3) and 22(4) of the Gibraltar GDPR. For law enforcement processing, see sections
58 and 59 of the DPA.
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reduce automation bias, including ensuring that staff are appropriately trained and are not
placed under conditions that encourage the uncritical acceptance of system outputs.

Where facial recognition is used for profiling, controllers should also ensure that the processing
does not result in unlawful discrimination, particularly where biometric or other special
category data is involved. 6>

Law enforcement processing under Part III of the DPA

With regard to all the rights of data subjects, competent authorities should refer to the
relevant provisions under Part III of the DPA, as referenced in the footnotes to this section.
The guidance set out in section 6.6(b) of this Guidance Note should be applied where
relevant to the processing carried out under Part III of the DPA.

Right not to be subject to automated individual decision-making.

Section 58(1) of the DPA stipulates that competent authorities processing for law
enforcement purposes cannot take a significant decision based solely on automated
processing unless that decision is required or authorised by law.

A “qualifying significant decision” is defined as a decision which significantly affects or
produces an adverse legal effect on an individual and is authorised by law (see sections
58(2) and 59(1) of the DPA).

This right does not specifically refer to profiling. However, profiling is defined in section
42(4) of the DPA as “any form of automated processing intended to evaluate certain
personal aspects of an [individual ...]'.

Where a competent authority takes a qualifying significant decision in relation to a data
subject based solely on automated processing, they should inform an individual in writing
as soon as reasonably practical. The individual may, within one month of being informed,
request the competent authority to reconsider the decision, or take a new decision that is
not based solely on automated processing. The competent authority must consider any such
request, including any information provided by the individual, and respond within one month
of receipt, explaining the steps taken and the outcome of the review.

Currently, solely automated decision-making that leads to an adverse outcome is rarely used
in the law enforcement context and is unlikely to have many operational implications.

(c) The role of the Data Protection Officer ("DPO").
Data protection law requires a DPO to assist the controller by -

e monitoring internal compliance;

165 EDPB, “Guidelines 05/2022 on the use of facial recognition technology in the area of law
enforcement” 1IR23/20 Version 2.0 Adopted on 26 April 2023 p.22 available here:
https://www.edpb.europa.eu/documents/guideline/guidelines-052022-on-the-use-of-facial-
recognition-technology-in-the-area-of_en accessed 23 July 2026.
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¢ informing and advising on data protection obligations;
e providing advice regarding DPIAs; and
e acting as a contact point for data subjects and the Information Commissioner.6®

The DPO should receive ongoing support from senior management and, where appropriate,
the board. The DPO should have knowledge of data protection law and practice proportionate
to the nature and sensitivity of the processing, including the risks associated with biometric
data and facial recognition technology.

If the Information Commissioner is made aware of a specific concern or complaint about the
processing of personal data, for example through the use of LFRT, the Information
Commissioner may contact the DPO directly or seek evidence from the controller that they
consulted with the DPO, or associated community, about the processing.

Law enforcement processing under Part III of the DPA

Competent authorities should refer to the relevant provisions under Part III of the DPA, as

referenced in the footnotes to this section. The guidance set out in section 6.6(c) of this
Guidance Note should be applied where relevant to the processing carried out under Part
III of the DPA.

1. FURTHER GUIDANGE ON LFRT: SURVEILLANGE

(a) Watchlists

When controllers compile watchlists for use as part of an LFRT system, this processing must
also comply with data protection law, and among other things, meet the same requirements
of lawfulness, fairness, necessity and proportionality.

Whenever a watchlist is used for live facial recognition, in line with the data protection
principles, the Information Commissioner expects controllers to -

o strictly limit the images they include on the watchlist to those which are necessary and
proportionate (that is, not excessive in relation to the intended purposes);

¢ not use the images for a different purpose, for example for profiling or combining with
other personal data;

e ensure watchlist images are retained only as long as is necessary, in line with the data
minimisation and storage limitation principles (for example, delete images from the
system as soon as practical, in particular where no match is suggested);

166 See Articles 35-36 and 37-39 of the Gibraltar GDPR. For processing under Part III of the DPA, see
sections 78-80 of the DPA.
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¢ include only images that are lawfully acquired, accurate, verifiable and suitable for the
intended purpose, ensuring that their provenance is understood and that the quality
of the image is sufficient for reliable matching;

e process images fairly, considering possible adverse impacts for the individual;

e ensure transparency and that individuals can exercise their rights, including the right
to be informed, to erasure and to object, unless relevant exemptions apply; and

e ensure watchlists are compiled, maintained, and regularly reviewed against clear and
objective inclusion and removal criteria by staff who have sufficient knowledge of data
protection and appropriate governance arrangements to comply with the requirements
of the law.

Watchlists of individuals suspected of minor offences are less likely to satisfy the key legal
tests of necessity and proportionality.'®” Likewise, watchlists comprising images of individuals
where there is no reasonable expectation that they will be in the vicinity of the LFRT
deployment are also less likely to meet these requirements. Further, watchlists based on
images of uncertain origin (for example, images sourced from social media) will raise issues
including lawfulness, fairness and accuracy. Controllers should not assume that photographs
made publicly available online may automatically be used to create biometric templates or
watchlists, as the fact that a photograph is publicly available does not necessarily mean that
the related biometric data has been manifestly made public by the data subject (see section
6.2(b) of this Guidance Note). Such practices could lead to unjustified intervention and cause
unwarranted distress and damage to individuals.

Where LFRT is used to generate an alert concerning a person, the alert should not be treated
as establishing that the person is the individual included on the watchlist. Before any
intervention is undertaken, appropriately trained personnel should carry out a meaningful
review of the alert and verify the individual’s identity using reliable and proportionate means.
The outcome of that review, including the reasons for confirming or rejecting the alert, should
be recorded.

Controllers should maintain auditable records of the operation of the system, in accordance
with the accountability and logging requirements set out in section 6.6 of this Guidance Note.
Such records should include, where relevant, watchlist changes, matching attempts, alerts,
human reviews, interventions and the deletion of data relating to individuals who are not of
interest. These records should be used to assess accuracy, identify emerging bias, review the
effectiveness and proportionality of the deployment, and support accountability.

Where a watchlist is used in connection with a fixed or extended LFRT deployment, controllers
should document the criteria for inclusion, review and removal of each individual. The criteria
should be sufficiently clear and objective to ensure that inclusion is necessary and
proportionate for the particular deployment.

In particular, controllers should record the reason why an individual is included, the
seriousness and relevance of the alleged conduct, the basis for believing that the individual
may be present within the area of deployment, the period for which inclusion is justified, and

167 For processing under Part III of the DPA, watchlists of individuals suspected of minor offences are
less likely to satisfy the key legal test of “strict necessity” (see the purple textbox at the end of sections
6.2 and 6.3 of this Guidance Note).
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the date on which the inclusion will be reviewed. Watchlist entries should not be retained
indefinitely or used across different deployments without a separate assessment of necessity,
proportionality and compatibility.

The fact that an individual is wanted by another jurisdiction, or that an image has been
supplied by another organisation, should not by itself justify inclusion on a watchlist.
Controllers should verify the provenance, accuracy, currency and suitability of the image and
should document the legal and operational basis for using it in the particular LFRT deployment.

(b) Collaboration with law enforcement

Where facial recognition is used for surveillance purposes, this may involve collaboration with
law enforcement authorities, including competent authorities. The parties should identify and
document the purposes for which any information is collected, used or shared.

This may involve various forms of information sharing, joint operations or direction by law
enforcement authorities. The precise nature of the processing will depend on the
circumstances of each case.

Where there is collaboration between FRT/LFRT operators and law enforcement authorities,
the relationship and responsibilities of the parties must be clear.1® The parties must assess
whether they are acting as separate controllers, joint controllers'®® or whether the operator is
acting as a data processor.!”? The relationship must be documented in appropriate contracts
or other agreements, which accurately reflect the parties’ actual roles, clearly specify how the
data is to be processed, and limit further processing for incompatible purposes (see section
6.6(a) of this Guidance Note).

Where the parties are joint controllers, they must have an arrangement!’! that transparently
sets out their respective responsibilities for compliance with data protection requirements.
Among other things, the arrangement should address, as applicable, responsibility for
providing information to data subjects, responding to data subject rights requests, security,
retention, personal data breaches and other applicable data protection obligations. Where the
processing is under Part III of the DPA, the arrangement must designate the controller
responsible for acting as the contact point for data subjects.'”?

168 These obligations arise from Article 5(2) of the GDPR (“accountability”) and the controllership
provisions in Articles 24-29 of the Gibraltar GDPR. For processing under Part III of the DPA, see sections
67-69 of the DPA.

169 Article 26 of the Gibraltar GDPR. For processing under Part III of the DPA, see section 67 of the
DPA.

170 Article 28 of the Gibraltar GDPR. For processing under Part III of the DPA, see section 68 of the
DPA. For further guidance see the Information Commissioner’s Guidance Note, “(24) Guidance on the
Concepts of Data Controller and Data Processor” IR24/20 (v2) available here: https://www.gra.gi/data-
protection/guidance.

171 Articles 26(1) and 26(2) of the Gibraltar GDPR. For processing under Part III of the DPA, see sections
67(1) and 67(2) of the DPA.

172 Section 67(3) of the DPA (Part III of the DPA). Under Article 26(1) of the Gibraltar GDPR, the
arrangement “may”’ designate a contact point for data subjects. Under Article 26(2) of the Gibraltar
GDPR, the “essence of the arrangement shall be made available to the data subject.”
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Where the operator acts as a processor, the contract!”? or other binding legal act must, among
other things, specify the subject matter and duration, nature and purpose of the processing,
type of personal data and categories of data subjects, and the respective rights and obligations
of the parties. It should also clearly set out the processor’s responsibilities, including acting
only on the controller’s instructions, confidentiality, appropriate security measures, the use of
sub-processors, assistance with data subject rights, return or deletion of personal data, and
demonstrating compliance, as applicable.!”*

Where an external provider operates or hosts the facial recognition platform, the parties
should document the provider’s precise responsibilities. These should include, where relevant,
system configuration, the creation and management of watchlists, the setting and review of
accuracy thresholds, access to biometric data, investigation and handling of system generated
alerts, security incidents, and data subject complaints.

The parties should not assume that a contractual designation determines the legal
relationship. Whether an organisation is a controller, processor, or a joint controller depends
on the actual circumstances, including who determines the purposes and means of the
processing. Contractual arrangements should not be used to transfer legal responsibilities that
remain with the controller under applicable data protection law.

Where controllers intend to share personal data, they should implement an appropriate data-
sharing agreement. Any continuing data sharing should be reviewed regularly to ensure that
it remains necessary, proportionate and compatible with the original purpose for which the
personal data was collected (see section 6.6(a) of this Guidance Note).!”> The agreement
should also specify the data to be shared, the purpose and lawful basis for sharing, the
responsibilities of each party, security arrangements, retention periods and procedures for
responding to data subject requests and complaints.

Law enforcement processing under Part III of the DPA

Competent authorities should refer to the relevant provisions under Part III of the DPA, as

referenced in the footnotes to this section. The guidance set out in section 7 should be
considered and applied where relevant to processing carried out under Part III of the DPA.
Where the requirements differ, the provisions of Part III of the DPA take precedence.

173 Article 28(3) of the Gibraltar GDPR. For processing under Part III of the DPA, see sections 68(5) and
68(6) of the DPA.

174 Sections 68(2)-68(8) of the DPA (Part III of the DPA).

175 For further information see the Information Commissioner’s “Data Sharing Code of Practice” IR01/21
(v2) available here: https://www.gra.gi/data-protection/codes-of-practice.
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IMPURTANT NOTE

This document is intended for guidance purposes only and does not constitute legal advice or
legal analysis. Organisations that process personal data should be aware that the Gibraltar
GDPR and the DPA may apply directly to them. The responsibility to become familiar with
those provisions and to comply with them, where applicable, lies with the organisation.

The Information Commissioner may review this Guidance Note in light of legal, technological
or other relevant developments. In the event of any conflict or inconsistency between this
Guidance Note and the Privacy Regs, the Gibraltar GDPR or the DPA, the Privacy Regs, the
Gibraltar GDPR and the DPA will take precedence.

54



CONTACT LS

Gibraltar Requlatory Authority

Znd Floor, Eurotowers 4, | Europort Road, Gibraltar
O  (350) 20074836

@ privacy@gra.qgi
@ www.gra.gi
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https://www.youtube.com/channel/UCO958LkccAK48VwKvKS5Djg
https://www.facebook.com/GibraltarRegulatoryAuthority
https://twitter.com/gibregauthority
https://www.linkedin.com/company/gibraltar-regulatory-authority

