Information Commissioner

E-Newsletter 04/18
Welcome to the fourth newsletter issued by the Information Commissioner this year. Our newsletters aim to provide you with
news, updates, developments and additions to our website in relation to data protection matters and our work as the statutory
body responsible for the enforcement of current data protection laws.

Awareness Events & Community Engagement
As well as raising awareness about the rights of individuals under data protection law, the Information Commissioner (the “Commissioner”) runs
a “Control Your Privacy” (“CYP”) campaign that aims to raise awareness of the risks to privacy from digital technology, and promote its responsible
use, so that people have sufficient knowledge and understanding to make informed decisions about the opportunities offered by digital technology.
Launched in January 2014, the CYP campaign involves a combination of activities ranging from social media campaigns, workshops, public
awareness events and school presentations.
In November, the Commissioner’s office began this academic year’s awareness raising campaign in local schools. To date, five presentations
have been delivered to middle school Year 7 students, between 11 and 12 years of age. The presentations have covered the Loreto Convent,
Bishop Fitzgerald’s, St Joseph’s, and St Bernard’s schools. In January, a presentation is scheduled to be delivered at St Anne’s to complete the
middle schools. Subsequently, phase two of the school campaign will be launched to address Year 9 and Year 11 students in secondary schools.

Recognising that privacy and data protection may be a difficult subject to discuss, and teach to children, the Commissioner’s office incorporates
various exercises and examples in its presentation to enable an interactive, fun and informative session. The exercises and topics included in
the presentation are current, and touch upon elements of social media and online gaming which, according to previous surveys, a high percentage
of students are familiar with. The presentation breaks down data protection jargon into practical terminology for students and provides an insightful
understanding into the world of privacy settings and how to best protect personal data.

DIGITAL EDUCATION

The Commissioner’s office recently featured in the “Report of the International Working Group on Digital Education” which was published in
October 2018. The report seeks to take stock of the main actions of the Digital Education Working Group (DEWG) which consists of 65 data
protection authorities, representing six major regions of the world. One of the DEWG’s main objectives as highlighted in their action plan for
2017-2018, was the exchange of experiences and proposal for adoption of an enhanced data protection competency framework in schools.
The work of the Commissioner’s office was highlighted for its implementation of the framework in its creation and publication of data protection
and privacy lesson plans, for middle and secondary school teachers to use with their students. The content, made available in the form of
packs and exercises, offers varied educational tools addressing subjects in the news and also historic events, adapted for a young audience,
known to be well acquainted to the Internet. For more information please visit the Education Resources page on our website.
On the 26 April 2006, the Committee of Ministers of the Council of Europe agreed on a “Data Protection Day” campaign, to be
celebrated annually on the 28th January. This date corresponds to the anniversary of the opening for signature of the Council
of Europe's Convention 108 for the Protection of individuals with regard to automatic processing of personal data.
Data Protection Day is celebrated globally and also in Gibraltar. The local initiative is led by the Commissioner’s office with
the main purpose of the event being to raise awareness and promote privacy and data protection best practices

IN THIS FOURTH QUARTER OF 2018 ONLY, THE COMMISSIONER’S OFFICE HAS RECEIVED OVER 10 DATA BREACH NOTIFICATIONS?

Data protection guidance & assistance
The production of guidance is an area that has been given greater priority by the Commissioner to assist organisations in their efforts to comply with
the General Data Protection Regulation (“GDPR”). The Commissioner’s office has already issued nine guidance notes relating to the GDPR with
two being issued in this last quarter of 2018.

“Personal Data Breach Notification”
The eighth guidance note focuses on the GDPR’s Data Breach
Notification requirements and includes examples to assist data
controllers determine whether they need to notify a personal data
breach; a flowchart which illustrates the notification requirements
under the GDPR; and a data breach notification form for data
controllers to use should they be required to notify a personal data
breach. To download this document, please click here.

“Information Commissioner’s Regulatory Action”
This provides guidance on the regulatory action that the
Commissioner may take under the Data Protection Act 2004 (“DPA”)
and the GDPR. The document provides information on how the
Commissioner proposes to exercise his functions in connection with
information notices, assessment notices, enforcement notices and
penalty notices.

“GETTING READY FOR BREXIT”

The basis on which the UK and Gibraltar will leave the EU is still to be decided. However, the Commissioner has today,
published advice and assistance on how organisations can ensure that data flows, crucial to business and other activities,
are maintained in the event of a no deal Brexit. To download this document, please click here.

Conferences, workshops & events
1st October 2018 – INFOEM Conference
Invited as expert speakers, the Commissioner and the Head of Information Rights participated
in a GDPR conference organised by the State of Mexico Data Protection Authority, INFOEM.
The event was one from a series of activities that both authorities have cooperated on,
stemming from an MOU signed between the Commissioner and INFOEM’s Commissioners
in October 2016, for cooperation at international level on matters relating to data protection.
The event was split into two sessions, with presentations on “key points of the GDPR” and
“international transfers under the GDPR”, respectively delivered by the Commissioner and
the Head of Information Rights. The conference took place in Toluca, Mexico and was
attended by Data Protection Commissioners from various states in Mexico and their staff.

23rd October 2018 – International Conference of Data Protection & Privacy Commissioners (ICDPPC)
The Commissioner’s office participated in the annual ICDPPC, this year held in
Brussels. The conference brings together Data Protection Commissioners from around
the world, and other important information rights organisations such as the Council of
Europe. At the event, participants discuss data protection issues, share knowledge,
and work collectively on current and developing issues. Amongst other things, the
global group of Commissioners, adopted resolutions that set out the conference’s
resolve in relation to specific matters. This year, the conference focused on ethics,
dignity and respect in a life driven by data with a particular focus on artificial intelligence.

26th – 29th November 2018 – Data Protection & Freedom of Information Case Handling Workshop
Two members of the Commissioner’s office attended the Data Protection Case Handling Workshop 2018 and the first ever Freedom of Information
Case Handling Workshop held in Budapest, Hungary, over a period of four days. Both members from the Commissioner’s office actively participated
in the session and were involved in moderating sessions of the Data Protection Workshop as well as spearheading discussions within their working
groups. Both events involved participants from different privacy authorities worldwide, sharing practical experiences on data protection and freedom
of information matters respectively.

Data
Protection
& Brexit

Alongside other public authorities and government officials, the Commissioner’s office participated in
discussions with representatives of the UK government, to discuss data protection arrangements in a
post Brexit scenario, with the aim of maintaining high standards of data protection and free flow of
personal data in the international context.

The Commissioner’s office makes use of social media platforms to disseminate guidance and engage with the public. In addition to ad hoc
guidance and social media messages based on “current news”, the Commissioner’s office carries out social media campaigns on topical matters
that run for several weeks. In this last quarter of 2018, the Commissioner’s office operated/initiated the following social media campaigns –
•
•

over a period of four weeks, the campaign summarised information about the 2017-18 school privacy awareness survey; and
the current campaign comprising of a series of 9 infographics providing general guidance on the GDPR’s right to data portability.

All social media campaigns and the corresponding social media posts are listed on our website.

investigations
An investigation is any process which sees the Commissioner’s office taking action either as the result of a complaint or as a result of information
obtained as part of their day-to-day functions and which raises doubts as to whether the DPA/GDPR is being complied with. In this fourth quarter
of 2018, a total of 10 investigations have been closed, with several others ongoing. The following page provides investigation summaries for a few
of the cases that have been closed this quarter.
Logical Thinking Limited

Department for Environment, Heritage and Climate Change

The Commissioner received a complaint in relation to a Subject
Access Request (“SAR”) that was submitted to Logical Thinking
Limited (“LTL”).

The Commissioner became aware of issues relating to the purpose
and positioning of CCTV cameras installed at Gibraltar's beaches
(the "CCTV") and the related footage publicly available at
www.beaches.gi (the "Website'').

The complainant claimed that LTL did not comply with the SAR,
which requested an electronic copy of all information relating to his
account with LTL. The complainant further claimed that LTL had
deleted the account and all information contained therein shortly
after the SAR was submitted.
After engaging with LTL, the Commissioner concluded that LTL’s
customer support misinterpreted the Complainant’s SAR as a
request to delete his personal data and delivered on this
misinterpreted request. LTL provided the complainant with a written
apology acknowledging the misunderstanding. The Commissioner
also asked the Complainant whether the accidental deletion of his
personal data had created negative consequences for him, but no
new information or comments were provided to the Commissioner,
who proceeded to close the case.

Cassava Enterprises (Gibraltar) Limited
The Commissioner received a complaint in relation to a Subject
Access Request (“SAR”) that was submitted to Cassava
Enterprises (Gibraltar) Limited (“Cassava”) by email on 24th
January 2018.
During the investigation, Cassava engaged with the Complainant to
provide him with the information requested, albeit beyond the
timeframe required by data protection legislation.
The Commissioner concluded that Cassava did not respond to the
Complainant’s SAR in accordance with Article 12 of the GDPR
(section 14 of the Data Protection Act 2004, prior to it being
amended on the 25th May 2018) and thereby breached the law, in
particular, because information was not provided within the
prescribed timeframe.

The Commissioner undertook an investigation which concluded
that, given that the CCTV was processing personal data and, it was
installed for the purpose of assessing beach conditions and not
intended to process personal data, such processing was not
necessary and breached the GDPR.
The Commissioner issued a Decision requiring corrective action to
be taken. The Department for Environment, Heritage and Climate
Change (the “EHCC”) subsequently confirmed that the Website
cameras had been turned off and were therefore, no longer
processing personal data. The Commissioner further noted that the
EHCC would be taking steps to correct any issues before the
cameras are turned on again. The Commissioner proceeded to
close the case.

Telecoms Operator
A local telecoms operator notified the Commissioner of a data
breach where billing information of a subscriber was disclosed to
an individual in an unauthorised manner.
The Commissioner undertook an investigation which concluded
that the telecoms operator did not have appropriate organisational
and technical security arrangements in place to protect personal
data from being accidently or deliberately compromised and,
therefore, they were processing personal data in contravention of
the GDPR.
The Commissioner recorded the above-mentioned contravention
and required the telecoms operator to review their arrangements to
improve compliance and minimise the risk of future contraventions
of the GDPR.

Online Gambling Operator

An online gambling operator notified the Commissioner of an
incident involving access to user accounts using a list of known
compromised email addresses.
The Commissioner undertook an investigation which identified a
data breach had taken place. However, no suspicious activity took
place on the accounts and/or loss of funds. Following the data
breach, the online gambling operator reviewed their organisational
and technical security measures to protect personal data from being
accidentally or deliberately compromised.
Further, the online gambling operator emailed all affected
customers following the incident, informing them of a cyber breach
and advising them to consider changing and strengthening their
passwords. In view of the above, the Commissioner closed the
case.

Bella Vita Supplies Limited

The Commissioner became aware of issues relating to the purpose
and positioning of a CCTV system installed at a Beach Bar located
in Eastern Beach (the “Property”), owned by Bella Vita Supplies
Limited (“Bella Vita”).
The Commissioner undertook an investigation which concluded
that Bella Vita were in breach of Article 5(1)(c) of the GDPR, as two
of the cameras of the CCTV system were processing personal data
beyond the Property in a manner that was not adequate, relevant
and limited to what was necessary in relation to the purpose for
which the personal data was processed. The Commissioner further
found that Bella Vita were unable to demonstrate that they had
appropriate measures in place in relation to the retention of
personal data, in breach of Article 5(1)(e) of the GDPR.
Following the issuing of his conclusion on the matter, Bella Vita
confirmed that all cameras belonging to the CCTV system had been
removed from the Property and all recordings destroyed/deleted. In
light of this, the Commissioner closed the case.

DATA PROTECTION and CCTV
The Basic Need-to-knows about CCTV signage…
As you know, the DPA and the GDPR both form part of the data protection regime in Gibraltar. The legislation regulates the processing of
personal data, this being data which relates to living individuals who can be identified. Therefore, identifiable images of individuals captured by
CCTV systems are personal data and are subject to the provisions of the DPA and the GDPR. Data controllers are required to be transparent
in regard to the recording of CCTV footage. This is generally achieved by the use of signs, which should be placed in a prominent position that
clearly advises individuals that their images are being recorded.
The signs should provide notice to individuals before they enter a location which is being monitored by CCTV and contain the following
information:

1
2
3
4

The identity of the data controller unless this is self-evident;
The identity of any local representative nominated by the data controller;
The purposes for the use of CCTV;
Any other necessary information to do with the specific processing of the information.

Any CCTV footage that captures images beyond the intended property space may breach the DPA and the GDPR. Data controllers should
ensure that the footage recorded by its CCTV does not capture a larger area than is strictly necessary, in particular, public spaces.

What to do if you have a query?
Use our complaints form
Email us: privacy@gra.gi
Call us on +350 200 74636

From all at the

Commissioner’s office
SHOULD YOU WISH TO UNSUBSCRIBE PLEASE EMAIL: UNSUBSCRIBE@GRA.GI .

