Information Commissioner
E-Newsletter 02/19

Welcome to the second newsletter issued by the Information Commissioner (the “Commissioner”) this year. Our newsletters aim to provide you
with news, updates, developments and additions to our website in relation to data protection matters and our work as the statutory body responsible
for the enforcement of data protection laws.

Awareness Events & community Engagement
Saturday 25th May 2019 marked the anniversary of the introduction of the General Data
Protection Regulation (the “GDPR”), which updated data protection law throughout the
European Union, including Gibraltar. Awareness about the importance of privacy and data protection has significantly increased since the GDPR
came into force, which has had a meaningful impact on local organisations in regard to the way personal data is processed and how individuals’
rights are exercised.
The Commissioner’s office held its annual Awareness Raising Day at the Piazza on the Wednesday 22nd May 2019, to coincide with the week of
the anniversary of the GDPR’s introduction. Throughout the event the team engaged with the public to help raise awareness of ongoing data
protection and privacy related issues. The event forms part of the Commissioner’s “Control Your Privacy” campaign, the aim of which is to provide
different sectors of the community with information about data protection and privacy rights. By raising awareness, the Commissioner hopes to
empower people and help them exercise their individual rights more effectively and take better control over their information.
Coverage of the event may be viewed using the following LINK.

On Data Protection Day, the Commissioner’s office
released a video as part of their “Control Your Privacy”
campaign. The video links the emergence of new
technologies that so greatly benefit the data-driven
world we live in with the importance of protecting
personal data and exercising individual’s privacy
rights. The Commissioner encourages you to view and
share the video using the following link:
(https://youtu.be/kkoa0n5Quaw).

VIEW & SHARE

This year’s school report relates to the results of a survey carried out in Gibraltar’s schools during the 2018/19 academic year, concerning the
use of digital technology and privacy. The survey is part of an awareness raising programme for schools, organised and led by the Commissioner’s
office in co-operation with the Department of Education.
The report details the results from this year’s survey and analyses these by comparing them to the results from the survey in previous years. In
doing so, the Commissioner’s office is able to identify any key changes or behavioural trends in privacy practices amongst students in Gibraltar
when using digital technology, particularly when using Social Networking Sites (“SNS”).
A total of 1038 students took part in this year’s survey, which consisted of 538 boys and 500 girls between the ages of 11 and 16. This year’s
results, when examined against previous years’ results, identify some positive developments. For example –

•

the everyday use of SNS to post comments has significantly reduced among Year 11 Students;

•

the everyday use of SNS to post photos or videos is relatively low amongst all three-year groups;

•

the use of security features on mobile devices such as a PIN, facial recognition, etc. to control access to the mobile device has increased
across all the year groups surveyed.

Notwithstanding the positive developments above, concerns remain, such as the increased use of SNS by Year 7 Students and the very high
percentage of students sharing information about others without their consent. In addition, the emergence of the use of online console apps
provides new challenges from a data protection perspective. In this regard, the continuous and increasing use of SNS demands that continuous
efforts are made in relation to raising privacy awareness to help the younger generations understand the importance of
controlling their privacy.
The Commissioner’s office welcomes the improvements in privacy practices; however, it is
appropriate and necessary to continue monitoring these user habits and endeavour to promote
the safe use of SNS, mobile devices and other technologies. In light of this, preparations are well
under way for the next awareness-raising programme in schools for the 2019/20 academic year.

THE FULL SCHOOL REPORT IS AVAILABLE TO
DOWNLOAD USING THE FOLLOWING LINK

Data protection guidance & assistance
The Commissioner’s office has already issued thirteen guidance notes relating to the GDPR and the Data Protection Act 2004 (the “DPA”), with
one being issued since the publication of the March 2019 e-newsletter.

Guidance on Consent
As defined in Article 4(11) of the GDPR, consent of the data subject means “any freely given, specific,
informed and unambiguous indication of the data subject's wishes by which he or she, by a statement or
by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her”.
Consent is one of the lawful grounds for the processing of personal data under Article 6 of the GDPR.
Explicit consent is one of the lawful bases that can be relied on to process special categories of personal
data or personal data relating to criminal convictions and offences.
This Guidance Note provides information and guidance on the conditions for consent under the DPA and
the GDPR. It is important to note that the concept of consent is not new, as its definition and role remain
similar to that under the previous EU Data Protection Directive 95/46/EC.

All Guidance Notes are uploaded on our website under “GDPR Guidance”– click here

The Commissioner’s office makes use of social media platforms to disseminate guidance and engage with the public. In addition to ad hoc
guidance and social media messages based on “current news”, the Commissioner’s office carries out social media campaigns on topical matters
that run for several weeks. In this second quarter of 2019, the Commissioner’s office initiated the following social media campaigns –
•

“How to Prepare for Brexit” - this campaign ran for a total of 6 weeks and aimed to
provide organisations with advice and assistance on how to best ensure that data
flows crucial to business and other activities are maintained in the event of a no
deal Brexit..
•

“International Transfers” - over a period of seven weeks, the campaign displayed a
series of infographics providing summary guidance on the provisions in Chapter V
of the GDPR regarding transfers of personal data to third countries or international
organisations. These infographics were shared on Facebook, Twitter and LinkedIn.

All social media campaigns and the corresponding social media posts are listed on our website.

Conferences, workshops & events
The Commissioner and Assistant Information Commissioner (the
“AIC”) attended the Spring Conference of European Data Protection
Authorities held in Tbilisi, Georgia, between the 8th and 10th May 2019.

Taking place a year after the introduction of the GDPR, the conference
focused on the enforcement of the GDPR and the modernisation of the
Council of Europe’s Convention 108, alongside other pressing topics
including child data protection.

The AIC delivered a presentation on 23rd May 2019 at the Data
Security Symposium organised by Deloitte. The presentation,
titled “GDPR’s 1st Birthday: Our Experience So Far,” described
the impact of the GDPR on the work undertaken by the
Commissioner’s office, laying emphasis on the significant
increase in the number of enquiries and investigations received
since the GDPR’s introduction. The AIC later joined other
speakers at the event for a panel that took questions from the
audience.

The Commissioner’s office took part in an afternoon seminar hosted by the Gibraltar Association of Compliance Officers (“GACO”). The seminar
took place on the 12th June 2019 and was titled “One Year On: a look at how the EU Regulators have enforced the GDPR since May 2018 and
if companies have achieved GDPR compliance or not”. A presentation was delivered by the Commissioner’s office detailing the impact of the
GDPR on the Commissioner’s office as the regulator of data protection legislation in Gibraltar.

The Commissioner’s office will be taking part in a breakfast club organised by the Gibraltar Federation of Small Businesses (“GFSB”). The
breakfast club, titled “Data Protection matters with the GRA” will consist of a 20-minute presentation followed by a Q&A session and will take
place on the 27th June 2019. The aim of this setup is to encourage debate on data protection and privacy-related issues that significantly impact
small businesses in Gibraltar.

The Commissioner organises periodic data protection workshops for Data Protection Officers
(“DPOs”) in Gibraltar, as part of his efforts to promote awareness and provide assistance to
data controllers and DPOs in relation to their data protection obligations.
The first round of workshops was held in March 2019, presenting DPOs with an opportunity
to broaden their understanding of data protection law and provided an opportunity for the
Commissioner’s office to obtain a better insight into the issues/challenges faced by data
controllers.
The feedback received from participants was positive, with the majority highlighting that the range of topics discussed proved useful to their line
of work. Others added that it was a very informative and well-presented workshop and that they looked forward to taking part in future events.
In light of the above, preparations are well underway for the second round of workshops to be held in September 2019 with the aim of further
promoting discussion and facilitating collaboration between DPOs.
If you would like to register your interest in attending the DPO workshops, please contact us by email using: dpoworkshops@gra.gi

In the second quarter of 2019 the Commissioner’s office has received over 45
inbound enquiries, with the majority relating to CCTV.

ADVICE
• Let people know you are using CCTV by using signs. The signs should identify who you are and why CCTV is
being used.
• Ensure you don’t capture more footage than you need to achieve the purpose of the CCTV.
• Ensure the security of the footage you capture – in other words, holding it securely and making sure nobody
can watch/access it without good reason.
• Only keep the footage for as long as you need it. Delete it when it is no longer needed.
• Ensure the CCTV system is only operated in ways you intend and can’t be misused for other reasons. Those
who have access to the CCTV should know about the importance of not misusing it and the repercussions of
doing so.
• Make sure you respect the data protection rights of the people whose images you capture.

investigations
An investigation is any process which sees the Commissioner’s office taking action either as the result of a complaint or as a result of information
obtained as part of their day-to-day functions and which raises doubts as to whether the DPA/GDPR is being complied with.
In the second quarter of 2019, a total of seven investigations have been closed, with several others ongoing. The following provides investigation
summaries for several cases that have been closed this quarter.
Data Candy Limited

A complaint was submitted by an individual (the “Complainant”) to
the UK’s Information Commissioner’s Office (the “ICO”) who then
forwarded the complaint to the Commissioner’s office in Gibraltar.
The complaint related to the fact that the Complainant was able to
obtain unauthorised access to an internal client database run by
Data Candy Limited (“Data Candy”).
The Commissioner undertook an investigation which concluded that
Data Candy had breached Articles 5(1)(f) and 32 of the GDPR, for
not having appropriate technical and organisational measures in
place to protect personal data in the database from being
deliberately or accidently compromised.
Data Candy took corrective action and provided material
demonstrating that they had introduced security measures to
protect the database. The Complainant also informed Data Candy
and the Commissioner that she was no longer in possession of any
personal data obtained by the unauthorised access.

Gibraltar Savings Bank

The Gibraltar Savings Bank (the “GSB”) printed and sent 48
children account statements (the “Statements”) to respective
guardians/parents and in each case, information concerning an
unrelated child’s bond statement was printed overleaf in error.
The GSB were required to take corrective action to ensure
compliance with the GDPR and mitigate the risk of future
occurrences.
In addition, the GSB were required to take action to ensure that
Statements sent in error were either recovered or destroyed.

CCTV System - Sir William Jackson Grove

A complaint was received by an individual in relation to footage and
possibly audio being captured by a CCTV system (the “CCTV
System”) run and controlled by a resident of Sir William Jackson
Grove (the “Resident”), installed in a parking area (the “Area”) at
the estate.
The Commissioner undertook an investigation which found that the
processing of personal data by the Resident was unwarranted and
excessive; the processing was not limited to what was necessary in
relation to the purposes for which the personal data was processed.
The CCTV System captured images of identifiable individuals, in
breach of Article 5(1)(c) of the GDPR. The Commissioner further
noted that the CCTV signs used did not provide appropriate
information, in breach of Article 5(1)(a) of the GDPR.
Corrective action was taken by the Resident to (a) adjust the CCTV
System’s field of view to ensure that images mainly captured
property belonging to the Resident and, (b) the information on the
CCTV signs was updated to ensure compliance with Article 5(1)(a)
of the GDPR.

Note: A separate complaint, similar in nature to the
above-mentioned is still under investigation

GVC Services Limited

A complaint was received regarding two Subject Access Requests
(the “SARs”) that were submitted to GVC Services Limited (“GVC”)
by an individual. A contravention was identified as GVC had not
responded to the SARs in accordance with Articles 12 and 15 of the
GDPR.
GVC’s responses to the SARs were outside of the prescribed
timeframe and only after the Commissioner had engaged with them
during the investigation. However, no further action was required
and/or considered necessary, taking into account the
circumstances of the case and the corrective action taken.

A high percentage of investigations undertaken by the Commissioner’s office
relate to issues concerning Subject Access Requests (SARs). The influx of SAR
related activity would appear to be as a result of increased awareness of
data protection rights amongst the general public.

Austin Friars Services Limited (1)

Kingsley Homes

Austin Friars Services Limited informed the Commissioner
that a former employee of theirs had sent work related
emails which contained personal data of another individual
to a personal email account. It was found that the disclosure
did not meet any of the conditions for the lawful processing
of personal data in Article 6(1) of the GDPR.
Following the Commissioner’s intervention, the former
employee confirmed in writing that the personal data had
been deleted. No further action was required and/or
considered necessary taking into account the circumstances
of the case and corrective action taken.

Austin Friars Services Limited (2)
An individual stated that personal data had been unlawfully
obtained from a work email account and personal email
account by a former employer, Austin Friars Services Limited
(“AFSL”). This personal data was processed without the
former employee’s consent and disclosed in an Employment
Tribunal (the “Tribunal”) matter.
It was found that AFSL had not accessed the individual’s
personal email account, however they had obtained personal
data pertaining to the individual from a work email account.
Such disclosure was lawfully obtained for the purposes of the
Tribunal and could continue to be used for such purposes.
However, some of the personal data obtained was excessive,
in breach of Article 5(1)(c) of the GDPR. Following the
Commissioner’s intervention, AFSL confirmed that they
would not use or disclose that personal data in any way
unless the Tribunal exercised its powers and ordered for it to
be disclosed.
No further action was required and/or considered necessary
taking into account the circumstances of the case and
corrective action taken.

An individual claimed that Kingsley Homes (“Kingsley”) had
sent an unsolicited marketing email, regarding a property, to
the individual’s personal email address. The individual further
claimed that the individual had sent Kingsley a Subject
Access Request (“SAR”), requesting information on how
Kingsley had obtained the personal data, but Kingsley’s
response failed to adequately meet the request.
The unsolicited marketing email was sent in breach of
Regulation 23 of the Communications (Personal Data and
Privacy) Regulation 2006 (“Privacy Regs”) as Kingsley were
unable to demonstrate that the individual had consented to
receiving the marketing email, or that they were sending the
email to the individual as a previous customer about similar
products.
Further, the sending of the email did not meet any of the
conditions for the lawful processing of personal data in Article
6(1) of the GDPR. In addition, Kingsley’s response to the SAR
was not clear and therefore in breach of Article 12(1) of the
GDPR, as Kingsley failed to clearly explain where they had
obtained information relating to the individual’s property.
Following the Commissioner’s intervention, Kingsley ceased
sending the individual marketing emails and confirmed that
they had taken remedial action to comply with data
protection requirements. No further action was required
and/or considered necessary taking into account the
circumstances of the case and corrective action taken.

Reporting a Data Breach

There are certain incidents that organisations need to
tell us about.
If you have identified a need to report a data breach to the
Commissioner, download and complete the Data Breach
Notification Form and submit to privacy@gra.gi.

Should you wish for a matter
to be investigated by the
Commissioner’s office

For more information, read our Guidance Note on Personal
Data Breach Notifications on our website.

For all other enquiries
Email us: privacy@gra.gi

Call us on +350 200 74636
privacy@gra.gi
+350 200 74636
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