Information Commissioner
E-Newsletter 03/19

Welcome to the third newsletter issued by the Information Commissioner (the “Commissioner”) this year. Our newsletters aim to provide you with
news, updates, developments and additions to our website in relation to data protection matters and our work as the statutory body responsible for
the enforcement of data protection laws.

Awareness Events & community Engagement
The Commissioner’s office will soon be re-launching the annual “Control Your Privacy” campaign,
starting with presentations that will be delivered in local schools for the 2019/2020 academic year.
The presentations are organised and led by the Commissioner’s office in co-operation with the
Department of Education.
The Commissioner’s aim is to continue raising awareness of the risks to privacy from digital technology,
and promote its responsible use, so that the younger generations acquire sufficient knowledge and
understanding to make informed decisions about digital technology.

Following last year’s presentations to schools, the Commissioner’s office carried out
a Privacy Awareness Survey (the “Survey”) covering Gibraltar’s upper primary and
secondary schools during the 2018/19 academic year. The results of the Survey were
published in a Privacy Awareness Survey Report which examined the relationship
between the use of digital technology and privacy.
Laisun Liu of the Commissioner’s Office was interviewed in relation to the Privacy
Awareness Survey.

The interview may be viewed using the following link:

www.gbc.gi/news/privacy-awareness-survey-offers-insight-student-social-media-use
THE FULL SCHOOL REPORT IS AVAILABLE TO DOWNLOAD USING THE FOLLOWING LINK

The Commissioner’s office has developed educational resources, which teachers can use to educate students on privacy and data protection. Two
packs are available – one for upper primary schools and one for secondary schools, however teachers may adapt and use the resources in each
pack across different ages should they consider it appropriate and/or useful.
The lesson plans integrate into Gibraltar’s ‘privacy awareness regime’, an International Framework, developed by an international working group
on digital education that the Commissioner’s office forms part of. The framework was adopted globally by the International Conference of Data
Protection and Privacy Commissioners.
For more information on the educational resources available, please visit our website:

https://www.gra.gi/data-protection/privacy-awareness/educational-resources

data protection guidance & assistance
The production of guidance is an area that has been given greater priority by the Commissioner to assist organisations in their efforts to comply
with the EU General Data Protection Regulation 2016/679 (“GDPR”) and the Data Protection Act 2004 (the “DPA”). To date, the Commissioner’s
office has published fifteen guidance notes, with two being issued in this third quarter of 2019.

The Right of Access (Handing Subject Access Requests (“SARs”))
The GDPR/DPA give individuals (known as ‘data subjects’) the right to obtain from organisations
information about themselves, including access to the personal data the organisations hold about
them, the purpose for which they hold it and who they disclose it to. This right is commonly known
as a subject access request (“SAR”).
Data subjects are only entitled to their own personal data and a SAR cannot be used to access
information relating to other persons. On occasion, information may need to be redacted by the
organisation before they respond to a SAR.
The Commissioner has issued a Guidance Note that sets out key points that organisations need to
be mindful of when handling SARs and provides practical tips to assist organisations to ensure that
they are GDPR-compliant when responding to such requests. The Guidance Note also features an
8-point checklist of the foremost “Do’s and Don’ts” when handling a SAR.

1. Organisations must act on a SAR without undue delay and, subject to
exceptions, at the latest within one month of receipt.
2. Individuals can make a SAR verbally or in writing.
3. In most cases you cannot charge a fee to comply with a SAR
4. It is a criminal offence, in certain circumstances and in relation to
certain information, for a person to require another person to make
a SAR.
5. The Commissioner has various enforcement powers when dealing
with failures to comply with or inadequate compliance with SARs.

Guidance on the use of CCTV
This Guidance Note provides good practice advice for those involved in operating Close Circuit
Television (“CCTV”) and other surveillance camera devices, to better understand their responsibilities
and obligations in regard to data protection when using CCTV.
CCTV is used by many, ranging from household setups, to workplace and business security and
monitoring systems to large-scale public sector implementations, such as city centres and travel
control.
Although its usage is generally considered to be advantageous in the reduction and prevention of
crime, there are concerns about their intrusion into the privacy of individuals, particularly when they
are used without appropriate controls or where unnecessary.
Data protection law, provides a means of regulatory control over the use of CCTV systems so that
individuals may enjoy security and safety whilst being assured that their rights to privacy are not being compromised.

All Guidance Notes are uploaded on our website under “GDPR Guidance”– click here

In the third quarter of 2019, most of the enquiries were in relation to data
processing (i.e. the collection, storage, sharing of personal data)?

More on data processing…
•

You must have a valid lawful basis in order to process personal data.

•

Most lawful bases require that processing is ‘necessary’ for a specific purpose.

•

You must not keep personal data for longer than you need it.

•

Further…

•
•

You need to think about – and be able to justify – how long you keep personal data for. This will depend on your
purpose[s] for holding the data.

•

You need a policy setting standard retention periods wherever possible, to comply with documentation requirements.

•

When sharing personal data, you must follow the key principles in data protection legislation.

•

In a data sharing arrangement, you must have policies and procedures that allow data subjects to exercise their
individual rights with ease.

The Commissioner’s office makes use of social media platforms to disseminate guidance and engage with the public. In addition to ad hoc guidance
and social media messages based on “current news”, the Commissioner’s office carries out social media campaigns on topical matters that run for
several weeks. In this third quarter of 2019, the Commissioner’s office initiated the following social media campaign –
•

“Consent” is one of the lawful grounds for the processing of personal data under Article
6 of the GDPR. Over a period of six weeks, the campaign displayed a series of
infographics providing summary guidance on the provisions of consent under the GDPR.
These infographics were shared on Facebook, Twitter and LinkedIn, and can also be
viewed on our website.

All social media campaigns and the corresponding social media posts are listed on our website.

Conferences, workshops & events
GFSB Breakfast Club
The Gibraltar Federation of Small Businesses invited members to a
Breakfast Club session with the Commissioner’s office, titled “Data
Protection Matters”. The morning seminar took place on Thursday 27th June
2019 and consisted of a 20-minute presentation delivered by the
Commissioner’s office, followed by a Q&A session. The aim of this setup was
to encourage debate on data protection and privacy-related issues that
significantly impact small businesses in Gibraltar.

British, Irish and Islands’ Data Protection Authorities
Members
of the Commissioner’s office attended the British, Irish and Island’s Data Protection Authorities (“BIIDPA”) meeting hosted by the
(BIIDPA)
Information Commissioner’s Office in Jersey. The BIIDPA meetings take place annually and are informal in nature, principally providing Data
Protection Authorities with an opportunity to discuss the latest developments within their jurisdictions.
The Commissioner led a discussion with the UK Information Commissioner (Elizabeth Denham) on ‘Leaving Europe & Data Flows’.

Part of the Information Commissioner’s role is to liaise with regulators and privacy experts in other jurisdictions
to discuss and further explore the development of practices in the regulation and enforcement of data protection.

PRIVACY LAWS AND

BUSINESS CONFERENCE
The Assistant Information Commissioner (the “AIC”) attended
the annual conference organised by Privacy Laws & Business,
the world’s longest running independent privacy conference.
The conference, held in July 2019 in St John’s College in
Cambridge, UK, aimed at addressing the far reaching GDPR
requirements both in the EU and the wider world and its impact
on company operations.
The AIC delivered a presentation titled “Privacy and Gaming
on the Rock of Gibraltar” which focused on the following •
•
•
•

The importance of data protection to the digital economy, including online gambling
The interplay between data protection, gambling and anti-money laundering legislation
Collaboration with other regulators in the regulation of data protection in the online gambling sector
High standards of data protection in Gibraltar.

WORKSHOP FOR DATA PROTECTION OFFICERS (DPOs)
In March 2019, the Commissioner’s office launched its programme for the organisation of periodic data
protection workshops for DPOs in Gibraltar, as part of their efforts to promote awareness and provide
assistance to data controllers in relation to their data protection obligations.
Preparations are well underway for the second round of workshops, scheduled for Monday 30th
September 2019, at the University of Gibraltar. The workshops present DPOs with an opportunity to
broaden their understanding of data protection law and also provide the Commissioner’s office with a
better insight into the issues and/or challenges faced by data controllers.
Four main topics will be discussed at the next workshop, namely –
•
•

The Right of Access (Handling Subject Access Requests)
Data Security

•
•

Personal Data Breach Notifications
Data Protection Impact Assessments

If you would like to register your interest in attending the above DPO workshop, please contact us by
email as soon as possible using: dpoworkshops@gra.gi

A high percentage of investigations undertaken by the Commissioner’s
office relate to issues concerning the handling of Subject Access Requests
by organisations, when individuals exercise their Right of Access.

investigations
An investigation is any process which sees the Commissioner’s office taking action either as the result of a complaint or as a result of information
obtained as part of their day-to-day functions and which raises doubts as to whether the GDPR/DPA is being complied with.
In the third quarter of 2019, a total of four investigations have been closed, with several others ongoing. The following provides investigation
summaries for a few of the cases that have been closed this quarter.
The Gibraltar Health Authority
This investigation concerned St Bernard’s Hospital’s (“SBH”) accidental
disclosure of sensitive personal data of one individual (the “Complainant”)
to another individual (“Individual B”) following a request for information.
Since the Commissioner's receipt of the complaint, the law changed with
the introduction of the GDPR. For reference, the sections of the DPA prior
to it being amended by the GDPR (the “Old DPA”,) are provided.
SBH’s disclosure of the Complainant’s medical records to Individual B,
which included special categories of personal data, did not meet the
conditions in Articles 6 and 9 of the GDPR (section 7 and 8 of the Old
DPA) and therefore breached the GDPR/the Old DPA.
SBH had also incorrectly mixed and placed together the records of the two
different patients due to not having reasonable measures in place to
ensure the accuracy of the personal data and special categories of
personal data that they processed. SBH therefore also breached Article
5(1)(d) of the GDPR (section 6(1)(b) of the Old DPA).

Further, SBH was found to not have appropriate organisational and
technical security arrangements in place to protect personal data from
being accidentally or deliberately compromised as per Articles 5(1)(f) and
32 of the GDPR (sections 6(1)(d) and 11 of the Old DPA). This was based
on the lack of measures in place to verify and validate access requests or
the information released in response to them, the lack of policies and
procedures in place to detect and/or manage data breaches and the lack
of data protection training and awareness amongst SBH staff.
Following the issuing of the decision on the matter, and on the request of
the Commissioner, SBH took corrective action and the Commissioner
considered the matter closed and the case resolved. However, the
Commissioner notified SBH of his intention to conduct an inspection by
the end of 2019, focusing on areas relating to the breach.

Borders & Coastguards Agency (the “BCA”)
A complaint was received from the Gibraltar General and Clerical
Association (the “GGCA”) on behalf of several BCA officers regarding the
use of a CCTV system at the Gibraltar International Airport (the “Airport”)
by the BCA.
The GGCA claimed that the CCTV footage obtained from the Airport’s
CCTV system was being used by the BCA to discipline BCA officers,
stating that this was disproportionate and beyond the purposes for which
the CCTV system was set up. The GGCA further claimed that the BCA
were not being transparent about the use of the CCTV system for
disciplinary measures.
Upon investigation, it was noted that the BCA did not process personal
data in a transparent manner, in breach of Article 5(1)(a) and Article 13 of
the GDPR, and were not specifying the purpose for the CCTV system to
BCA officers in breach of Article 5(1)(b) of the GDPR.
The BCA were required to review their arrangements to ensure
compliance with Article 13 of the GDPR by actively providing information
to the BCA officers. The BCA demonstrated compliance as per the above
by providing a CCTV Privacy Notice to BCA officers.
No further action was required and/or considered necessary considering
the circumstances of the case and corrective action taken by the BCA.

Department of Employment
A complaint was received from an organisation, concerning the processing
of personal data relating to that organisation’s employees and director, by
the Department of Employment.
No contravention identified. Case was closed.

Carbon Credits Research and Surveillance Agency Limited (the “CCRSA”)
A complaint was received from an individual (the “Complainant”) concerning the unauthorised disclosure of his personal data by CCRSA and a request for
the removal of his personal data from the CCRSA database. The Complainant claimed that CCRSA disclosed his personal data on their website, without
his consent and added that the CCRSA did not respond to his request for the removal of his data from the CCRSA database.
The Complainant’s personal data had been made publicly available through the CCRSA website as a result of a security flaw in the CCRSA’s systems.
Therefore, the processing of the Complainant’s personal data, as a result of the security flaw, was not CCRSA’s intention and not consented to by the
Complainant, in breach of Article 6(1) of the GDPR. Further, CCRSA processed the Complainant’s personal data without appropriate security measures,
in breach of Article 5(1)(f) of the GDPR.
In respect of the Complainant’s request for the removal of his data from the CCRSA database, CCRSA breached Articles 12 and 17 of the GDPR, in
particular because the response to the request was outside the prescribed timeframe.
Further, CCRSA breached Article 12(2) of the GDPR for not having measures in place to facilitate the exercise of data subject’s rights under Article 17 of
the GDPR.
No further action was required and/or considered necessary taking into account the circumstances of the case and corrective action taken.

ENFORCEMENT
Bet365
The Commissioner issued an official written reprimand in accordance with his powers as prescribed under the DPA and the GDPR.
The reprimand was issued to Bet365 for failing to comply with Articles 12 and 15 of the GDPR. The reprimand is currently under
review pending further information received from Bet365.

Lottohelden Limited
A separate official written reprimand was issued to Lottohelden Limited for failure to comply with
Articles 6 and 12 of the GDPR.
For further information on the regulatory action that the Commissioner may take under the GDPR/DPA,
please download “Guidance on Information Commissioner’s Regulatory Action” from our website.

In order to streamline and expedite investigation procedures, the Commissioner introduced a new layer to the process at the end of May 2019
which is referred to as an “Amicable Resolution” (“AmRes”). In the first instance, upon receipt of a complaint, the Commissioner’s office will
encourage that the matter be amicably resolved between the parties. Failing this, and upon receipt of material proving that the parties involved
have attempted to amicably resolve the issue but have been unsuccessful, the Commissioner will intervene and escalate the matter into a full
investigation.
Since the onset of the AmRes procedure, the Commissioner’s office has received a total of 23 complaints, 9 of which have been amicably
resolved and the cases closed, 1 which has been progressed into an investigation and 13 which are ongoing.

There are certain incidents that organisations need to tell us about.
A personal data breach is a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or
access to, personal data. This includes breaches that are the result of both accidental and deliberate causes. It also means that a breach is more
than just about losing personal data.
In 2019, a total of 14 data breach notifications have been received and investigated by the Commissioner’s office. A total of 8 of these investigations
have been closed, with 6 of them having been finalised in this third quarter of 2019. Currently however, there are 6 investigations into data
breaches ongoing.

If you have identified a need to report a data breach to the Commissioner, download and complete the Data
Breach Notification Form and submit it to privacy@gra.gi.
For more information, read our Guidance Note on Personal Data Breach Notifications on our website.

+350 200 74636

privacy@gra.gi
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