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Welcome to the first newsletter issued by the Information Commissioner (the “Commissioner”) this year. Our newsletters aim to provide you with
news, updates, developments and additions to our website in relation to data protection matters and our work as the statutory body responsible for
the enforcement of current data protection laws.

Awareness Events & community Engagement
Data Protection Day is an annual event celebrated internationally to commemorate the importance of privacy and data protection. This
year, the Commissioner’s office released a short video which can be viewed here. Using visual stimuli, sound effects and a clear,
concise narrative, the video links the emergence of new technologies that so greatly benefit the data-driven world we live in, to the
importance of protecting your personal data and exercising your individual privacy rights.

The Commissioner’s office continues to raise awareness about data protection law and privacy through its “Control Your Privacy”
(“CYP”) campaign. Launched in January 2014, the CYP campaign involves a combination of activities ranging from social media
campaigns, workshops and public awareness events, to school presentations.
Further to the five presentations delivered to middle school students in the last quarter of 2018, by the end of the first quarter of 2019,
the Commissioner’s office will have delivered a further 6 presentations. The school students targeted this quarter were students of
years 9 (13-14 year olds) and 11 (15-16 year olds).

The CYP school presentations are designed to grasp the student’s attention by unravelling the importance of protecting personal data
on popular social media platforms, using relevant examples and encouraging healthy discussion during the session. The presentation
uses a combination of visually-attractive slides and videos to keep the concentration flowing. It incorporates a series of interactive and
informative exercises to encourage light debates and more importantly, helps break down data protection jargon into practical
terminology for students, providing an insightful understanding into the world of privacy.

In this first quarter of 2019, the Commissioner’s Office has
received over 60 data protection enquiries!

Data protection guidance & assistance
The Commissioner’s office has already issued twelve guidance notes relating to the General Data Protection Regulation (the “GDPR”) and the
Data Protection Act 2004 (the “DPA”), with three being issued since the publication of the December 2018 e-newsletter.

Getting ready for a “no-deal” Brexit
This document provides guidance for organisations to prepare for a “no-deal” Brexit, in which case the
current GDPR as we know it will be absorbed into Gibraltar law. With this in mind, there is unlikely to be
any substantive changes to data protection law in Gibraltar. However, the uninterrupted free flow of data
between Gibraltar and the European Economic Area (the “EEA”) may be affected and guidance on how
to overcome these hurdles is provided in this document.
The Guidance Note advises on “International Transfers”, the key steps organisations should take in the
event of a “no-deal” Brexit and provides information on the use of Standard Contractual Clauses” (likely
to be a popular mechanism to protect the ongoing transfer of data to and from Gibraltar).

International Transfers
The purpose of this document is to provide summary guidance on the provisions in Chapter V of the GDPR
regarding transfers of personal data to third countries or international organisations. The guidance is useful
to a data controller in Gibraltar, as a territory within the EU, to understand its obligations when transferring
data outside of the EEA.
In the event of a “no-deal” Brexit, this guidance will also be useful to a data controller or processor in
Gibraltar as it identifies the mechanisms that may be used to maintain ongoing data flows from the EU/EEA,
for example by using ‘standard contractual clauses’

Data Protection & Brexit for Law Enforcement Processing
As per sections 39 and 40 of the DPA, the processing of personal data by a Law Enforcement Authority
(“LEA”) for “law enforcement purposes” is regulated by Part III of the DPA, not the GDPR.
The Guidance Note applies to ‘competent authorities’ who process personal data for law enforcement
purposes and provides a checklist which highlights the five steps LEAs can take to prepare for data
protection compliance should Gibraltar leave the EU without a deal.

All Guidance Notes are uploaded on our website under “GDPR Guidance”– click here
IT’S BEEN ALMOST A YEAR SINCE THE GDPR CAME INTO EFFECT!
How have you found this transitional period?
Have you got any questions or require advice?
Contact us with your GDPR-related queries via email (privacy@gra.gi) or telephone (+35020074636)

Conferences, workshops & events

DataGuidance interviewed Assistant Information Commissioner Bradley Tosso at the
International Conference of Data Protection and Privacy Commissioners (ICDPPC) held
in October 2018. This interview formed part of the DataGuidance’s 'Thought Leaders in
Privacy' series. Bradley provides his thoughts on the GDPR, the principle of
accountability and the compliance trends that are impacting the work of Commissioner’s
office’s work as a regulator.

10th – 14th March – International Conference of Information Commissioners (“ICIC”)
The Commissioner’s office recently attended the 11th ICIC held in Johannesburg, South
Africa. This conference promotes international cooperation to strengthen public access
to information and affords Information Commissioners worldwide, a shared platform to
discuss matters relating to Freedom of Information legislation.
The ICIC also reviewed the Sustainable Development Goal (SDG), an initiative that calls
on members to adopt and implement access to information laws and policies. The
conference reflected on the role of Information Commissioners and Ombudsmen
worldwide, working collectively as a network in monitoring the implementation of the
SDG.

18th – 20th March – Workshops for Data Protection Officers (DPOs)
The Commissioner launched its programme for the organisation of periodic data
protection workshops for DPOs in Gibraltar as part of his efforts to promote awareness
and provide assistance to data controllers in relation to their data protection obligations.
During the workshops, particular topics are discussed alongside guidance issued by the
Commissioner’s office. The workshops present DPOs with an opportunity to broaden their
understanding of data protection law. The workshops are also an opportunity for the
Commissioner’s office to obtain a better insight into the issues/challenges faced by data
controllers.

The Commissioner’s office took part in an international exercise, involving 18 different Data Protection Authorities. The exercise focused on
reviewing the implementation of accountability measures in data protection. The exercise found that most organisations have a good
understanding of the basic concepts of accountability but there is room for improvement. Organisations need to ensure that they continue to
monitor their performance to ensure they are adhering to the data protection standards laid out in the relevant laws. Please click here to read
the Press Release. Alternatively, the GPEN Sweep 2018 report on “Privacy Accountability” may be downloaded here.

The Commissioner’s office makes use of social media platforms to disseminate guidance and engage with the public. In addition to ad hoc
guidance and social media messages based on “current news”, the Commissioner’s office carries out social media campaigns on topical matters
that run for several weeks. In this first quarter of 2019, the Commissioner’s office operated/initiated the following social media campaigns –

•
•

Over a period of nine weeks, the campaign displayed a series of infographics providing general
guidance on the GDPR’s “Right to Data Portability”. These infographics were shared on
Facebook and Twitter and can also be viewed on our website.
The current campaign, which commenced on the 26th February 2019, will run for a total of 6
weeks providing guidance on “How to Prepare for Brexit”.

All social media campaigns and the corresponding social media posts are listed on our website.

investigations
An investigation is any process which sees the Commissioner’s office taking action either as the result of a complaint or as a result of information
obtained as part of their day-to-day functions and which raises doubts as to whether the DPA/GDPR is being complied with. In the first quarter of
2019, a total of 9 investigations have been closed, with several others ongoing. The following provides investigation summaries for a few of the
cases that have been closed this quarter.
Colorworks Design Limited

The Commissioner received a complaint from two individuals (the
“Complainants”), in relation to the processing of their personal data
by Colorworks Design Limited (“Colorworks”).
In summary, the Complainants claimed that Colorworks retained a
laptop owned by one of the Complainants, which included personal
data of theirs.
The Commissioner undertook an investigation, and based on the
information provided, could not determine that Colorworks
processed the Complainants’ personal data in breach of data
protection law.

Tradewise Insurance Company Limited

The Commissioner received a complaint from an individual (the
“Complainant”) concerning the disclosure (by email) of an Engineer
Report containing personal data pertaining to other individuals. This
disclosure was made by Tradewise Insurance Company Limited
(“Tradewise”) to the Complainant.

The Commissioner undertook an investigation which concluded
that the disclosure did not meet any of the conditions in Article 6(1)
of the GDPR. Nevertheless, the Commissioner determined that the
contravention was accidental and did not reflect common business
practice.
The Commissioner noted Tradewise’s contravention of the GDPR
and will continue to monitor Tradewise’s arrangements within his
supervisory regime.

Manchester United Supporters Gibraltar Branch

The Commissioner received a complaint from an individual (the
“Complainant”) in relation to a Subject Access Request (“SAR”)
that he submitted to the Manchester United Supporters Gibraltar
Branch (the “Club”).
The Commissioner undertook an investigation which found that the
Club did not comply with Article 12 of the GDPR because the Club
did not respond to the SAR within the prescribed timeframe.
As a result of the provision of the information requested (albeit
outside the required timeframe), the Commissioner considered the
matter resolved and the case closed.

BetVictor Limited

The Commissioner received a complaint from an individual (the
“Complainant”) regarding a purported data breach concerning the
Complainant’s personal data (including his credit card details) and
a Subject Access Request (“SAR”) that the Complainant stated was
submitted to BetVictor Limited (“BetVictor”) by email.
The Commissioner undertook an investigation and based on the
information provided, could not conclude that the Complainant’s
personal data was stolen from BetVictor. However, it was found that
BetVictor breached Articles 12 and 15 of the GDPR because the
Complainant had not been provided with his personal data within
the SAR prescribed timeframe.

FindaProperty.gi

The Commissioner received a complaint from two individuals (the
“Complainants”) in relation to a Subject Access Request (“SAR”)
that they submitted to FindaProperty.gi (“FindaProperty”).
The investigation concluded that FindaProperty did not respond to
the Complainants SAR in accordance with Articles 12 and 15 of
the GDPR, in particular because the information was not provided
to the Complainants within the prescribed timeframe. Further,
despite attempts to provide the Complainants with their personal
data, FindaProperty did not provide all the information they held
on the Complainants.
Notwithstanding the above, the Complainants informed the
Commissioner that they were satisfied with the response and no
longer required the information which had not been previously
provided by FindaProperty. Consequently, the Commissioner
considered the matter resolved and the case closed.
The Commissioner advised FindaProperty to review their
arrangements to ensure compliance with Articles 12 and 15 of the
GDPR when requests for information are received from data
subjects.

Civil Status & Registry Office (CSRO)
The Commissioner received a complaint from an individual (the
“Complainant”) in relation to a Subject Access Request (“SAR”)
that was submitted to the Civil Status & Registration Office (the
“CSRO”).
The Complainant claimed that the CSRO did not comply with the
SAR which requested access to information regarding an
application file. It was concluded that the CSRO did not provide a
response to the Complainant’s SAR and so, did not comply with
Articles 12 and 15 of the GDPR.
After being issued with an Enforcement Notice, the CSRO provided
the Complainant with a response to the SAR.

A high percentage of investigations undertaken by the Commissioner relate to issues concerning Subject Access
Requests (SARs). The influx in SAR related activity would appear to be as a result of increased awareness of data
protection rights, amongst the general public.

The right of access gives individuals the right to obtain a copy of their personal data as well as other supplementary information. It helps
individuals understand how and why organisations are using their data and check that they are doing it lawfully.
In most cases organisations cannot charge a fee to comply with a subject access request.
However, where the request is manifestly unfounded or excessive organisations may charge a “reasonable fee” for the administrative
costs of complying with the request. Organisations may also charge a reasonable fee if an individual requests further copies of their
data following a request. Organisations must base the fee on the administrative costs of providing further copies.
Article 12 of the GDPR requires a data controller to respond in writing to a SAR, without undue delay and in any event
within one month, by –

1
2

providing information on the action taken on the request under Article 15 of the GDPR,

informing that it has not taken action on the request, including the reasons for not doing so and informing the individual that they are
entitled to complain to the Commissioner about the refusal or seek judicial remedy. Our office would investigate the validity of the
reasons for refusal should a complaint be received.
.

Should you want to submit a complaint about a possible data breach and
wish for the
. matter to be investigated by the Commissioner’s office, please use
our complaints form.
If the Commissioner’s office believes the organisation/individual has not complied with its obligations, we will use the information to provide you
with guidance or initiate an investigation into the matter to resolve the problem.

use our Data Breach Notification Form
Organisations are encouraged to use our Data Breach Notification Form (click here)
once they become ‘aware’ of a personal data breach that requires notification in
accordance with Article 33(1) of the GDPR.

Email us using: privacy@gra.gi
Call us on +350 200 74636
Or complete our Complaints Form
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