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Welcome to the fourth newsletter issued by the Information Commissioner (the “Commissioner”) this year. Our newsletters aim to provide
you with news, updates, developments and additions to our website in relation to data protection matters and our work as the statutory
body responsible for the enforcement of data protection laws.

AWARENESS EVENTS & COMMUNITY ENGAGEMENT
CONTROL YOUR PRIVACY CAMPAIGN
The Commissioner’s office continues to raise awareness about the rights of individuals under data protection law through the “Control
Your Privacy” (the “CYP Campaign”). Launched in January 2014, the CYP Campaign aims to raise awareness of the risks to privacy
from digital technology and promote its responsible use, so that younger generations have sufficient knowledge and understanding
to make informed decisions about the opportunities offered by digital technology in relation to their personal data. The CYP Campaign
involves a combination of activities ranging from social media campaigns, workshops and public awareness events, to school
presentations.
In November, the Commissioner’s office began this academic year’s awareness raising campaign in local schools. To date, three
presentations have been delivered to students between the ages of 13 and 16 years. The Year 9 year group at Westside School
Gibraltar and the Year 11 equivalent at the Gibraltar College of Further Education have so far received the presentations, although
additional dates are being scheduled for next term for other year groups. The Commissioner’s office anticipates delivering a total of
at least 14 presentations by the end of the 2019-20 academic year.
Recognising that privacy and data protection may be a difficult subject
to discuss and teach to children, the Commissioner’s office
incorporates various exercises and examples in its presentation to
enable an interactive, fun and informative session. The exercises and
topics included in the presentation are current, and touch upon
elements of social media and online gaming which, according to
previous surveys, a high percentage of students are familiar with. The
presentation breaks down data protection jargon into practical
terminology for students and provides an insightful understanding into
the world of privacy settings and how to best protect personal data.

DATA PROTECTION SURVEY 2019-2020
The Commissioner’s office is committed to increasing awareness about the importance of privacy and the impact data protection may
have on our daily lives. With this in mind, the Commissioner’s office published a Data Protection Survey (the “Survey”) in October
2019 with the aim of gaining a better insight into the following –
a.
b.
c.

how much the general public really know about data protection;
how aware they are about the use of their personal data; and,
which sector[s] they feel best protects their personal data.

The Survey consists of 17 questions and can be completed here. The results of the Survey will be published on 28th January 2020 to
mark Data Protection Day.

DATA PROTECTION GUIDANCE & ASSISTANCE
The production of guidance is an area that has been given greater priority by the Commissioner to assist organisations in their efforts
to comply with the EU General Data Protection Regulation 2016/679 (the “GDPR”) and the Data Protection Act 2004 (the “DPA”). To
date, the Commissioner’s office has published fifteen guidance notes.

GUIDANCE ON “PRIOR CONSULTATION”
The Commissioner’s office has recently published additional guidance on “Prior Consultation” to complement Guidance Note IR04/17
concerning Data Protection Impact Assessments (“DPIAs”).
A DPIA is a procedure designed to assist organisations identify and minimize the privacy risks of new projects or policies. A data
controller must consult the relevant supervisory authority prior to processing where a DPIA under the GDPR and the DPA indicates
that the intended processing would result in a high risk to the rights and freedoms of individuals and these risks cannot be adequately
mitigated by the data controller.
The Guidance Note aims to provide advice on the GDPR and DPA’s prior consultation requirements and process, to help data
controllers determine when to consult the Commissioner’s office. The guidance is divided in to two sections –
• when to consult the Commissioner; and
• how to consult the Commissioner.
The information provided in the aforesaid should be treated as guidance with appropriate consideration being given to the actual
legal requirements. Footnotes referencing the legislation are included so that readers are able to link and relate the guidance to the
specific provisions in the law.
All guidance in relation to the above can be found in the “DPIAs” section of our website.

All Guidance Notes can be accessed and/or downloaded from our website – click here

SOCIAL MEDIA PLATFORM
The Commissioner’s office makes use of social media platforms to disseminate guidance and engage with the public. In addition to
ad hoc guidance and social media messages based on “current news”, the Commissioner’s office carries out social media campaigns
on topical matters that run for several weeks. In this fourth quarter of 2019, the Commissioner’s office initiated the following social
media campaigns –
Over a period of six weeks, a campaign displayed a series of
infographics providing summary guidance relating to the
GDPR’s requirements in relation to “Marketing”. These
infographics were shared on Facebook, Twitter and LinkedIn.

The current campaign commenced on the 19th November 2019
and will run for a total of 12 weeks to provide helpful guidance on
the use of Closed-Circuit Television (CCTV).

All social media campaigns are provided in PDF format on our website.

CONFERENCES, WORKSHOPS & EVENTS
WORKSHOP FOR DATA PROTECTION OFFICERS (DPOs)
In March 2019, the Commissioner’s office launched a programme for the organisation of periodic data protection Workshops for Data
Protection Officers (“DPO Workshop”) as part of the Commissioner’s efforts to promote awareness and provide assistance to data
controllers in relation to their data protection obligations.
On Monday 30th September 2019, the Commissioner’s office held its second DPO Workshop at the University of Gibraltar. The DPO
Workshop presented DPOs with an opportunity to broaden their understanding of data protection law. It also provided the
Commissioner’s office with a better insight into the issues and/or challenges faced by data controllers.
In an attempt to promote regulatory engagement and mutual cooperation, the DPO workshop also benefited from the input and
collaboration of several DPOs, namely – Michael Adamberry (Isolas LLP), Ainhoa Gonzalez (GVC Group), Graham McKay (Deloitte
LLP) and Tyrone Vinet (Turicum Private Bank).
The four main topics discussed at the DPO Workshop are listed below –
•
•
•
•

The Right of Access (Handling Subject Access Requests).
Personal Data Breach Notifications.
Data Security.
Data Protection Impact Assessments

If you would like to attend a future DPO Workshop, please
contact us by email using: dpoworkshops@gra.gi

INTERNATIONAL CONFERENCE OF DATA PROTECTION AND PRIVACY COMMISSIONERS 2019
In October 2019, the Commissioner, Assistant Commissioner and the Deputy Chief Executive Officer of the Gibraltar Regulatory
Authority (the “GRA”) attended the annual International Conference of Data Protection and Privacy Commissioners (the
“Conference”), which this year was held in Tirana, Albania.
The Conference focused on raising global data protection standards in the digital age and also provided side events as summarised
in the following •
•
•
•

Workshop with other Data Protection Authorities (“DPAs”) to discuss how to run a DPA effectively (in the context of a surge
in workload as a result of the GDPR).
Session on Convention 108.
Global Privacy Enforcement Network side meeting on how to enforce the principle of accountability in data protection.
International Enforcement Cooperation working group meeting.

COUNCIL OF EUROPE CONVENTION 108 39th PLENARY MEETING IN STRASBOURG
The Assistant Commissioner represented the GRA at the Council of Europe’s Convention 108 39th Plenary Meeting (the “Plenary”) in
Strasbourg. Convention 108 is, to this day, the only global legally binding agreement on data protection law.
This was the first time the GRA attended and participated in the Convention 108 plenaries. It follows the extension of Convention
108 to Gibraltar as from 1st November 2019, of particular importance in the context of Brexit.
Various matters were addressed at the Plenary, including aspects relating to the modernisation of the Convention 108 (i.e. data
protection concerns in regard to specific areas such as profiling and facial recognition).

Data Protection Day is an international awareness day that occurs every 28 January. The
purpose of Data Protection Day is to raise awareness and promote privacy and data
protection best practices. It is currently observed in the United States, Canada, Israel and 47
European countries.

ONETRUST DATAGUIDANCE
The Assistant Commissioner was interviewed by OneTrust DataGuidance to discuss the key areas the GRA are focusing on, including
the development of data security risk and management and how the issues of data protection are converging in other areas such as
the digital economy and trade.

The full interview, published in November 2019, can be
found here.

EUROPEAN DATA PROTECTION SUPERVISOR – CASE HANDLING WORKSHOP
Two members of the Commissioner’s office attended a Case Handling Workshop (the “Workshop”) in Brussels hosted by the
European Data Protection Supervisor ("EDPS"). A series of presentations were led and delivered by the EDPS, Irish, Danish and
Austrian data protection authorities.
The Commissioner’s office also hosted a session, presenting on the topic of prior consultation (Article 36 GDPR), which followed with
a group discussion. This session also included collaboration with the Czech DPA, who provided input of their practical experience in
the area of prior consultation.
All sessions involved in-depth group discussions on the various
areas presented and considered the differing approaches data
protection authorities take when handling data protection matters
in practice. In particular, the Workshop focused on IT service
providers providing services to the public sector, lead supervisory
authorities and cross border case handling, and refusals to act by
a supervisory authority. Other sessions focused on credit reference
systems (hosted by the Italian and UK authorities) and exercising
investigative and corrective powers (hosted by the Finnish
authority).

2nd CASE HANDLING WORKSHOP ON FREEDOM OF INFORMATION AND ACCESS TO INFORMATION
The GRA is designated as the body responsible for the enforcement of the Freedom of Information Act 2018 once the law is
commenced. In anticipation of this, the GRA hosted the 2nd Case Handling Workshop on Freedom of Information and Access to
Information (the “Workshop”) on the 3rd and 4th of December 2019 at the University of Gibraltar.
The Workshop brought together Information Commissioners and
Ombudspersons responsible for the protection and promotion of
freedom of information laws from across ten different jurisdictions,
providing a platform to share expertise and best practise in relation
to freedom of information matters from a practical perspective.
The Workshop follows last year’s workshop hosted by the National
Authority for Data Protection and Freedom of Information in
Budapest, Hungary.

The Freedom of Information Act provides the
public access to information held by Public Authorities.
It does this in two ways:
1. public authorities are obliged to publish certain information about their activities; and
2. members of the public are entitled to request information from public authorities.

INVESTIGATIONS
An investigation is any process which sees the Commissioner’s office taking action either as the result of a complaint or as a result of
information obtained as part of their day-to-day functions and which raises doubts as to whether the DPA/GDPR is being complied
with.
In the fourth quarter of 2019, a total of six investigations have been closed, with several others ongoing. The following provides
investigation summaries for a few of the cases that have been closed this quarter.

GIBRALTAR SAVINGS BANK (“GSB”)
A matter came to the attention of the Commissioner
concerning letters issued by the GSB to its account holders
requesting personal data. The GSB breached the
DPA/GDPR for failing to comply with the following (a) Processing personal data in a manner that was not
lawful, fair and transparent.
(b) Processing personal data in a manner that was
incompatible with the initial purposes.
(c) Processing personal data without having appropriate
organisational and technical security measures in place
to protect personal data from being accidentally or
deliberately compromised.
(d) Processing personal data in excess of what was
necessary in respect of the purposes for which they
were processed.
In respect of points (a) to (c), corrective action was taken in
order to ensure compliance with data protection legislation
and in regard to point (d) it was noted that the GSB ceased
processing personal data in this manner.
No further action required, taking into account the
circumstances of the case and corrective action taken.

ROYAL BANK OF SCOTLAND
INTERNATIONAL LIMITED GIBRALTAR
(“RBSG”)
A complaint was received regarding a Subject Access
Request that was submitted to the RBSG.
The RBSG breached Articles 12 of the GDPR, in particular
because information was not provided to the complainant
within the prescribed timeframe. The RBSG took corrective
action to ensure compliance with the GDPR and no further
action was required, taking into account the circumstances
of the case and corrective action taken.

LOTTOHELDEN LIMITED (“LOTTOHELDEN”)

CRUZLAW LLP (“CRUZLAW”)
A complaint was received regarding a Subject Access Request
that was submitted to Cruzlaw.
No contravention identified. Case was closed.

GIBRALTAR FINANCIAL SERVICES
COMMISSION (“GFSC”)
A complaint was received regarding a Subject Access Request
that was submitted to the GFSC.
The GFSC breached Articles 12 and 15 of the GDPR, in
particular, because information was not provided to the
complainant within the prescribed timeframe. Notwithstanding,
the GFSC took corrective action to ensure compliance with the
GDPR. The Commissioner took no further action, taking into
account the circumstances of the case and corrective action
taken.

MID-HARBOUR SMALL BOATS MARINA
ASSOCIATION (“ASSOCIATION”)
An employee of Jebel Tarik Security Limited (“JT Security”)
recorded and disclosed images from a CCTV system located at
the Mid-Harbour Small Boats Marina (the “CCTV System”) in an
unauthorised manner.
The Association, as data controllers of the CCTV System, and JT
Security, as their data processor, contravened Articles 5(1)(f) and
32 of the GDPR. The Association and JT Security also
contravened Article 28(3) of the GDPR for not having a written
contract between data controller and processor for the processing
of personal data through the CCTV System. Further, the
Association did not provide individuals with the information at
Article 13 of the GDPR and therefore, processed personal data in
contravention of Articles 5(1)(a) and 13 of the GDPR.
An Enforcement Notice was issued requiring the cessation of
processing of personal data through the CCTV System and the
deletion of any images held, that had been obtained through the
CCTV System, until the system was compliant with the GDPR.

A complaint was received in relation to email marketing sent by Lottohelden to the Complainant’s personal email address which the
Complainant stated he had not consented to. In addition, the Complainant
submitted
for allNotice
personal
No further
actiona SAR
takentoinLottohelden,
view that therequesting
Enforcement
was
information which Lottohelden held on him. The email also requestedcomplied
the erasure
of
his
data.
with and the CCTV System is no longer processing
personal data. Nonetheless, reprimands were issued to the
Lottohelden's reliance on consent for marketing was deemed invalid
because
theSecurity
methodforfortheir
obtaining
consent
Association
and JT
failure to
complywas
with not
the
distinguishable from other matters as required under Article 7 of theGDPR.
GDPR and therefore Lottohelden breached Article 6(1) of the
GDPR.

ENFORCEMENT
ROYAL GIBRALTAR POLICE (“RGP”)
The Commissioner issued two official written reprimands, in relation to two separate investigations, in accordance with his powers
as prescribed under Schedule 13, Paragraph 2(c) of the DPA. Issued in October 2019, the RGP was served the first reprimand for
reason of failure to comply with Sections 54 and 61(6) of the DPA. The second reprimand was issued in December 2019, for
reason of failure to comply with Sections 44(2), 49 and 75 of the DPA.

MID- HARBOUR SMALL BOATS MARINA ASSOCIATION
The Commissioner issued an official written reprimand to the Mid-Harbour Small Boats Marina Association in accordance with his
powers as prescribed under Section 124 of the DPA and Article 58(2)(b) of the GDPR. The reprimand was issued for reason of
failure to comply with Articles 5, 13, 28 and 32 of the GDPR.

Under the GDPR, your name, an identification number, online identifier, including IP addresses,
location data, email addresses and cookie data are all regarded as personal data. Personal data is
defined in Article 4(1) of the GDPR.

COMPLAINTS PROCEDURES
In order to streamline and expedite investigation procedures, the Commissioner has introduced a new layer to the investigation
process. In the first instance, upon receipt of a complaint, the Commissioner’s Office will encourage that the matter be amicably
resolved between the parties. Failing this, and upon receipt of material proving that the parties involved have attempted to amicably
resolve the issue but have been unsuccessful, the Commissioner will intervene and escalate the matter into a full investigation.
Since the Commissioner initiated this process in May 2019, a total of 34 complaints have been received. To date, a total of 17 cases
have been resolved and closed, 6 of which have been finalised in this fourth quarter of 2019. Further, 8 cases have been progressed
into an investigation in this quarter requiring a more elaborate review of the organisation’s or individual’s compliance with the
DPA/GDPR.
Currently however, there are 9 open cases which are yet to be resolved, closed or progressed into an investigation.

DATA BREACHES
There are certain incidents that organisations need to tell us about.
A personal data breach is a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, personal data. This includes breaches that are the result of both accidental and deliberate causes. It
also means that a breach is more than just about losing personal data.
In 2019, a total of 23 data breach notifications have been received and investigated by the Commissioner’s office. A total of 16 of
these investigations have been closed, with 8 of them having been finalised in this fourth quarter of 2019. Currently however, there
are 7 data breach investigations ongoing.

The Data Protection Officer
Another requirement of the GDPR is that organisations which process or store sensitive data or significant amounts of
personal data must establish a Data Protection Officer (DPO) role. This also applies to any organisation that regularly
monitors data subjects. The DPO has overall responsibility and is ultimately accountable for data protection, privacy and
GDPR compliance.

In the fourth quarter of 2019, the Commissioner’s office has handled approximately 55
data protection related queries as illustrated in the following –
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QUICK-FIRE ADVICE
Retention Periods
•
•
•
•

The requirement to implement retention periods is not new, as it was a requirement under the old data protection regime.
It is a matter for each data controller to determine the retention period(s) that should be applied to the personal data that they
retain.
Retention periods will vary for each organisation due to the nature of their business arrangements as well as the different types
of legislation that may apply to them.
The GDPR says that personal data shall be “kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed” (Article 1(e) of the GDPR). In essence, the data controller
shall determine, and justify, how long it is necessary to keep the personal data for. Data controllers should therefore review the
nature of the personal data it processes, decide on how long it should be held, and implement retention policies accordingly.

Contact Us
+350 200 74636
privacy@gra.gi

All of us at the Commissioner’s Office
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