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Welcome to tfmurtmewsletter issued by the Information Comnfigsibner A C o tmisnjeas. Our newsetteds)aim to p|

you with news, updates, developments and additisrebtiteun relation to data protection matters and our work as
body responsible for the enforcement of data protection laws.

AWARENESS EVENTS & COMMUNITY ENGAGEME4

CONTROL YOWRIVACY CAMPAIGN

The Commi ssioner d6s of f i therightsofindividuals edakr praiectioralawshedhgh @ a n
Yo ur Rhefi @ Gdnygaimd J(aunched in January 2014, th€&WPaigaims to raise awareness of the riskaty |
from digital technology and promote its responsible use, so that younger generations have sufficient knovihed
to make informed decisions about the opportunities offered by digital technology in relation to theiryieSangbaigt
involves a combination of activities ranging from social media campaigns, workshops and public awarene
presentations.

I n November, the Commissioner6s offi ce bhogsaTo ddtehthr
presentations have been delivered to students between the ages of 13 and 16 years. The Year 9 year grou
Gibraltar and the Year 11 equivalent at the Gibraltar College of Further Education have scefenetieinedattieop
additional dates are being scheduled for next totaleof
at least 14 presentations by the end of 26 2028emic year.

Recognising that privacy and data protection may be a diffi
to discuss and teach dohi | dr e n, t he

incorporates various exercises and examples in its prese
enable an interactive, fun and informative session. The exe §
topics included in the presentation are current, and to
elements of socrakedia and online gaming which, accorc
previousurveysa high percentage of students are familiar w
presentation breaks down data protection jargonctintd
terminology for students and provides an insightful underst
the world of privacy settings and how to best protect persol

DATA PROTECTION SURVEY-2020

The Commissiodes 1 €ofninitted to increasing awareness about the importance of privacy and the impact de
have on our daily liwves. t h t hi s i n mind, the Commi ssionerés of
2019 with ¢hainofgaining a better insight into the following

a. how much the general public really know about data protection;
b. how aware they are about the use of their personal data; and,
C. which sector[s] they feel best protects their personal data.

The Survey consists of 17 questindsan be completede The results of the Survepeviublished onf2@&nuary 2020
mark Data Protection Day.



http://www.gra.gi/
https://docs.google.com/forms/d/e/1FAIpQLSeTTAPJeTcLselOkq5XPTJVEp6E5jxUTrTzOAq1gkT36VhsVg/viewform?fbclid=IwAR01k8OCRSCIwNuSrz43JkltM25EjagHLUyFzWsMa5jV6Im8GcRCfSs0AsU
https://www.gra.gi/data-protection/privacy-awareness/school-campaign

DATA PROTECTION GUIDANCE & ASSISTANCE

The production of guidance is an area that has been given greater priority by the Commissioner to assiseffgés
to comply with the Geheral Data Protection Regulation 20t@B O DP R0 ) &P d ttelcd i bant aAc t
date,th€ o mmi s si oner 06 sfifteerfuidanceenotdsas publ i shed
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The Commi ssionerdés office has recentl y pguidahce Note€R04
concerning Data Protection |Impact Assessments (Al

A DPIA is a procedure designed to assist organisations identify and minimize the privacy risks of newAptajar
controller must consultréhevansupervisory authority prior to processing where a DPI/AGDRIRrahe the Dirdictes

that the intended processing would result in a high risk to the rights and freedoms of individuals and Hoesp stk
mitigated by the data controller.

The Guidance Note aimgitoo vi de advice on t he @Qutdnendsrand piddess,dc helg
controllers determine when to consult the Comingssiaddiefguidarece is divided in to two séctions
A when to consult the Commissioner; and
A - how to consult the Commissioner.

The information proviohetle aforesaishould be treated as guidance with appropriate consideration being giver

legal requirements. Footnotes referencing the legislation are included so that readers are able to linkcanu rible
specific provisionglie law.

All guidance in relation to the above can be foul

All Guidance Notesn be accessed and/or downloaded franwebsité

SOCIAL MEDIA PLATFORM

The Commi ssionero6s office makes wuse
adhocguidaneend soci al medi a messages bas
on topical matters that run for several weekfdrirtipis ar t er of 20
media campaigins

of soci al mte
d on fAcurrent
9

e
19, t he Commi s

Over a period of six weeks, a campaign displayed a > 7 e M FE |
infographics providing summary guidance relating mﬂ;}xﬁ“w::: D|R:KCETTIN(§” s L. B2
GDPRoOs requirements in %wﬁﬁj&ﬁ;ﬁﬁﬁﬁﬁ:ﬁsws RREN- T
infographics were shared on Facebook, Twitter and SR oL o S :
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| duly considered

R st oo ﬂw 3 ﬂ Thecurrent campaigommenced on thé" November 201
%ﬂ ) andwill run for a total of 12 weegsovide helpfulidancen

| and therefore operalors | | . . ..
oo o P ol | the use dEloseeCircuit Televisi@®QTY.
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| o more information, read our “Guidance onhe Use - / A Jan

All social media campaigns are provided in PDF format o lr.



https://www.gra.gi/data-protection/documents/guidance
https://www.gra.gi/data-protection/privacy-awareness/social-media-campaigns

CONFERENCES, WORKSHOPS & EVENTS

WORKSHOP FOR DATA PROTECTION OFFICERS (DPO

In March 2018gtCommissiofes  midnéhedpregramme for the organisatpariotlic data protectdnrkshops foiaa
Protection Of f laxpartds h ¢ i O ® @ nelNdststik ppamatepaivgreness and provide assistanc
controllers in relation to their datecion obligations.

OnMonday 3@Beptember 2019h e  C o m nofficeheld its seeandDdAOrkshop at the University of Gibralt&PTh
Workshop presented DPOs with an opportunity to broaden their understanding of datalt@istegioviditihe
Commi ssionerdés office with a better insight into

In an attempipromote regulatory engagement and mutual cooperation, the DPO workshop also benefited from
collaborain okeveraDPOs, namélylichael Adamberry (Isolas LLP), Ainhoa Gonzalez (GVC Group), Graham M
LLP) and Tyrone Vinet (Turicum Private Bank)

Thefour main topics discussed at the DPO Workshop are listed/
The Right of Accessn@limg Subject Access Requests) eS|
Personal Data Breach Notifications :
Data Security

Data Protection Impact Assessments
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THIS DPO WORKSHOP WILL BENEFIT FROM THE VALUABLE CONTRIBUTION AND COOPERATION OF

Michael Adamberry (1sofas L1?) Graham McKay (Deloitte LLP)

If you would likéo attenda futureDPOWorkshop please B Sl
contact usy email using

Tyrone Vinet (Turicum Prvate 8ank)

In October 2018etCommission&ssistan€ommissioner and the Deputy Chief Executive Officéaratah&&ulato
Aut hori ty (t hhe anhuaR&natjonal e@feteecea dfebdhta Protection and Privacy Comm(Hs@&
i Co nf ewhiemthiseyards held in Tirana, Albania.

TheConference focusedaising global data protection standards in the digitbhlsgeprovided side events as sumn
in the following

1 WorkshopwithotBeat a Pr ot ect i dodiscas how torun & DPA effectivelyD(id the adrjtext
in workload as a result of the GDPR).

1 Session on Convention 108

1 Global Privacy Enforcement Network side meeting on howheiroige afa@untability in data protection

1 Intenational Enforcement Cooperation working group meeting.

COUNCIL OF EUROPE CONVENTION"188BBIARY MEETING IN STRASBOURG
TheAssistafo mmi ssi oner represent ed nvehtien 1GMBlenaryeetind € h € o GirR
Strasbourgonvention 108t this dayhe only global legally binding agreement on data protection law.

This was the first time the GRA attended and participated in the Cqimeaties. 10®llows the extension of Con
108 to Gibraltar as freriidvember 2018fparticular importain the context of Brexit.

Various matters were adddeaseéhdPlenary, including aspects relating to the modernisattomweritieiO8 ((e. data
protection concerns in regard to specific areas such as profiling and facial recognition

Data PotectionDay is an internationalvareness dathat occurs every 28 January. 1
purpose of DatdrotectionDay is to raise awareness and promote privacy and

protection best practices. It is currently observed in the United States, Canada, Isre
® European countries.

INTERNATIONAL CONFERENCE OF DATA PROTECTION AND PRIVACY COMMISSIONERS :


mailto:dpoworkshops@gra.gi

ONETRUST DATAGUIDANCE

TheAssistanommissioner was interviewed by OneTrust DataGuidance to discuss the key areas the GRA are fc
the development of data security risk and management and how the issues of data protection are converglag
the digitconomy and trade. .

The full interview, published in November 2019, c:
found

EUROPEAN DATA PROTECTION SUPERVIASRHANDLING WORKSHOP

Two membeft he Commi s s i o nagCaséHandlimdMbrksioog t b &t & Wi Brdssels bostéd) by
European Data Protection Supervisor ("BDIRE8s of presentations were led and delivieecBDYS, Irish, Danish .
Austrian dataotection authorities

The Commi s alsobostedra éessiom, présénting on the topic of prior congldaGidd¥RR), which followed
a group discussionisBlssion also included collaboration with the Czech DPA, whoupraivideid prpctical experienc
the area of prior consultation.

Allsessions involveddapth group discussions on the ve
areaspresented antbnsidered thdiffering approaches d
protection authorities take when handling data protectic
in practiceln particular, thdbrkshop focused on IT ser
providers providing services to the public sector, lead s
authorities and cross border lcasdling, and refusals to a«
a supervisory autho@ther sessiofecugdon credit referenc g
systems (hosted by the Italian and UK authorities) and

investigative and corrective powers (hosted by the

authority).

2" CASE HANDLING WORKSHOP ON FREEDOM OF INFORMATION AND ACCESS TO INFC

The GRAs designated as the body responsible for the enforcement of the Freedom of Information Act 201
commencedh anticipation of this, the GRA hosted @lase Handling Workshopreedom of Informatima Access t
Informatioh t h e h o \Wmthek8and & of December 2019 at the University of Gibraltar.

The Workshopobghttogether Information Commissioner
Ombudspersons responsible for the protection and prc
freedom of information laws from across ten different jul
providing a platfdorshare expertise and best practise in r
to freedom afformation matters from a practical perspec

The Workshdépllows a s t oykehaprosiesl bythe Natiol
Authority for Data Protection and Freedom of Infiorr
Budapest, Hungary

The Freedom of Information Act pravitie
publicaccess to information held Byblic Authorities.
It does this in two ways:

1. public authorities are obliged to publish certain information about their activities; and

2.members of the public are entitled to request information from publiciaathorit


https://platform.dataguidance.com/video/bradley%C2%A0tosso%C2%A0assistant-information-commissioner-%C2%A0-gibraltar-regulatory-authority-gibraltar

INVESTIGATIONS

An i nvestigation i s any

process which sees t heresttof

information obtained as part of thé@rddgyfunctions and which raises doubts as to whether the DPA/GDi*Rpleed

with.

In tle fourttquarter of 201a total ofixinvestigations have been closed, with several others ongoing. The follo
investigation summaries for a few of the cases that have been closed this quarter.
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A matter came to the attention of the Comm
concerning letters issued by the GSB to its accour
requesting personal dalfdhe GSB breachetthe
DPA/GDPR for failing to comply with the following

(a) Processing personal data in a manner thait\
lawful, fair and transparent.

(b) Processing personal data in a manner thi
incompatible with the initial purposes.

(c) Processing personal data without having apg
organisational and technical security measures
to protect personal datanf being accidentally
deliberately compromised.

(d) Processing personal data in excess of wh
necessary in respect of the purposes for whi
were processed.

In respect of points (a) to (c), corrective action was
order tensure compliance with data protection lec
andm regard to point (d) it was noted that the GSE
processing personal data in this manner

No further action requiredingaknto account ti
circumstances of the case and corrective action ta

ROYAL BANK OF SCOTLAND
INTERNATIONAL LIMITED GIBRALTAR
6aw. { Dé 0

A complaint was received regarding a Subject
Request that was submitted RBBE.

TheRBSGhreached Articles 12 ofGB¥Rin particula
because information was not provided to the con
within the prescribed timefr@inedRBSQook coective
action to ensure compliance with theaaDRRurther
actiorwasrequired, taking into account the circums
of the case and corrective action taken.

[he¢¢hl 9[ 59b [LalL¢o:

A complaint was received in relation to email markefihgtsemeldéno

I w! Y[ 12 [W[t! 26660/ w'!
A complaint was received regarding a Subject Acces:
that was submitted to Cruzlaw.

No contravention identilede was closed.

GIBRALTAR FINANCIAL SERVICES
I haaL{{Lhb 66DC{/ ¢0

A complaint was received regarding a Subject Acces:
that was submitted to the GFSC.

The GFSC breached Articles 12 and 15 GiDPHein
particularbecause information was not provided
complainant within the prescribed timeframe. Notwitt
the GFSC took corrective action to ensure complianc
GDPRThe Commissioner tookfurther action, taking i
account the circumstancakeftase and corrective ac
taken.

MID-HARBOUR SMALL BOATS MARINA
1 {{h/L!¢Lhb 66! {{h/L

An empl oyee of Jebel Ta
recorded and disclosed images from a CCTV system
the MieHarbour Small86 s Mar i na (the
unauthorised manner.

The Associatias data controllers of the CCTV System,
Security, as their data processor, contravened Articles
32 of theGDPR.The Association and JT Security
contraveneArticle 28(3) of the GDPR for not having a
contract between data controller and processor for the |
of personal data through the CCTV System. Furt
Association did not provide individuals with the infor
Article 13 of the B® and therefore, processed personal
contravention of Articles 5(1)(a) and 13 of the GDPR.

An Enforcement Notice was issued requiring the ces
processing of personal data through the CCTV Systet
deletion of any images held, tbdiden obtained through
CCTV System, until the system wagobmithl the GDPR.

the Compl ainant és

Complainant stated he had not conseimteditiition, the Complainant submitted a SAR to Lottohelden, requestinglf
information which Lottohdiéd&hon him. The email also requested the erasure of his data.

Lottohelden's reliance on consent for marketing was deemed invalid because the method for obtainin
distinguishable from other matters as required undesf AneGBFR and therefore Lottohelden breached Article 6
GDPR.




ENFORCEMENT

wh, !'[ DL.w![¢!w th[L/9 o0awDt €0

The Commissioner issuembfficial written reprimsiriil relation to two separate investigatamsirdance with his pov
as prescribed under Schedule 13, Paragraph 2(c) dsthedAOctober 2019, the RGP was served the first ref
reason of failure to comply with Sections 54 and 61(6) of the DPA. The second reprimnaDdceathess20dsr,
reason of failure to comply with Sections 44(2), 49 and 75 of the DPA.

MID- HARBOUR SMALL BOATS MARINA ASSOCIATION

The Commissioner issued an official written reprimaneHarbwuMsinall Boats Marina Association in accordasi
powers as prescribed under Section 124 of the DPA and Article 58(2)(b) of the GDPR. The reprimand was
failure to comply with Articles 5, 13, 28 and 32 of the GDPR.

Underthe GDPRyour name, an identification number, onlinetiitkey, including IP addresse:
location data, email addressasd cookie data are all regarded as personal ¢eesonal data i
defined in Article 4(1) of the GDPR.

COMPLAINTS PROCEDURES

In order to streamlara expediiavestigatigorocedureshe Commissiort@sintroduced a new layer tanbestigatiot
proces. Inthefirstinstanceyponreceipt of a complainh e Co mmi s s iencaueageitat th® Mmatteadieably
resolvd between the parties.if@ihis, and upon receipt of material proving that the parties involved have attem|
resolve the issue but have been unsuccessful, the Commissioner will intervene and escalate the matteninto :

Since the Commissiongated this process in May 2019, a total of 34 complaints have been received. T@ dases
have been resolved and clés#dyhich have been finalised fouhikquarter of 201BurtheB cases have been progres
into an investiga on i n this quarter requiring a more el a
DPA/GDPR.

Currentliloweverthere ar@open cases which are yet tedmved, closed or progressed iimeestigation

DATA BREACHES

There are certain incidents that organisations need to tell us about.

A personal data breach is a breach of security leading to the accidental or unlawful destruction, lossseidte
disclosure of, or access to, pemataalhis includes breaches that are the result of both accidental and deliber
also means that a breach is more than just about losing personal data.

In 2019, atotal F®at a breach notifications have been r e@ok
these investigations have been closé&hftitbrm having been finalised fouhigjuarter of 2018urrently however, th
are7 data leach investigations ongoing.

Another requirementh@fGDPR is that organisations which process or store sensitive data or signific:

personal data must establish a Data Protection Offiogle (OR({3)also applies to any organisation that
monitors data subjects. The DPO has overall responsibility and is ultimately accountable for data prc
GDPR compliance.




In thefourthquarter of 209 h e  C o m noffice baihamalesppipxdmately 55
data protection related quasd@tustrated in the folloing

Types of Enquiries

MARKETING
DATA PROTECTION OFFICER nisisi
EXEMPTIONS IN LA \isimmm
DATA PROTECTION RIG HitnSe—
DATA SECURIT ivimmm
FINES mm
INSPECTION Smmmm
POLICIES & PROCEDU hinSa—
DISCLOSURE OF INFORMAT iii—
CCT V|
SUBJECT ACCES'S R E Qi
DATA BREACH—
G EIN £ R /A L 100000

0 2 4 6 8 10 12 14 16

QUICKFIRE ADVICE

Retention Periods

1 The requirement to implement retention periods is notvas\a, rag|iirement undemtddata protection regime

1 Itis a matter for each data controller to determine the retdsjitbraipehiauld be applied tgérsonal dathat they
retam.

1 Retention periogdl vary for each organisation due to the nature of their business arrangementhfées ene tygee
oflegislation thatayappy to them

T The GDPR says t hakeptipafors avliich permitsaideiatifiosthata dubjectd fer ndilonger tt
necessary for the purposes for which the personal data are précéssed i c | e 1 ( e ) heddta controd
shaldeterminend justifjnow long it is necessary to kegetbenalata fo Data controllers should therefore revi
nature of the personal data it processes, decide on how long it should be held, and implement retention pc

Contact Us

L +350 200 74636

ﬁ privacy@gra.gi

Commi s s

SHOULD YOU WISH TO UNSUBSCRIBE FROM OUR QUARTHRNEWSLETTERSLEASE



mailto:UNSUBSCRIBE@GRA.GI

