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Welcome to the fourth newsletter issued by the Information Commissioner this year. Our newsletters aim to provide you with news,
updates, developments and additions to our website in relation to data protection matters and our work as the statutory body responsible
for the enforcement of data protection laws. Where relevant, updates on our work in relation to freedom of information is also provided.

AWARENESS EVENTS & COMMUNITY ENGAGEMENT
CONTROL YOUR PRIVACY CAMPAIGN (“CYP CAMPAIGN”)
The CYP Campaign currently focuses on providing younger generations with the knowledge to help them make informed decisions
regarding digital technology and their personal data.
A series of presentations at Secondary Schools has already commenced, with measures implemented to comply with current COVID19 restrictions. Presentations are to continue in the new year.
This year’s GRA Privacy Awareness Schools Survey 2020-2021 has also been distributed within Secondary and Upper Primary
Schools. The results will be published in the Information Commissioner’s annual Schools Privacy Awareness Report.

SOCIAL MEDIA ENGAGEMENT
During this quarter, the Information Commissioner’s office published a ‘Brexit FAQs’ social media campaign. This ten-week campaign
addressed key questions relating to Brexit and its impact on data protection law in Gibraltar.
All published social media campaigns are available in PDF format on our website.

AWARENESS-RAISING AUDIOVISUALS
The Information Commissioner’s office published the following videos •

Brexit: Highlights the impact of Brexit on data protection law in Gibraltar. Click here to view.

•

Video Conferencing Applications (“VCAs”): Provides information to individuals and organisations on the importance of
protecting personal data and privacy when using VCAs. Click here to view.

DATA PROTECTION GUIDANCE & ASSISTANCE
Data Protection Day is internationally celebrated every 28th of January. To mark Data Protection Day 2021, the Information
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VCA GUIDANCE NOTE
Increased use of VCAs may result in increased risks to privacy and the protection of personal data. Click here to download the
Information Commissioner’s published Guidance Note on VCAs.

THE RIGHT OF ACCESS
The Information Commissioner has updated previously published guidance relating to ‘The Right of Access’ to personal data. Of
particular importance is a new section on ‘Manifestly Unfounded or Excessive Requests’. Click here to download the updated
Guidance Note.

GUIDANCE ON THE USE OF CLOSED-CIRCUIT TELEVISION (“CCTV”)
The Information Commissioner has updated previously published guidance relating to the use of CCTV. The guidance explains the
responsibilities and obligations of those processing personal data when using CCTV and includes guidance on good practice. Click
here to download the Guidance Note.

VIRTUAL CONFERENCES, WORKSHOPS & EVENTS
SOCIAL MEDIA PLATFORM
1st

& 2nd October 2020 - 14th International Conference: “Keeping children and young people safe online”
The Commissioner’s office makes use of social media platforms to disseminate guidance and engage with the public. In addition to
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The Information Commissioner attended a webinar during which key concerns, policy positions and regulatory experiences in relation
to the development and use of Facial Recognition Technology were discussed.
The meeting
focussed on the topic of governance, and discussed the priorities, milestones and deliverables of the GPA going forward.
th – 15th October 2020 - GPA – Annual International Conference
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A safe space session followed to discuss video teleconferencing platforms and the privacy concerns posed by its use.
The conference’s main event was its “closed session”, which focused on working group reports and resolutions based on the work
undertaken throughout the year. GPA members discussed a total of 5 proposed resolutions for adoption. The Gibraltar Regulatory
The
conference’s
mainacted
eventaswas
its “closed
which offocused
on workingongroup
reportsIssues’.
and resolutions based on the work
Authority
(the “GRA”)
co-sponsor
of session”,
the ‘Resolution
Joint Statements
Emerging
undertaken throughout the year. GPA members discussed a total of 5 proposed resolutions for adoption. The Gibraltar Regulatory
Global Privacy
Enforcement
Network (“GPEN”)
Sweep 2020
Authority
(the “GRA”)
acted as co-sponsor
of the ‘Resolution
of Joint Statements on Emerging Issues’.
The GPEN Sweep is a yearly initiative in which privacy enforcement authorities, including the GRA, participate in a coordinated activity
to assess privacy practices. This year, the GPEN Sweep focused on COVID-19 related solutions and initiatives adopted in various
jurisdictions. An initial survey has been conducted amongst Data Protection Authorities. This initiative is expected to conclude in April
2021.

18th – 20th November 2020 - 40th Plenary Meeting of the Committee of Convention 108 (“C108 Meeting”)
The Information Commissioner joined over 100 participants from all over the world for the C108 Meeting. Convention 108 is the only
global legally binding agreement on data protection law. Amongst other things, the C108 Meeting discussed law enforcement
transborder access to data, facial recognition, data protection in an education setting, digital identity and personal data processing by
and for political campaigns. Click here for more information.
9th December 2020 – BREXIT: The End of the Transition Period
The GPEN Sweep is a yearly initiative in which privacy enforcement authorities, including the GRA, participate in a coordinated
activity to assess privacy practices. This year, the GPEN Sweep focused on COVID-19 related solutions and initiatives adopted in
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16th and 17th December 2020 - Workshop for Data Protection Officers (“DPO Workshop”)
The DPO Workshop was attended by over 70 participants. The topics discussed related to data security, privacy notices, exemptions,
and data controller/processor agreements. To register for future workshops,
please
contactcommenced
dpoworkshops@gra.gi
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and will run for a total of 12 weeks to provide helpful guidance on
the use of Closed-Circuit Television (CCTV). To view or download
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FREEDOM OF INFORMATION
28th September 2020 - International Day Celebrations organised by United Nations Educational, Scientific and Cultural
Organisations (“UNESCO”)
The Information Commissioner attended various events organised by UNESCO, which provided a platform for all stakeholders to
participate in international discussions on policy and guidelines in the area of access to information. Click here for more information
on the events held.

INVESTIGATIONS
Parties are encouraged to resolve matters amicably between themselves. When provided with evidence of failed attempts at amicable
resolution, the Information Commissioner may intervene, and, where necessary, conduct a full investigation.
In Quarter 4 of 2020, a total of 14 new complaints have been received, whilst 10 cases have been resolved/closed and 20 are ongoing.
In regard to cases requiring a full investigation, 6 investigations have been closed (summarised below).
Gibraltar Financial Services Commission (the “GFSC”)

Hillside (Sports) GP Limited

The investigation concerned a response to a Subject Access The investigation concerned the disclosure of personal data
Request (“SAR”).
relating to a bet365 to third parties for sports integrity related
purposes. Upon investigation, it could not be concluded that there
Articles breached: 12(2), 12(3) and 15 of the GDPR.
had been a breach of the GDPR and/or the DPA.
The GFSC provided information in response to the SAR, albeit
outside the prescribed timeframe. No further action was
Corinthian Group of Companies (“Corinthian”)
required, taking into account the circumstances of the case and
corrective action taken.
The investigation concerned a response to a Subject Access
Request (“SAR”).
Gibraltar Courts Service of Her Majesty’s
Government of Gibraltar (the “GCS”)
Articles breached: Articles 12 and 15 of the GDPR.
The investigation concerned the unlawful disclosure of
Corinthian provided information in response to the SAR, but this
personal data.
was not provided within the prescribed timeframes and was
incomplete. As a result of the investigation, Corinthian were
Sections breached: Section 44(1), 44(2), 49, 65(1), 65(2),
required to provide the Complainant with further personal data, as
65(3) and 75 of the Data Protection Act 2004 (“DPA”).
required to be disclosed in accordance with the provisions of the
As a result of the investigation, the GCS reviewed their
DPA and/or the GDPR.
security procedures and introduced new measures to mitigate
Corinthian provided the Complainant with additional information,
the risk of similar unlawful disclosures of personal data in
following which no further action was required, taking into account
future. No further action was required, taking into account the
the circumstances of the case and corrective action taken.
circumstances of the case and corrective action taken.
A former employee of a Law Firm (the “Employee”)

Resident of Waterport Terraces (the “Resident”)

The investigation concerned a suspected offence under
section 175 of the DPA. The case concerned the alleged
disclosure of information by an employee without the consent
of the data controller. However, on the information available,
the Information Commissioner was unable to progress the case
and could not conclude that there had been a breach of the
GDPR and/or the DPA.

The investigation concerned the use of a CCTV system by a
Resident within the parking area at Waterport Terraces.
It was established that the CCTV system was no longer
processing personal data. No further action was required, taking
into account the circumstances of the case.

ENFORCEMENT
In the fourth quarter of 2020, the Information Commissioner has issued 2 Enforcement Notices and 1 Notice of Intent to issue a
monetary penalty. Click here for further information.

DATA BREACH NOTIFICATIONS
Under Article 33 of the GDPR (or Section 76 of the DPA in respect of applicable law enforcement processing), there are certain
incidents that organisations need to tell us about.
During this fourth quarter of 2020, a total of 10 data breach notifications were received and subsequently investigated. 8 breach
notification investigations have been closed in this quarter.

WEBSITE DEVELOPMENTS
Complaints Procedures
A document detailing the Information Commissioner’s complaints procedure has been published on the GRA’s website. Click here
to view this.
During this fourth quarter of 2020, a total of 9 data breach notifications were received and subsequently investigated. 7 breach
notification investigations have been closed in this quarter.

and a Happy New Year
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providing a platform to share expertise and best practise in relation
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From all of us at the Information Commissioner’s Office

Contact Us
+350 200 74636

privacy@gra.gi

SHOULD YOU WISH TO UNSUBSCRIBE FROM OUR QUARTERLY E-NEWSLETTERS, PLEASE EMAIL dpunsubscribe@gra.gi

