Breach Notifications and Enforcement

The below table lists the breach notifications received by the Information Commissioner since 25
May 2018 in respect of which the Information Commissioner has taken enforcement action.

Definitions:

“DPA" means the Data Protection Act 2004

“EU GDPR” means the EU General Data Protection Regulation 2016/679 (in force from 25 May 2018
to 31 December 2020, inclusive)

“Gibraltar GDPR” means the Gibraltar General Data Protection Regulation (in force as of 1 January

2021, inclusive)

Reference Number! &
Data Controller

Summary of Breach Notification

BN30/18
Royal Gibraltar Police
("RGP")

The investigation concerned a data breach by the RGP on 29 March 2019
regarding —

(a) the unlawful disclosure of personal data contained in CCTV
footage from a CCTV system run by the RGP; and

(b) the unlawful disclosure by the RGP of personal data contained in
a pocket book.

Sections breached: Sections 44(2), 49 and 75 of the DPA.

The Commissioner issued the RGP with a Reprimand on 5
December 2019.

BN20/19
Royal Gibraltar Police
("RGP™)

The investigation concerned a data breach by the RGP on 13 December
2019 regarding —

(a) the unlawful disclosure by the RGP of personal data contained
within a case docket.

Sections breached: Sections 44(1), 49, 65(1), 65(2), 65(3), 75, 77(2) and
76(4) of the DPA.

The Commissioner issued the RGP with a Notice of Intent to
issue a monetary penalty on 8 June 2020, as well as a monetary
penalty of £5,000 on 6 August 2020.

1 Case reference numbers reflect the year in which a breach notification was received. The GRA’s reporting year
runs from 1 April to 31 March. Therefore, cases with reference numbers ending in 21 will have been opened
between April 2021 and March 2022 inclusive.


https://www.gra.gi/download/1353/BN3018-R.pdf
https://www.gra.gi/download/1351/BN2019-NOI.pdf
https://www.gra.gi/download/1352/BN2019-PN.pdf
https://www.gra.gi/download/1352/BN2019-PN.pdf

BN23/19
Royal Gibraltar Police
(\\RGPII)

The investigation concerned a data breach by the RGP on 10 February
2020 regarding -

(a) the loss of personal data as contained within two USB flash drives
processed by the RGP.

Sections breached: Sections 49, 65(1), 65(2), 65(3), 75 and 77(2) of the
DPA.

The Commissioner issued the RGP with a Reprimand on 7 March
2022,

BN17/20
Royal Gibraltar Police
(\\RGPII)

The investigation concerned a data breach discovered by the RGP on 16
October 2020 regarding —

(a) the unlawful disclosure by the RGP of personal data relating to
current and previous employees, as well as information relating
to law enforcement matters;

(b) the lack of appropriate technical and organisational measures to
ensure security in respect of such personal data; and

(c) the unlawful retention by the RGP of such personal data.

Provisions breached: Sections 48(1), 48(2), 49, 65(1), 65(2), 70, 75,
77(1) and 77(2) of the DPA. Articles 5(1)(e), 5(1)(f), 24(1), 24(2), 30,
32, 34(1) and 34(2) of the EU GDPR.

The Commissioner issued the RGP with a Notice of Intent to
issue a monetary penalty on 7 March 2022, followed by a Penalty
Notice issuing the RGP with a monetary penalty of £10,000 on
21 April 2022.

BNO02/21
Royal Gibraltar Police
("RGP")

The investigation concerned a data breach by the RGP on 19 April 2021
regarding —

(a) the unlawful disclosure by the RGP of personal data contained
within an email.

Sections breached: Sections 49, 65(1), 65(2), 75, 77(1) and 77(2) of the
DPA.

The Commissioner issued the RGP with a Reprimand on 7 March
2022.

BN24/21
Gibraltar Health
Authority

(the “"GHA")

The investigation concerned a data breach by the GHA, as submitted on
29 March 2022 regarding-

(a) the loss of personal data.
Articles breached: Articles 5(1)(f), 5(2) and 32 of the Gibraltar GDPR.

The Information Commissioner issued the GHA with a

Reprimand on 21 November 2023.



https://www.gra.gi/download/1385/BN2319-R.pdf
http://www.gra.gi/uploads/documents/data-protection/downloads/BN1720_NOI.pdf
http://www.gra.gi/uploads/documents/data-protection/downloads/BN1720_PN.pdf
http://www.gra.gi/uploads/documents/data-protection/downloads/BN1720_PN.pdf
https://www.gra.gi/download/1385/BN0221-R.pdf
http://www.gra.gi/uploads/documents/data-protection/downloads/BN2421_Reprimand.pdf

BN22/22

Bayside Secondary
School

(the “School”)

The investigation concerned a data breach by the School, as submitted
on 14 December 2023 regarding-

(a) the unlawful disclosure of personal data by email.

Articles breached: Articles 5(1)(a), 5(1)(f), 5(2), 6(1), 9, 24(1), 24(2),
32, 35(1) and 35(3)(b) of the Gibraltar GDPR.

The Information Commissioner issued the School with a
Reprimand on 17 January 2024.

BN19/23 The investigation concerned a data breach by the GHA, as submitted on
Gibraltar Health 09 October 2023 regarding-
Authority
(the "GHA") (a) the unlawful disclosure of personal data.
The Information Commissioner issued the GHA with an
Information Notice on 09 February 2024.
The information was subsequently provided by the GHA and the matter
was closed with no further investigation required.
BN09/22 The investigation concerned a data breach as submitted by the GHA on

Gibraltar Health
Authority ("GHA")

14 September 2022, regarding the unlawful disclosure of special category
data (relating to 282 individuals) by a former employee to a legal
representative.

Articles breached: Article 5(1)(a), 5(1)(f), 5(2), 6(1), (9), 24(1), 24(2),
32, 34(1) and 34(2) of the Gibraltar General Data Protection Regulation.

The Information Commissioner issued the GHA with a
Reprimand on 12 November 2024.

BNO04/23

Civil Status and
Registration Office
(“"CSRO")

The investigation concerned a data breach as submitted by the CSRO on
23 June 2023, regarding the inappropriate accessing and subsequent
disclosure of information.

Articles breached: Article 5(1)(f), 5(2), 24(1), 24(2), 28(1), 28(3), 32,
34(1), 34(2) and 35 of the Gibraltar General Data Protection Regulation.

The Information Commissioner issued the CSRO with a
Reprimand on 18 December 2024.

This document, which is updated on a quarterly basis, was last updated on 22 October 2025



https://www.gra.gi/download/1355/BN2222-R.pdf
http://www.gra.gi/uploads/documents/data-protection/downloads/IN240208.pdf
https://www.gra.gi/uploads/documents/data-protection/Investigations/BN0922-241112Reprimand.pdf
https://www.gra.gi/uploads/documents/data-protection/Investigations/BN0423-241218Reprimand.pdf

