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In today’s increasingly digital world, it is important that you develop a strong understanding of how to stay
safe online. Your personal data (e.g., name, address, DOB) can be misused if it gets into the wrong hands.
Whether you're playing online games on a mobile app or a gaming platform, chatting with friends online, or
simply browsing your favourite websites, keeping your data private keeps you safe and helps protect you
from things like scams and identity theft.

KEEP PASSWORDS PRIVATE

Use strong, unique passwords which contain a mix of letters, numbers and symbols for
each accountyou own (e.g., one password for Roblox, a different password for TikTok, etc).
* Don’tshare passwords! Only parents or trusted adults should know your password.
* Avoid using easy guesses like your name, birthday, or “1234.”

T —

THINK BEFORE YOU SHARE

Don’t share your full name, address, phone number, photos, etc online. Once it’s out there,
you can’t always take it back!

* Check before you click. Ask yourself: Would | be happy for my family or teacher to see this?
If not, don’t share it.

* What you share can affect others. Always think about how your words or pictures might
make someone feel before you post.

USE PRIVACY SETTINGS

Review default settings and set your social media and game profiles to “private” from the
beginning. Ask an adult for help!
* Only accept friend requests from people you know in real life. If you wouldn’t talk to them in

the park or in town, do not accept them online.
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BE SMART

Only download apps or games with parental approval as some can collect your information
without you realising.

» Stick to age-appropriate online platforms. Many apps are not safe for children under the age
of 13 and you could be exposed to illegal or harmful content.

* Be weary aboutin-game online chats. Do not give out information to strangers.

DON’T CLICK ON WEIRD LINKS

* Ifitlooks suspicious, justignore!
» Attractive pop ups, ads, email links or fake “install” buttons can trick you into giving away
information or install viruses on your computer or gaming console.




REPORT ANYTHING STRANGE

Trust your feelings. If something doesn’t feel right, it probably isn’t.

* If someone online makes you uncomfortable or demands to know more about you (e.g.,
what school you attend, where you live, etc) tell a trusted adult immediately.

* You can also speak to teachers, school counsellors, or report it on a platform like Childline
Gibraltar.

BE KIND AND RESPECTFUL

Treat online friends how you would want to be treated. Be polite in online chats, comments,
and games just like you would be in person.

* Do not post, overshare or forward messages that could hurt someone.

* What you do online is still real life and it contributes to your digital footprint. Ask yourself,
Would this make someone feel happy or hurt? Always choose kind words.
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USE SAFE WI-FI

Stick to trusted networks (e.g., home, friend’s house).

* Avoid using public Wi-Fi in shops, airports or restaurants because your personal data may
not be private or safe.

* Ask an adult before using any new Wi-Fi connection.

KEEP DEVICES UP TO DATE

Do your updates! When your phone, tablet, or computer asks to update, let an adult know
so they can help you install it.
* Updatesfix problems and help protect your personal data from viruses and online hackers.
* Ask an adult to review parental controls and privacy settings once the updates are
complete.
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ASK FOR HELP

The online world is a tricky place, don’t try to fix it alone. A trusted adult can help you
handle problems safely and keep your personal data safe.

* Even if you think you know it all, ask an adult for help when something doesn’t feel right.
Asking for help shows you’re smart and responsible.

Remember, keeping your personal data safe online is very important. It helps protect you, your family, and
your friends from harm. If you ever have questions or feel unsure about what information is safe to share,
ask a trusted adult for help. You can also visit our website at www.gra.gi to learn more about ways to
protectyour personal data and stay safe online.

Smar+t choices ovline keep you safe every time.
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