


Your personal data tells a story. This booklet will help you understand what
personal data is, why it's important to keep it safe, and how you can protect it
both online and in real life.

What is personal data?

Every day, you share little pieces of information about yourself like your name, your
birthday, your school or the games you like to play. These pieces of information, about
you, are called personal data.

Personal data is not just written information. Your personal data can also be what you
look like, what hobbies you enjoy or what your online habits are. For example, photos or
videos you’ve posted online, or recordings of your voice can be considered personal data.
Even what you do online, like the things you search for or the posts you click on the most,
can count as personal data because it shows what you’re interested in.

Sometimes, personal data can be collected without you even noticing. For example, you
may be recorded by a security camera in a shopping centre, or your phone might share
information when you connect to public Wi-Fi in places like shops, airports or restaurants.

Personal data is anything that gives clues about who you are, what you like, or what you
do, whether you share it on purpose or not.

What is data protection?

Data protection is about keeping your personal information safe, private and under your
control. It means making sure that details like your name, location, photos, messages, or
payment info aren’t misused, stolen, or shared without your permission.

When you use apps, websites or social media, they collect data about you and data
protection laws make sure this data is handled responsibly. You have rights too — you can
ask to see what data an organisation has about you, and can sometimes request changes,
or even have it deleted. Overall, it’s all about respecting your privacy.

Think of your personal data like a secret book about you. Every page
has something special. Data protection is the strong cover and the lock
on that book. It stops strangers from reading your private pages and
keeps your story safe for you to share only when you want to.

Who or what collects personal data about me?

Different people and organisations may collect information about you. For example:
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When you use websites or apps, they learn things about you.

Nowadays, a lot of your personal data is collected online. Imagine every time you play a
game or watch a video online, the website or app you are using picks up tiny clues like
what you like to watch, what games you enjoy playing or how long you stay.

When you use social media, you may be sharing information about you. Sharing a photo
may reveal your location and liking a post may reveal information about what you like.
When you click on ads, fill in forms or enter online competitions, your personal data may
also be collected and shared.

Imagine the internet is a big theme park, and using websites
or apps is like leaving footprints. Every time you click or
watch something, the app sees those footprints and learns
what you like. But just like in a real park, not everyone who
sees your footprints is a friend, so you should be careful about
sharing personal details online.

How should organisations use my personal data?

Organisations should use your personal data to look after you. For example, your
school may use your information so teachers can teach you properly and keep track
of your progress. Doctors may collect details about your health, so they know how
to treat you if you’re sick. Sports or other clubs may keep your information so they
can tell you when sessions are and contact your parents if they need to.

How can | keep my personal data safe?

You can keep your personal data safe by being careful about what you share with
others including online or with apps. Don’t give out your full name, address, phone
number, or passwords to people you don’t know. Make sure your social media and
game accounts are private, and only share pictures, videos, or information with
friends and family you trust.

Why do | need to be careful with my personal data?

If you share too much personal data, someone may use it without asking, or might
even pretend to be you, send messages in your name, or see things about you that
should be private. Sometimes, it can even be used to trick you or other people.
That’s why it’'s important to keep your personal information safe and only share it
with people or apps you trust.
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What should I do if |1 feel my personal data is not safe?

If you ever feel your personal data is not safe, tell a trusted adult right away, like a
parent, teacher, or guardian. They can help you fix the problem and make sure your
information is protected.

You may also take some time out to review your privacy settings on your mobile
device and within your mobile apps or social media platforms. Here are some tips
you can follow:

* Change your passwords on any accounts that might be at risk. Make sure your
new password is strong.

Remove or delete information that you do not want others to see. This could be
pictures, posts or details about you.

Report the problem to the organisation, website, game or app. Many online sites
will have a “report” button or a way to contact support is your data is being
misused.

Monitor closely for strange activity and ask a trusted adult for help.

What does the Information Commissioner do?

The Information Commissioner’s job is to help everyone, including children,
understand their rights when it comes to personal data. Our office teaches people
why sharing personal information online can sometimes be risky and how to stay
safe. We also make sure organisations, like schools and other businesses, follow
the rules that protect your data. If an organisation breaks those rules, the
Information Commissioner can tell them to stop what they’re doing, fix their
mistakes, delete data they shouldn’t have, or give people a copy of their own
information. The Information Commissioner also investigates complaints and
checks whether organisations are doing the right thing.

If you want to know more or have a question for us, please get in touch:

@ WWW.Era.gi }E privacy@gra.gi
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