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Lesson 1: Strictly private? — what is personal information?

The information you are about to fill in below is
“information about YOU”.

All this information, especially when put together, can
identify YOU as a living individual.

This is known as YOUR “Personal Information”.
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How comfortable were you filling in the above information about
yourself?

Very comfortable Comfortable uncomfortable
This is a basic example of what is your personal information.

However, personal information can be anything and everything that

can identify you as an individual. For example, this booklet is forms
part of your personal information.



Lesson 2 ® Who needs to know your personal data?
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Would you share the above three types of personal information with
these people or only with some? If so, who?

It’s always good to know what rights you have regarding your
personal information. Get your teacher to explain and help you
understand that there is a law in Gibraltar (Data Protection Act

2004and the General Data Protection Regulation) which gives

individuals the following rights:

1.The right to be informed.
2.The right of access.

3.The right to rectification.
4.The right to erasure.

5.The right to restrict processing.
6.The right to data portability.
7.The right to object.
8.Rights in relation to automated decision making and profiling.

Always remember if there is something that you are not
comfortable with or unsure about ALWAYS consult It with your
parents or with a responsible adult.



Lesson 3 & 4 e Privacy online?
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Technology is forever growing, you must learn how to use 1
technical devices to identify and authenticate yourself in the
safest way possible when connected online.

You can use the internet for many different things, for example
research, social media, playing games, emails or talking to your
friends and family.

What do you use the internet for?

What devices do you use to connect on to the internet?
e.g. computers, laptops, iPad, PlayStation, Xbox, mobile
phones, Nintendo DS etc.



Lesson 3 & 4 e Privacy online?

1)

2)

3)

4)

5)

6)

7)

8)

9)

STAYING SATE ONLINE

Don’t post personal information online that you wouldn’t like
strangers to see — like your address, email address or mobile
number.

Think carefully before posting pictures or videos of yourself.
It is very easy to lose control once you’ve put a picture or a
video of yourself online.

Keep your privacy settings as high as possible. Keep checking
that updates have not changed your privacy settings.

Choose a difficult password and never give out your passwords
to other people

Don’t befriend people you don’t know. If you are unsure the
person is who they say they are do not accept themas an
“online friend”.

Don’t meet up with people you’ve met online. Speak to your
parent or or a responsible adult if someone is pressuring you
to meet.

Remember that not everyone online is who they say they are

Think carefully about what you say before you post something
online

Respect other people’s views, even if you don’t agree with
someone else’s views doesn’t mean you need to be rude

If you see something online that makes you feel uncomfortable,
unsafe or worried: leave the website, turn off your computer if
you want to. Most importantly tell a trusted adult immediately.
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Lesson 5 ¢ The digital world: becoming a digital citizen

How much do you rely on the internet? Do you use the internet on
a daily basis?

In today’s world most people will use the internet on a daily basis,
from large companies who require the internet to operate their
businesses, to students who require it for homework use,
entertainment and interaction. The internet is so much part of our
daily lives that we may not actually think about or see a difference
between being offline and online.

What is a digital citizen?

Record your usage of online media and technology for a period of
24 hours. Things to record - What device did you use, for what
purpose and for how long.



Lesson 3 & 4 e Privacy online?

FUN FACTS

These facts reflect the findings of a survey which the Gibraltar
Regulatory Authority conducted on year 7 students in Gibraltar
For the academic year 2017 / 2018:
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Lesson 5 e The digital world: becoming a digital citizen
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DIGITAL WORLD SECURITY
ETHICS TECHNOLOGY
INTERNET

PERSONAL DATA
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