




The inform
ation you are about to fill in below

 is 
“inform

ation about YO
U

”.

All this inform
ation, especially w

hen put together, can 
identify YO

U
 as a living individual. 

This is know
n as YO

U
R “Personal Inform

ation”.
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H
ow

 com
fortable w

ere you filling in the above inform
ation about 

yourself?

Very com
fortable               Com

fortable                    uncom
fortable

This is a basic exam
ple of w

hat is your personal inform
ation.  

H
ow

ever, personal inform
ation can be anything and everything that 

can identify you as an individual.  For exam
ple, this booklet is form

s 
part of your personal inform

ation. 

Lesson 1:   Strictly private? –
w

hat is personal inform
ation?



W
hat different types of personal

inform
ation is there that you have

learnt about today?
G

ive 3 exam
ples:
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Lesson 2 • W
ho needs to know

 your personal data?

It’s alw
ays good to know

 w
hat rights you have regarding your 

personal inform
ation.  G

et your teacher to explain and help you 
understand that there is a law

 in G
ibraltar (Data Protection Act 

2004and the G
eneral D

ata Protection Regulation) w
hich gives 

individuals the follow
ing rights:

1.The right to be inform
ed.

2.The right of access.
3.The right to rectification.

4.The right to erasure.
5.The right to restrictprocessing.

6.The right to data portability.
7.The right to object.

8.Rights in relation to autom
ated decision m

aking and profiling.

Alw
ays rem

em
ber if there is som

ething that you are not 
com

fortable w
ith or unsure about ALW

AYS consult It w
ith your 

parents or w
ith a responsible adult.

W
ould you share the above three types of personal inform

ation w
ith 

these people or only w
ith som

e? If so, w
ho?

..…
…

…
…

…
…

…
…

…
…

…
…

…
…

…
…

…
…

…
…

…
…

…
…

…
…

…
…

…
…

…
…

…
…

…
…

…
…

…
.

W
ho do you interact w

ith on a daily basis: …
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Lesson 3 &
 4 • Privacy online?

Technology is forever grow
ing, you m

ust learn how
 to use 

technical devices to identify and authenticate yourself  in the 
safest w

ay possible w
hen connected online.

You can use the internet for m
any different things, for exam

ple 
research, social m

edia, playing gam
es, em

ails or talking to your 
friends and fam

ily.

W
hat  do you use the internet for?
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W
hat devices do you use to connect on to the internet?

e.g. com
puters, laptops, iPad, PlayStation, Xbox, m

obile
phones, N

intendo DS etc.
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H
ow

 often do you connect on to the internet?   
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Do you have a social m
edia account, if so, how

 m
any?
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Do you dow
nload apps / gam

es on to your devices?
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Are you aw
are of the privacy settings on your accounts?
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Lesson 3 &
 4 • Privacy online?

S
t

a
y

i
n

g
 S

a
f

e
 O

n
l

i
n

e
1)

Don’tpostpersonalinform
ation

online
thatyou

w
ouldn’tlike

strangersto
see

–
like

youraddress,em
ailaddress

orm
obile

num
ber.

2)
Think

carefully
before

posting
pictures

orvideos
ofyourself.

Itis
very

easy
to

lose
controlonce

you’ve
puta

picture
ora

video
ofyourselfonline.

3)
Keep

yourprivacy
settingsas

high
aspossible.

Keep
checking

thatupdates
have

notchanged
yourprivacy

settings.

4)
Choose

a
difficultpassw

ord
and

nevergive
outyourpassw

ords
to

otherpeople

5)
Don’tbefriend

people
you

don’tknow
.

Ifyou
are

unsure
the

person
is

w
ho

they
say

they
are

do
notacceptthem

as
an

“online
friend”.

6)
Don’tm

eetup
w

ith
people

you’ve
m

etonline.
Speak

to
your

parentorora
responsible

adultifsom
eone

is
pressuring

you
to

m
eet.

7)
Rem

em
berthatnoteveryone

online
is

w
ho

they
say

they
are

8)
Think

carefully
aboutw

hatyou
say

before
you

postsom
ething

online

9)
Respectotherpeople’s

view
s,even

ifyou
don’tagree

w
ith

som
eone

else’sview
sdoesn’tm

ean
you

need
to

be
rude

10)
Ifyou

see
som

ething
online

thatm
akes

you
feeluncom

fortable,
unsafe

orw
orried:leave

the
w

ebsite,turn
offyourcom

puterif
you

w
antto.

M
ostim

portantly
tella

trusted
adultim

m
ediately.



Lesson 5 • The digital w
orld: becom

ing a digital citizen

H
ow

 m
uch do you rely on the internet? Do you use the internet on 

a daily basis?
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In
today’s

w
orld

m
ostpeople

w
illuse

the
interneton

a
daily

basis,
from

large
com

panies
w

ho
require

the
internet

to
operate

their
businesses,

to
students

w
ho

require
it

for
hom

ew
ork

use,
entertainm

entand
interaction.The

internetis
so

m
uch

partofour
daily

lives
thatw

e
m

ay
notactually

think
aboutorsee

a
difference

betw
een

being
offline

and
online.

W
hat is a digital citizen?
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Record your usage of online m
edia and technology for a period of 

24 hours.  Things to record -W
hat device did you use, for w

hat 
purpose and for how

 long.
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Lesson 3 &
 4 • Privacy online?

These facts reflect the findings of a survey w
hich the G

ibraltar 
Regulatory Authority conducted on  year 7 students in G

ibraltar
For the academ

ic year 2017 / 2018:
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Lesson 5 • The digital w
orld: becom

ing a digital citizen
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