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Information Commissioner

G Etti n g Sta rted Ages 8 to 12: Lesson plan and resources

Understanding the concept of personal data is essential, especially in the advanced technological world that we live in today. The materials in this pack aim
to give teachers a creative and engaging set of resources for use in the classroom, supplying the tools they need to raise awareness of key issues around
data protection.

Students will learn -

« why our personal information is important;
« how to keep it safe; and
- what our rights are.

The materials have been developed to allow teachers some flexibility in their approach, and provide them with resources that encourage active learning, with
many opportunities for student discussion and interaction.

The activities laid out in this pack will help teach young people about data protection and their rights.

Students will learn about where they can go for help if they have a concern and how, as active citizens, they can use data protection for a wider social
benefit. There are 5 lessons in total:

Learning about what is personal data “strictly private?
Who needs to know your personal data?

Learning to protect yourself online (Part one).
Learning to protect yourself online (Part two).
Becoming a digital citizen.

2 5> BV [

We hope teachers will feel free to use and customise the materials provided in this pack to suit their own context, perhaps by adapting the learning
objectives, or by adding literacy targets to their lessons. The lesson plans within this pack are each structured for one hour sessions. Conscious of time
constraints, teachers may want to take a ‘mix and match’ approach to the lesson topics. You may wish to split and combine the lessons presented in this

pack into shorter sessions.
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Information Commissioner

Ages 8 to 12: Lesson plan and resources

/ General aims \

These sessions aim to introduce the following -

« how privacy is about shielding yourself and what is closest to you from the gaze of others (restricted privacy e.g. intimacy of your body, emotions etc.);
« whilst also allowing you to ‘be yourself’ shaping your life in line with your own will (open privacy e.g. expressing yourself in public); and

« the ability to reject interference with your private sphere (from the state, friends, strangers etc.)

These sessions aim to introduce privacy as a recognised human right -

« the role of privacy in modern democracy; and
« the states responsibility to ensure that privacy is protected and that it does not interfere with it.

These sessions aim to introduce the notion of privacy online -

« by demonstrating how society increasingly lives with and through technology;

« illustrating how new technologies raise special challenges for the protection of privacy; and
« emphasising that everyone has the right to privacy online as well as offline.

-

Learning objectives

By the end of these sessions students should be able to:

« Explain what is meant by privacy and have a reflexive attitude towards privacy.
»  Explain privacy as a fundamental right.
* Understand the importance of privacy offline and online.

\_
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Lesson plan
1

Learning about what is personal data
“strictly private”

/
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Lesson 1 e Strictly private?

Time: 1 hour

Information Commissioner

Ages 8 to 12: Lesson plan and resources

Aims

4 A

This session will explore what we mean by
‘personal data’ and whether everything that
is personal needs to be private.

Students will discuss
information.

how they share

Students will be able to explore what kinds
of personal data might be held about them
and by whom.

They will be introduced to the role of the
Information Commissioner’s Office (“GRA”)

Learning

4 )
objectives

By the end of the session, students will be
able to

* Explain what they mean by the term
‘personal data’.

* Discuss levels of privacy appropriate to a

and some of the legal and regulatory
framework protecting personal data.

Teachers may find it helpful to research
background information on personal
information and the General Data
Protection Regulation at

before running this activity.

range of personal data.
KExplain the role of the GRA. /

‘Methods of teaching\

Discussion, explanation, demonstration,
dramatisation, method of reading and textual
exercises.

/ Resources \

Sources of information about famous
people such as magazines, books and access
to the internet.

Interactive whiteboard
possible).

(if and where

A4 paper.

Pens and pencils.

Flip chart.

Pupil sheet 1: Personal information profile.

Pupil sheet 2: Personal information.

\_ J

Description of the GRA’s role in data
Qotection. /
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Lesson 1 ® StriCtly private Information Commissioner

Time: 1 hour Ages 8 to 12: Lesson plan and resources

4 Introduction to the lesson h

Tell the class that today they will be considering personal information. Ask what they think personal information is. Write down their ideas. Show or read
to the class the definition of ‘personal information’ (Attachment 1).

“Personal information is information about you. This includes your name, address or telephone number. It can also be your school, the type of job you
do, the things you buy when you are shopping and what you like to do in your free time.”

\Compare the class’ ideas with the slide. /
4 Activity )

Divide into small groups.

Invite the children to choose a famous person such as an actor, pop star or sports personality.

Provide each group with a copy of the “How well do you know your superstar?” (Attachment 2) Challenge the children to write down as much personal
information about their chosen person as they can.

Qn they find all the information being asked? j
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Lesson 1 ® StriCtly privatE? Information Commissioner

Time: 1 hour Ages 8 to 12: Lesson plan and resources

/ Discussion \ 4 h / Information \

. - Extra discussion
Discuss with the students what they On GRA

think constitutes personal information.
> Pose the question: Should there be rules

E.g. name, telephone number, home ) )
address etc about our personal information, such as _
' who can see it, where it should be Tell students that there is an

stored, who it can be shared with? organisation set up to safeguard
Ask them: information rights — the GRA.

Q) If they were the person, would they
mind if that personal information was
known by complete strangers?

Show attachment 3, showing a brief
outline of the GRA’s mission statement.

\_ /

Q) How might the information have
become available?

Q) When might it be a problem for
someone to know a famous person’s
address?

Q) Which pieces of information do the
children feel should be kept safe and
why?
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Lesson 1 ® StriCtly privatE? Information Commissioner

Time: 1 hour Ages 8 to 12: Lesson plan and resources

4 A

Extension work
Activity 1

Over the coming week encourage the children to look out for news reports about famous people who feel their personal information has been taken
and that their privacy has been invaded.

What advice would the children give to these people?

\_

4 Passport to your N

Privacy Journey

rights
Activity 2

Give each child a copy of the “Passport to your rights” booklet and ask them to fill it in. After each lesson, as they start
learning more and more about their rights they will be able to slowly fill in and complete their journey through the steps of the
Booklet.

\_




Strictly private? — What is personal information?

Attachment 1

Personal information is information about you.

This includes your name, address or telephone number.
It can also be things such as your school, the type of job
you do, the things you buy when you are shopping and
what you like to do in your free time.



https://pixabay.com/en/newspapers-periodical-publication-33946/

What do we know about this person?

Strictly private? — What is personal information?

Name:
Birthday:
Age:
Address:

Favourite food:

Leisure activities:

Job/school:
Nationality:

Anything else?

Attachment 2

What would he/she want us to know?



Strictly private? — GRA mission statement

Attachment 3

The Gibraltar Regulatory
Authority is the
Information Commissioner

under Gibraltar's Data
Protection Law.

GRA

GIBERALTAR REGULATORY

AUTHOQRITY

Amongst other things, this
includes the provision of
advice on data protection

related matters and the

investigation of complaints,
as well as raising awareness
on privacy issues.



\_

Lesson plan
2

Who needs to know your personal data?
Exercising your rights

/
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Lesson 2 ¢ Who needs to know your personal data?

Time: 1 hour

Exercising your rights

Information Commissioner

Ages 8 to 12: Lesson plan and resources

/ Aims \

Students will learn why we share certain
pieces of personal information with specific
people and not others.

This session will prompt students to
explore what rights they have regarding
their personal data.

Students will understand how to protect
their personal data by knowing when to
alert a responsible adult if they believe
their personal information has been

compromised. /

‘Methods of teaching\

Discussion, explanation, demonstration,
dramatisation, method of reading and textual
exercises.

Learning \

objectives

-

By the end of the session, students will be
able to:

* Understand and give examples of
situations pertaining to private life (e.g.
medical issues and family
circumstances etc.)

* Understand what personal information
is appropriate to share, and with whom
this should be shared with.

* Understand that they have rights under
the law that help protect their personal

" Resources )

Attachment 1: Amy and Brian profiles.
Attachment 2: Table.

Attachment 3: Exercising your rights.

. J

\information. /

J

rotect personal information

Cighlighter pens.

Rules that hel

Personal information can only be used for
the purpose it was obtained.

Extra protection for sensitive information
(e.g. medical).
People have their

rights regarding

personal information (e.g. access, consent,
object, correct).

Individuals must be informed of their
rights.

Organisations must comply with these
rules.
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Lesson 2 ¢ Who needs to know your personal data? Information Commissioner

Time: 1 hour

Exercising your rights

Ages 8 to 12: Lesson plan and resources

/

1.

\_

Introduction to the lesson

Explain to the class that different pieces of personal information are shared based on the type of relationship a child has with a particular person.
Tell the class that you have some information about two children. Ensure the class knows that Amy and Brian are not children within the school.
* Invite the class to start thinking about the different types of personal information (medical, familial, education, electronic security)
(Attachment 1).
* Invite the class to think about who they interact with daily and what they expect these individuals to know about them (Attachment 2).

Explain to the class that as citizens, they have certain rights to the protection of personal information and go through the rights and rules detailed
on the previous slide.
* Invite the class to start thinking about the statements on Attachment 3.

\

-

1.

\_

Give each pair of children one profile (Attachment 1) and a highlighter pen.
* Ask them to read the profile and highlight any information that they think should never be shared with another person. Discuss their answers
and seek reasons for their recommendations.
* Give each pair a “Table” (Attachment 2). Ask the children to tick the information that could be shared with the named people. Ask the
students to compare the tables. Discuss areas where children are not in agreement. Stress that passwords should never be shared.

Give each pair of children the “Exercising your rights” hand-out (Attachment 3).
* Ask them to discuss each statement and decide which section of the circle it should be placed in.
* Ask them to use three of the ‘agree’ statements to construct ‘rights’ statements, i.e. statements which everyone agrees are important in a
democratic society.
* Ask them to discuss what statements would worry them and how they would deal with this. Stress that adult intervention is the appropriate
solution and adults can contact the Information Commissioner to seek advice.

J
Activities \
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Lesson 2 ¢ Who needs to know your personal data? Information Commissioner

Time: 1 hour Exercising your rights

/~ Discussion \ /  Extension work "\ /Passporttoyour\

Ages 8 to 12: Lesson plan and resources

Throughout the activities ask the 20 25
s Activity 1 h
Extension: rlg ts

Q) What personal information they * Invite children to add other people . e

would never share with anyone? Why? to the “Who needs to know what?” ACt |V|ty 2
tables.

Q) What personal information can they * Role play conversations between

share about themselves? Why? Amy, Brian and a given person. ral @nildlien e T R dhe relevar
Encourage the children playing the section(s) of their “passport”.

Q) What personal information they roles of Amy and Brian not to

believe should be protected by the provide inappropriate personal

individuals/organisations that hold this information.

information? My

¢ Privacy Journey

Q) Why have they positioned the
statements in the three different
categories?

Q) What changes would they make to
the statements in Attachment 3?

Q) What should they do if they think

%ir personal information is in dangy
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Who needs to know your personal data? Amy and Brian profiles

Amy Garcia is eleven years old and her birthday is on
the 22 April. She lives with her parents Stephen and
Sandra in Gibraltar. Her address is 56 Beach Lane.
Amy has long, brown hair and large green eyes. Her
favourite food is pizza and she likes to eat fruit for
dessert. In Amy’s spare time she enjoys playing
basketball, riding her bicycle and playing computer
games. Her favourite game is Animal Kingdom
because it lets her create animal characters and talk
to her friends who are also using the game. For
Animal Kingdom her username is AmyG123 and her
password is BBall521. Her favourite school subjects
are P.E. and English. Amy also has diabetes and uses
an insulin injection to control her blood sugar.

Attachment 1

Brian McDonald was born in London but now lives in
Gibraltar. He is nine years old and his birthday is on
the 25 March. Brian and his sister, Maggie are adopted
and live in 56 Rock Lane. Brian has short, brown hair
and blue eyes. His favourite food is pasta and likes to
have ice cream for dessert. He enjoys listening to
music online, drawing and watching superhero films.
Brian likes to keep in touch with his friends by email
(b.mcd4256@therock.com) and by text (5700005567).
Brian hopes to go to university back in London one day
and would like to be doctor when he grows up. Brian
has asthma and uses an inhaler.




Who needs to know your personal data?
Table

Attachment 2

ge|Birthday| Address | Number | details Hobbies Password

Teacher

Doctor
Postman
/woman

Bus driver
Shop
keeper
School
friend
Swimming
teacher

Stranger

Next-door
neighbour



Exercising your rights

Attachment 3

Statements: \
. Teachers should be allowed to display our reading scores in the hall.

| should be able to find out how my asthma medication will affect me.

A store should not have to tell me that it is videotaping me while | shop.

Any teacher in the school should be able to get a copy of my report card, even if he or she is not my current teacher.

| should know if a book club is going to sell my personal information.

My teacher should provide me with a list of the home addresses of all the students in my class.

| should be told if | am going to be videotaped in a store’s changing room.

| should be able to see my school records.

My parents should not have to tell me if they are monitoring my e-mail messages.

0 | should be able to find out the name of the person who complained about me to my teacher. /

po.\l@w.b.wsz\

-

Based on the “Agree” Statements, create a set of rights
which are important for society:

Agree Disagree




-

Lesson plan
3

Learning to protect yourself
online
“Part one”

~
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Lesson 3 e Learning to protect yourself online

Time: 1 hour

/ Aims \

This session will explore the risks and
measures that children should adopt in
order to ensure adequate technical
protection and security of their personal
data.

In a world where technology is ever
growing, students must know how to use
technical devices to identify and
authenticate themselves safely online. They
must learn how and when to authorise the
collection of their personal data and set up
accounts and/or profiles in accordance with

Qta protection rules.

“Part one”

Learning
objectives

4 A

By the end of the session, students will be
able to:

* |dentify ways to protect themselves
online.

* Recognise different ways of identifying
and authenticating themselves.

* Understand the terms and conditions of
use on online services (to allow or
refuse geolocation, allow or refuse
applications access to personal contact
list, photos etc.)

* Know how to manage the settings of the
online applications and services that

Information Commissioner

Ages 8 to 12: Lesson plan and resources

Methods of teaching\

Discussion, explanation, demonstration,
dramatisation, method of reading and textual
exercises.

- J
4 )

A4 paper.

Resources

Pens and pencils.

White board or flipchart.

they use.
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Lesson 3 e Learning to protect yourself online

Time: 1 hour

activity 1

(10 - 15 minutes)

Discuss what the internet entails and
ask them -

Q) to come up with an explanation of
what they think the internet is;

Q) consider how the internet works;
and

Q) if they think the internet is a safe
place.

This can be done as an open class
discussion or alternatively, the
students can be asked to pair up and
then each group can openly share
their thoughts with the rest of the
class.

m\troduction anm

\_ /

“Part one”

Activity 2
(20 - 30 minutes)

Working in larger groups, ask students to list and
discuss the following:

Q) Good and bad things about the internet.
Q) What do they use the internet for?
Q) What are some of their favourite sites.

Note: For those who find this difficult some of the
prompts used by the teacher could be: gaming,
communicating, watching TV, finding information,
shopping etc.

You may wish to provide the groups with post it
notes for this activity. Once each group have their
ideas written down, as a class they can sort their
results into three categories, 1) content 2) contact
3) conduct. Explained in Attachment 1.

You may wish to use a flip chart or a board so that
students can stick their post-its on to the
categories.

Information Commissioner

Ages 8 to 12: Lesson plan and resources

/ Activity 3 \

(10 — 15 minutes)

Ask the children how they actually
connect to the internet. Have a class
discussion and identify whether the
students tend to connect to the
internet the same way. Many children
are starting to use mobile devices
whilst others may not own a mobile
and revert to home or school
computers.

Ask the students to identify all the
different ways they can connect on to
the internet.

For example, computers, laptops, iPad,
PlayStation, Xbox, mobile phones,
Nintendo DS, etc.

Share some of the findings with the
class — this activity could help
contribute to a class display about the

Qternet.
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Lesson 3 @ Learning to protect yourself online Information Commissioner

Game — Extra activity “Part one”

Ages 8 to 12: Lesson plan and resources

Passport to your
rights

Ask children to fill in the relevant section(s) of their “passport”.

My
Privacy Journey

A game by the
Council of Europe

OUN CONSEIL -
OF ELROPE __ DE L'ELIROPE

The Internet game “Through the Wild Web Wood” was produced
under the Council of Europe programme “Building a Europe for and
with Children” and is designed to help 7 to 10 year olds understand
the Internet and acquire the skills to become wise internet users.

The game aims to help children understand the basic concept of

human rights, and to learn about their own rights and that of others.

Whilst the game does touch upon some data protection concepts, it
is mainly intended to raise children’s awareness of the risks posed by
the internet in general. It also aims to help the children to develop
skills to protect themselves and their personal information whilst
using the internet.

If you have access to a computer, internet and a projector within your
classroom, you may wish to play the game as a class and assign one
individual with the responsibility of controlling the character in the
game.

Link: http://www.wildwebwoods.org/popup.php?lang=en
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Learning to protect yourself online

Time: 1 hour

Attachment 1

“Part one”

Contact

This area will cover issues surrounding young
people who use the internet to communicate with
friends and even possibly with strangers online.

This can later lead to young people meeting up
with strangers and even talking to people who
claim to be someone they are not.

Building online trust with a “cyber friend”, where
one begins to disclose personal information about
themselves can also lead to bullying and young
people being mislead in to disclosing personal
information about them to complete strangers.

Conduct

This area refers to how children behave online.
Unfortunately many young people admit to
behaving differently online than to what they
would in real life. Young people tend to drop
their inhibitions and may engage in types of
behaviour that they would not consider in the
real world. Young people need to understand
that the actions they take online have
consequences in the real world.

Children access the internet in more ways than one i.e. phones,
It is no longer about banning them from
using the internet but instead about empowering them with the
knowledge and understanding on how to use the internet safely.

game consoles, etc.

Content \
This area deals with material that children
and young people may be able to access
easily via the internet.

Such as photographs, comments, videos,
etc.

It is important to remember that content
which is uploaded and used on the internet
can be shared with millions of people
around the world and materials such as
personal photos and videos can last forever

Qe uploaded on to the internet. /
‘ J

)

i




-

Lesson plan
4

Learning to protect yourself
online
“Part two”

~
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Lesson 4 e Learning to protect yourself online

Time: 1 hour

4 A

This session will explore the risks and
measures that children should adopt in
order to ensure adequate technical
protection and security of their personal
data.

Aims

In a world where technology is ever
growing, students must know how to use
technical devices to identify and
authenticate themselves safely online. They
must learn how and when to authorise the
collection of their personal data and set up
accounts and/or profiles in accordance with

data protection rules.

“Part two”

/ Learning \
objectives

By the end of the session, students will be
able to:

* |dentify ways to protect themselves
online.

* Recognise different ways of identifying
and authenticating themselves.

* Understand the terms and conditions of
use on online services (to allow or
refuse geolocation, allow or refuse
applications access to personal contact
list, photos, etc.)

* Know how to manage the settings of the
online applications and services that

Information Commissioner

Ages 8 to 12: Lesson plan and resources

Methods of teaching\

Discussion, explanation, demonstration,
dramatisation, method of reading and textual
exercises.

J
~N

\_
4

A4 paper.

Resources

Pens and pencils.

White board or flipchart.

they use.

\_
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Lesson 4 e Learning to protect yourself online Information Commissioner

Time: 1 hour “Part two” Ages 8 to 12: Lesson plan and resources

Introduction and activity 1

Duration (30 minutes)
Tell the class that today they will be considering the security of their personal information on the internet.

In a world where technology is ever growing, students must know how to use technical devices to identify and authenticate themselves safely online.
They must learn how and when to authorise the collection of their personal data and set up accounts and/or profiles in accordance with data protection
rules.

When a user chooses to download an app, they tap the “install” icon and will see a screen that looks like (Attachments 1). Note: Attachment 2 is optional
— goes in to more detail about what the service provider is requesting of the user before they download the app.

Give each student a “Bee Online Book Club” form (Attachment 2) for them to fill in as if they were going to join this service. Once completed, discuss the
information asked by the form as part of a group discussion.

Ask the students to comment on the information which the form is requesting of them. Some suggested questions are:

e Do you think all the questions are necessary? e Were you comfortable in providing all the information it requested?
e What information does a book club really need? e What information is not needed?

e Why would a book club want information about student preferences — books, TV, music, sports?

Explain to students that through our phones and our social media profiles (e.g. Facebook, Snap Chat etc.) most if not all of this information is readily
available through our comments, photos, contacts, likes and friends. Explain that sometimes their personal information can be sold, without their
consent, to companies who will then send them advertisements based on this information. Ask students how they feel about this. Explain that people
often have to provide personal information in order to get a service e.g. downloading a game, signing up to a “book club”. Ask students for examples of
situations they may have experienced where giving out personal information and giving up some privacy has been worth it in order to receive the
benefits.
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Lesson 4 e Learning to protect yourself online Information Commissioner

Time: 1 hour “Part two” Ages 8 to 12: Lesson plan and resources

Activity 2

Duration (30 minutes)

At the moment of download, the permissions regime is “all or nothing.” In order to get an app installed on your device the first time you have to agree to
all of the permissions.

Inform the class that there are ways to protect yourself online.
Inform the class that once apps have been installed whether on the phone or through your email or social media account, users can typically check to see

which permissions they have granted by going to the app in the Google Play Store or the terms and conditions of the app . Permissions are always available
for the user to see in the terms and conditions of the app.

Also stress the importance of using sensible passwords. Use a combination of letters and numbers. Don’t use passwords which can be easily linked to you.
Give an example on the board.

Easy password to guess: “name and year of birth” e.g. john2010 OR “favourite football team and your favourite players t-shirt number” e.g. Manchester7.
Hard password to guess: “name written backwards with a Capital letter and a random number” Nhoj5869 OR a “combination of Capital letters, letters,
numbers and keys” JO7#%Man.

Finally, talk about the importance about continuously checking the security settings of one’s social media account. When you first open a social media
account, the security settings are set to the minimum, which usually means EVERYONE can see your profile. It is up to the user to amend and tighten their
security levels.

Stress the importance of protecting your own personal information, and how to become aware of your “privacy”. Students could do a follow up activity
such as creating posters to inform others about the importance of privacy. These posters could be part of a class display board.
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Lesson 4 e Learning to protect yourself online

Time: 1 hour “Part two”

Information Commissioner

Ages 8 to 12: Lesson plan and resources

-

Ask children to fill in section the relevant section(s) of their “passport”.

\_

Passport to your

rights

My
anacy Joumey
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Learning to protect yourself online “Part two”
Attachment 1

In-app purchases

Identity

Calendar

Photos/Media/Files

Wifi connection information

Device ID & call information

DOWNLOAD NOW.




Learning to protect yourself online “Part two”
Attachment 2

$ In-app purchases
Allow the user to make purchases from within the app.

& Identity
Uses one or more accounts on the device, profile data.

Calendar
Uses calendar information

||=|i Photos/Media/Files
Uses one or more of files on the device, such as images, videos or audio and the device’s external storage
= Wifi connection information

Allows the app to view information about wi-Fi networking.

2] Device ID and call information

Your phone number and the number connected by a call. May include the
ability to read phone status and identity




“Part two”

Learning to protect yourself online

Attachment 3

e =

='Books online club

want to be part of this FANTASTIC book dub st the spedal price of £9.53
want to receive emails to be ke=pt up to dete of new up and coming books

0 L]
& I

Baoy [] aird YearGroug. =~

First Name: . e eessessennees

Postal Codelu s
Email Address:. e momm.
Telephone DUMBEr . e .

Date of Birthi ..o cecemsreenes

Kind of books you like:.. e
Favourite music band:.......cccou..
Favourite music band:.......ce-.
Your favourite TV Show .o crerssmme
Your Favourite actorfactress:.......
Your favourite Football team:......

After School interest (e.g. baskethall, foothall, dance, arts & crafts):

Video games you like to play: .....cceceeeee
Parent(s) name and 828l . e

Sibling(s) name and 888w renne




Learning to protect yourself online “Part two”
Attachment 4

STAYING
SATE
ONLINE

Don’t post personal information online that you wouldn’t like strangers to see — like your address, email address or mobile number.

Think carefully before posting pictures or videos of yourself. It is very easy to lose control once you’ve put a picture or a video of yourself online.
Keep your privacy settings as high as possible. Keep checking that updates have not changed your privacy settings.

Choose a difficult password and never give out your passwords to other people.

Don’t befriend people you don’t know. If you are unsure the person is who they say they are do not accept them as an “online friend”.

Don’t meet up with people you’ve met online. Speak to your parent or a responsible adult if someone is pressuring you to meet.

Remember that not everyone online is who they say they are.

Think carefully about what you say before you post something online.

Respect other people’s views, even if you don’t agree with someone else’s views doesn’t mean you need to be rude.

If you see something online that makes you feel uncomfortable, unsafe or worried: leave the website, turn off your computer if you want to. Most
importantly tell a trusted adult immediately.
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Lesson 5 ¢ The digital world: becoming a digital citizen Information Commissioner
Time: 1 hour Ages 8 to 12: Lesson plan and resources

/ Aire \ / Learning \ " Resources )

Attachment 1: Digital time.

Students will learn about the importance of b - -

being responsible for their own personal O JeCtlveS Attachment 2: Statements.

data online, as well as respecting the By the end of the session, students will be

personal data of others. able to: Attachment 3: Scenarios.

This session will help students to develop * Determine whether or not specific Qens/pencils. /
critical and ethical skills to help them information found online is reliable

navigate the digital environment with (e.g. the spread of false information

confidence and clarity, knowing about and/or rumours).
actions that define a digital citizen.

Identify inappropriate or illegal content
\ / and behaviour.

* Recognise situations involving
reputational damage or cyber-bullying.

Judge when it is appropriate to share

4 e )
MethOdS Of teaChIng information online in a given context,

Discussion,  explanation,  demonstration, and foresee the potential

dramatisation, method of reading and textual consequences of the sharing.
exercises.
\_ J
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Lesson 5 ¢ The digital world: becoming a digital citizen Information Commissioner
Time: 1 hour Ages 8 to 12: Lesson plan and resources

4 Introduction to the lesson )

1. Explain to the class that students of their generation have grown up with direct, easy access to the internet and highlight that this was not previously
the case. Briefly talk about how society has evolved to rely on the internet, from large companies who require the internet to operate their
businesses, to students who require it for homework use, entertainment and interaction. Explain that as a result of this, students may not actually
think about or see a difference between being offline and online. Use the questions in the “Discussion” section on the slide to guide the discussion
and prompt students to think critically about their online activities.

2. Explain to the class that just as we are citizens of countries, if we interact in any of the ways discussed earlier, we are automatically citizens of the
\ digital world. By that definition, we are all digital citizens.

( Following the introduction above, initiate the first activity “Digital time”. Group students together and hand them Attachment 1 which will help \

them think about the extent to which students use social networking sites on the internet.
*  Ask them to discuss and estimate how much time they spend in one day interacting with others online (e.g. on social networking sites or in
online communities).
*  Ask them to make a note of the tools/digital technology they use to communicate.
* Ask them to share their discussions with the class.
2. Use Attachment 2 to assist discussion about the digital world and what it means to be a digital citizen.
*  Write the words ‘digital citizen” on the white/black board.
e Ask students to discuss this in their own words and compare their explanations to the statements on Attachment 2A.
e Ask students to find relevant words hiding within the “Word jumble” on Attachment 2B.
3. Group students together and assign each group a different scenario on Attachment 3. Ask them to discuss the following questions:
* Is this an example of being a good digital citizen? Why or why not?
K * What are the rights and/or responsibilities demonstrated (or not) in each scenario?

* What are the possible consequences (good and bad) that may occur because of the actions in each scenario?
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Lesson 5 ¢ The digital world: becoming a digital citizen

Time: 1 hour

Other questions to raise and discuss with
the students throughout the activities:

Activity 1
Q) How do they socialise and interact
online?

Q) How is this different from communicating
and interacting with people face to face?

Activity 2 Aand B
Q) How important do they think these
statements are?

Q) Would they change any of the
statements?

Activity 3

Q) What would they do differently (if
anything) to make any of the scenarios an
example of being a good digital citizen?

/ Discussion \ /Extension work\

\day, per week, per year as a class. /

\_ /

Activity 1

Extension:

* Assign the “Day Online” activity (see
the blue bubble on Attachment 1) as a
homework assignment.

* Explain to the students that they
should keep a record of their usage of
online media and technology for a
period of 24 hours.

* Explain to students that the aim of this
activity is to assess how much time
they actually spend interacting within
the digital world.

* Once all students have completed this
assignment, encourage them to share
their observations with the class and
calculate the time they have spent per

Information Commissioner

Ages 8 to 12: Lesson plan and resources
Passport to your
rights
Activity 2

Ask children to fill in section the
relevant section(s) of their “passport”.

My
Privacy Journey




The digital world: becoming a digital citizen
Digital time

Attachment 1 ﬂ

N

ALL STUDENTS USING AT LEAST ONE SNS (?RA 202!8 Statistics Extension work:
Gibraltarian students .
o0t A Day Online

100%

% OF ALL STUDENTS

- > using

- »- Social Network Sites \

j: i BREAKDOWN OF SNS USAGE: ALL STUDENTS
30% 2% 86%

0% ‘ 60% o

@Use SNS @ Do not use SNS

50%

40%
|

y A
i e \ .
4 \ |
) 30%
|20%
10%
0%
% OF ALL STUDENTS
B WhatsApp B Snapchat [ Instagram [ Facebook M Skype
@ Twitter @ Musical.ly BGoogle+ MYouTube M Lively




The digital world: becoming a digital citizen

Digital

Characterised by the use of electronic
and  computerised technologies,
including the internet.

Citizen

An inhabitant of a country or
member of a community, who is
entitled to the protection, rights
and privileges of that country or
community.

Statements

Attachment 2 A

Digital Citizen

A person who develops the skills and
knowledge to effectively use the
internet and other digital technology,
especially in order to participate
responsibly in social and community
activities.

Digital Literacy

Learning how to use technology to
find, sort, manage, evaluate, create
and communicate information in
digital forms.

Safety and Security
Understanding that we face risks when
we are online, from others as well as

from our own conduct. Becoming aware
of harmful applications like viruses and
phishing scams. Knowing the dangers
that these applications pose and learning
about what we can do to protect
ourselves.

Ethics and Community

Becoming aware of and practicing
appropriate and ethical behaviours in a
variety of digital environments. This area
includes shaping your digital reputation
and being a responsible citizen of the
communities in which you participate, from
social networks, to games and other
forums.
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Word jumble

Ay
P
U
-
H
@
[y
=
—
T
O
-
P!
>
—

NPYEYPIEKEACTIZHCHE

TWMTCKHZQGMWDTIR
EKFKEUDMTIRETITIHS

RGMVS FRTXOGWZ KT O
NOWILBPAIQINCDEN

EHYUJLBSTILDYPHA

T KZAMOMABYGCRL L

DI GITALCTITTIZZEND

Ok XTAWYCAV I RPIXA
OGcCZ0MEFMMHDIRWHT

VZMRYGOLONHCETA

KXLMXOZKUPRB Z

DIGITAT WOELD

DIGITAT, CITIAEN
ETHICS

DIGITAT.

COJMOSNITYZEFGZUE

UubDJYVACKPU

PERSONAL DATH

PFRIVACY
SAFETY
SECURITY
TECHNOLOGYT

INTEENET



The digital world: becoming a digital citizen

Word jumble - solution
Attachment 2 C

I +S+++++++ +D+ S P
N+YE+++ +++ 1T+ + CE
T+ +TC+ ++ + G+ +DTIR
E+++EU++ I+ + I+ H S
R++++FRT+ + G+ + T O
N+++++AT1+ I+ + + EN
E++++ L+ ST+ + + + + A
(Over, Down,Direction) T + + + + + + A + Y + + + + 1L
DIGITAL (12,1, SW)
DIGITALCITIZEN(1,9,E) DI GITALCTITTTIZZEND
DIGITALWORLD (13, 3, SW) + + + + + WY CAVIIRP+A
?E;E;E(;‘%IET&';} +++ +0+++++ ++ + + T
PERSDNALDPL"TEF—(_liL_,_S} + + + RYGOLONHCETA
PRIVACY (13,10, W) + + L +++ + + 4+ + 4+ + + + +
SAFETY (8, 7, NW) + D+ +++ 4+ + 4+ +++ + + +
SECURITY (3,1, SE)
T4 1 + + + + 4+ + 4+ + + + 4+ + + + +

TECHNOLOGY (14,12, W)



The digital world: becoming a digital citizen

Scenarios
Attachment 3
— — — — — — — -~ — [ — ~
~ ~ ~ -. ~ ™
/ Kayleigh has a dlsagreement \ Nathan uses an online gamirb\ //Paul likes to read about curren}
/ with a classmate. Instead of / site to play with his friends, events happening around the world
who all have user names that \ /

by watching the news on television

or reading newspapers. Paul finds \
that people also post stories about I
the same events on social media /

talking things through and
{ coming to a solution with that , I
classmate, Kayleigh posts about l
\it on social media and calls this / \
classmate nasty names.

he can recognise. A username
that he does not recognise
starts chatting to him. After

N - P Sol\:r:hg??NI:Zfe n:;"'“::ra‘:;ks / J— \\ platforms, however, these stories /
~N—_ C}ﬁ 4 N /) L .~ are not always reported in the”
__ ‘/ ©  “\Wwhether he would like to / Cassandra has to
c {07 :am ~~._ _meet. -/ create a poster about S~ . Sameway. -~
&\\}b ‘ffy/h - —1_\': /  climate change for
_ \%3 7 N | her Geography class.
~~ T~ C@YL : She uses the internet | ~7 7 T~
7 N , Annie wants to raise awareness, | T o 7 N
/'Tom takes a photo of the™\ about endangered animals. So \ to flnd.lmaglnatlve / /Michael inserts his USB drive\
/ maths test he_ took at scr_mool. \ she starts a blog with photos \ designs and / from home into the school  \
( He posts_thls on a social _ \ and information about the \ {emplates to create/ { computer, a security
ne_tworkmg site so that all of his animals, and sends weekly / . \the poster - message pops up stating that
\fnendihv;hésr:ag:nn:;eyiett taken/ \' email updates to friends, family, / l o \ " a virus has been detected. /
\ ' \ d I h ity./ Q=i \. Michael opens the document
/ and people in her communi y ‘,.‘ N T 4
N N and prints it anyway.
~ - ~ - ~ -~
—— — - ~. - / =~ — — — -

L —
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The material in this pack intends to contribute to the implementation in Gibraltar, of the International Competency Framework adopted by the International Conference of Data
Protection and Privacy Commissioners. The framework was developed by the conference’s Working Group on Digital Education, which Gibraltar’s Information Commissioner
formed part of.

Where appropriate Gibraltar’s Information Commissioner will seek to ensure that locally published material is consistent with other material made available by fellow
\ Commissioners in other jurisdictions. Material from the Commissioners and organisations identified below was used to aid and assist the development of this resources pack. j

» The European Handbook for Teaching Privacy and Data Protection at Schools:
http://www.arcades-project.eu/images/pdf/arcades teaching handbook final EN.pdf

» Privacy and Data Protection Commissioners:
https://icdppc.org

» The UK Information Commissioner’s Office (the “1CO”):
https://ico.org.uk/for-organisations/education/resources-for-schools/secondary-school-lesson-plans/

» The Irish Data Protection Commission:
https://www.dataprotection.ie/docs/CSPE-Booklet/b/862.htm

» Through the Wild Web Woods — Council of Europe
http://www.wildwebwoods.org
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