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Information Commissioner

Ages 12 to 18: Lesson plan and resources

Infroduction

Understanding the concept of personal data is essential, especially in the advanced technological world that we live in today. The materials in
this pack aim to give teachers a creative and engaging set of resources for use in the classroom, supplying the tools they need to raise
awareness of key issues around data protection.

This pack supports and develops on the concepts of personal data which were already discussed within the Middle School Students lesson plan
and resources.

As a continuation from the Middle School Students lesson plan and resources pack, students will revisit the following concepts -
* why our personal information is important;

* how to keep it safe; and

* what our rights are.

The materials have been developed to allow teachers some flexibility in their approach, and provide them with resources that encourage active
learning, with many opportunities for student talk, discussion and questioning.

The activities laid out in this pack will allow teachers to support young people to become more aware of their rights and responsibilities
relating to data protection.

We hope teachers will feel free to use and customise the materials provided in this pack to suit their own context, perhaps by adapting the
learning objectives, or by adding literacy targets to their lessons. The lesson plans within this pack are each structured for one hour sessions.
Conscious of time constraints, teachers may want to take a ‘mix and match’ approach to the lesson topics. You may wish to split and combine
the lessons presented in this pack into shorter sessions.
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Information Commissioner

Ages 12 to 18: Lesson plan and resources

General AIms

These sessions should introduce privacy as a recognised human right -

* how its legal recognition was formed after the Second World War;

* the role of privacy in modern democracy — acknowledged as a fundamental right in all European legal systems and
internationally; and

* states must not interfere with the right to privacy but must ensure it is protected from the attacks of others.

These sessions should also introduce the notion of privacy online -
* demonstrate how society increasingly lives with and through technology;
* how new technologies raise special challenges for the protection of privacy; and
e everyone has the right to privacy online as well as offline.
By the end of these sessions students should be able to:
Explain and understand what is meant by privacy and have a reflexive attitude towards privacy.

e Explain and understand privacy as a human right.
* Understand the importance of privacy offline and online.
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Information Commissioner

Lesson 1 « What is privacye

Time: 1 hour Ages 12 1o 18: Lesson plan and resources

/ Aims \ / Learning \ /~  Resources
. . . . Attachment 1: Scenarios at home.
The session will serve as ::.1 refresher ObJeCt|Ves
of the key concepts introduced

throughout the middle school lesson
plans.

Students  will
understanding of -
* the concept of privacy;

* the difference between personal
data and data that can be
considered particularly sensitive;

* relative risks associated with
identification through both types
of data.

gain a deeper

Students will explore the kinds of
personal data that could be held by a
range of public and private
organisations, and how it might be
used.

By the end of the session students will
be able to -

e discuss what is involved in the
concept of personal data;

e give examples of how data may
allow the identification of
individuals;

*  know how they may
unintentionally disclose personal
data;

* define and give examples of the
kinds of personal data that should
be kept secure; and

* list some of the personal data that
is likely to be held about them and
name organisations that are likely

/ Kto hold it.

/

Attachment 2: Public vs

continuum.

private

Attachment 3: Personal data and special
category data: Information sheet.

wtachment 4: Information timeline. j

Methods of teaching

Discussion, explanation, demonstration,
dramatisation, method of reading and
textual exercises.

\_ J

- R

hitp://www.ara.qgi/data-
\ protection/ J
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Lesson ] e WhO'i is privocy? Information Commissioner

Time: 1 hour

Ages 12 to 18: Lesson plan and resources

-

1.

3.

\_

Infroduction to the lesson \

Use the metaphor of drawing curtains in your home, discuss what this signifies and what you expect in such spaces. Use
Attachment 1 and questions in the “Discussion” section to foster debate. Explain to students that privacy is the right to be left
alone, to be free from any public attention.

Explain to students that there are different types of personal information, some which are more sensitive than others due to the
intimate nature of private life . Note that such sensitive data could be the source of possible discrimination and highlight how there
are more risks surrounding this data if access to it is not controlled (Attachment 2 and Attachment 3).

Begin a discussion revolving around the pace of IT advancements. Explain to students that the information environment has
changed and grown, with the first consumer computer arriving in 1974 up to 2012 when text messages became the most-used
method for daily communication with family and friends (Attachment 4). /

/

1.

4.

\_

Activities \

Group students. Ask them to examine the scenes in Attachment 1 and discuss how they would feel if strangers could view and
hear them when in their own home, as depicted in the attachment. Discuss question 1 in the “Discussion” section.

Ask students where they think the pieces of personal information lie on a continuum from private to public (remembering that
‘public’ could mean shared with organisations like schools, doctors, police, banks, social media) on Attachment 2. Discuss question

2 in the “Discussion” section.

Further, provide students with the “Information sheet” Attachment 3, to define and discuss personal data and special category
data. Ask the students to allocate the pieces of information on Attachment 2 to the categories given on Attachment 3.

Group students and provide them with Attachment 4, ask students to match the milestone events with the correct date on the
timeline. Discuss question 3 under the “Discussion” section. /
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Lesson ] e Who'l' iS privocy? Information Commissioner

Time: 1 hour Ages 12 1o 18: Lesson plan and resources

In relation to Attachment 1, ask the students to - D ISC USSIO n

* discuss what is meant by privacy and who should care about their privacy;
* compare what could happen if in each setting if the person’s privacy was violated; and
* compare this violation of privacy to that of a burglary i.e. material loss versus psychological distress.

2. Inrelation to Attachment 2 ask students:
* How easy was it to decide?
* Are there any grey areas?
* What sorts of things have you recorded as sensitive? Why?
* Should this information be available for others to see? Should others share this information?
* Do you think there should be rules around how much personal information should be available?

3. In relation to Attachment 3 ask students to think about the distinction between personal data and special category
(sensitive) data. Ask them to discuss the following:
* What type of organisations collect personal data? What type of organisations collect special category data?
* What are the risks to an individual if the wrong (unauthorised) person has access to their personal data or special
category data?

4. Inrelation to Attachment 4, ask students what the timeline suggests about the information environment. You might propose
that -
* the pace of change is quickening;
* more of people’s lives are being lived onlineg;
* huge amounts of data must be shared and stored every minute; and
* information is not only shared with family and friends but with companies and organisations as well.
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Scenarios at home

AHachment 1

Teen talking to '
friends on the phone Parent paying }

household bills online
using the banking app
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Public vs private continuum

AHachment 2
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Personal data and special category data
Attachment 3 Information sheet

ial (sensitiv
Personal Data Special (sensitive)

category Data
Information relating to a person Ethnic origin ] Race }
who can be directly identified = = 4
l Trade union membership

Name

( Biometrics (e.g. |
Politics finger print

L recognition)

Y,
[ Genetics } Health ]

(" Information that indirectly
identifies a person when
combined with other

7 ti | Sexual | Sex life
\_ Information | orientation N J
1 1 1 Religion
Address School Age > ’



Information fimeline
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Information timeline

Aftachment 4 Teacher’s copy
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Lesson 2 ® Privocy righ'l's Information Commissioner

Time: 1 hour Ages 12 1o 18: Lesson plan and resources
Aims \ /~ learning "\ /" Resources "\
e , Attachment 1: Privacy as a human
The purpose of this session is to ObJeCt|VeS right?
demonstrate that the right to protection of By the end of the session students will be
personal data is founded in human rights. able to - Attachment 2.1: Data protection
_ e know and understand that data legislation: Know your rights.
Students V\{'” Iea.rn ) _ . protection legislation confers rights
* why privacy is valued so highly and is a and responsibilities; Attachment 2.2: Data protection
human right today; . give examples of their rights under legislation: Know your rights.

’ unders.tand the value of Iafrge relevant data protection legislation;
collections  of  data, appropriate  discuss safeguards in place to protect Attachment  3:  GRA  mission
safeguards and areas for potential individuals’ personal data; Qtement. /
abuse or violations of people’s rights to e know the existence and role of the

privacy; _ o Data Protection Authority in Gibraltar
* how data protection legislation has i e. the work of the GRA: MethOdS Of
emerged; and « know how to contact the GRA for .
teaching

* their rl.ghts unde.r the General Data advice and information.
Protection Regulation (“GDPR”) today.
Discussion, explanation,
demonstration, dramatisation,

method of reading and textual
exercises.

N

Students will explore ways of staying in
control of their personal data, and
situations in which they might use the

resources of the Gibraltar Regulatory
Authority (the “GRA”).
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http://www.gra.gi/data-protection/individuals

LeSSOH 2 e Privocy righTS Information Commissioner

Time: 1 hour Ages 12 to 18: Lesson plan and resources

Infroduction to the lesson

1. Explain the concern for human rights from a privacy perspective by discussing Hitler’s Nazi regime and how data was used to
create sophisticated population identification systems that led to ‘ the German race hygiene movement’. Highlight how Nazi
Germany is an example of how information on disabilities and racial identity was abused and manipulated to segregate or inflict
cruelty upon vulnerable citizens. (Attachment 1).

2. Explain how society began evolving at a rapid pace on a technological scale in the 1950s. Note how the use of computers and
databases to store, aggregate and manipulate data posed a further threat to privacy, especially following the Holocaust. Discuss
the onset of data protection legislation (Data Protection Directive 95/46/EC) to control the way in which organisations (data
controllers) collect and process personal information about individuals (data subjects), and how this provides individuals with a set
of rights (Attachment 2.1 and Attachment 2.2).

3. Explain to students that data protection authorities exist in order to uphold data subjects’ rights and enforce data controllers’
responsibilities. Remind students of the GRA’s role in promoting data privacy by providing them with Attachment 3.

4 Activities h

1. Write question 1 from the “Discussion” section on the whiteboard. Group students, provide them with Attachment 1 “Privacy as
a human right”. Ask them to read the text and think about the questions on the board. Discuss with the class.

2. Group students, provide them with Attachment 2.1, which is an information sheet on the current Data Protection Act 2004 and
GDPR. Ask them to discuss what they think the rights mean for them as individuals. Provide them with Attachment 2.2 and ask
them to discuss what ‘rights’ and ‘responsibilities they would allocate to each scenario.

Pagy

3. Provide students with Attachment 3, get them to discuss question 3 in the “Discussion” section.




Lesson 2 ® Privccy righ'l's Information Commissioner

Time: 1 hour Ages 12 to 18: Lesson plan and resources

Discussion / Extension work
1. Ask students to answer the below questions based on the information provided on ACthTy ]
Attachment 1: George Orwell portrayed a world
* How did the Nazi authorities know exactly who was Jewish? dominated by Big Brother in his novel
* How did the Nazi authorities identify popular Jewish areas? “1984”, set in a post world war Il society
* How did the Holocaust occur on such a massive scale? where individual freedom did not exist
for some, and the state was exposed to
2. In relation to Attachment 2.1 and Attachment 2.2 ask students: surveillance using sophisticated
« To identify the data being handled. technology.
* Would they have concerns as to how the data is being obtained or used?
« Do you think the data subjects (Kelly, Jane, Sarah, Tony and Angie) should take Pick extracts from the novel, allocate

specific extracts to different groups of
students. Once the extracts have been
read at home, ask them to discuss in

class. This will serve as a bridge to the
next data privacy lesson. /

action and make some enquiries or objections?

* Ask students to suggest other organisations that might get requests for some of
the rights listed in Attachment 2.1. Prompt if needed with suggestions such as
schools, universities, hospitals, charities, clubs.

3. Inrelation to Attachment 3, ask students:

* Have you ever needed to assert your rights in relation to how your data was
being processed?

*  Where can you find resources in relation to data privacy?

* What organisation can help you with enquiries or complaints you may have in
relation to the processing of your data?

* How can you contact this organisation?

* Identify steps you can take to be more in control of your data.
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Atachment Privacy as a human right

/Cne of the key tools useohrﬁcombination of data from\f‘G‘e Holocaust demonstrated

identify citizens of Jewish race several different government the destructive power that
or descent was the National sources  resulted in  the information COU'_d have in the
£ Census. The 1939 German & distribution of photo identity ﬂ hands of an evil government
census required citizens to [ | cards to all inhabitants of the and how information gathered
identify themselves by both Reich.  Special  regulations for one purpose could be re-
religious affiliation and race. In resulted in the distribution of u.se_d for a wide range of
addition, citizens were asked to the now famous ‘J-Cards’ for \smlster purposes. j
provide the religion of all four Jews.
grandparents so people with \ // \
This historical background helps us to

any trace of Jewish ancestry
wld be identified. / i P = understand why privacy is today specifically

noted as a human right- the post-war lesson of
protecting citizens from outside interference is
enshrined in Article 12 of the Universal
Declaration on Human Rights (1948) and in
Article 8 of the European Convention on
Human Rights (1950), both of which articulate

Qindividual’s right to privacy. /




Data protection legislation:

Aftachment 2.1 Know your rights
» === | Data Protection Act 2004
ust be E—

informed

9
Data Subject Rights

Data Controller
Responsibilities

[The right to be informed ] [ The right to rectification ] Lawfulness, fairness and transparency ]

I\ \
[ The right to erasure ] [ The right of access ] [ Purpose limitation ] Data minimization
, — r
[ The right to restrict processing ] [ Accuracy ] Storage limitation

s

\

Integrity and confidentiality (security) ]

The right to data portability ] The right to object ]

\,

e

Rights in relation to automated decision
making and profiling.

[ Accountability ]
\




Data protection legislation:

Attachment 2.2 Know your righTs

ﬂane bought a swimsuit over the internet frorh

/Kelly is leaving the office for the\ a sports retailer online. She is now receiving all
day when she notices that a huge sorts of emails concerning, fithess gear and

vitamin supplements. She knows it’s not spam
or junk mail because it’s coming from the same
supplier she purchased the items from. Also,
her name is featured within the text of the
message and the content is directly targeted at

Qer based on what she bought online. /

pile  of recently discarded
customer files have been left
beside the rubbish bins. Kelly
knows the files contain details of
sttomers’ credit cards. /

ﬁngie gets a text message when she'sm

the supermarket to say there is a special /Tony applies to a bank for a loan to buy a new family ca\r
offer on biscuits. Angie knows she gave and is horrified when the bank tells him he has a bad
the supermarket her mobile number credit history and several outstanding debts. The bank
when she signed up to their loyalty card refuses Tony’s loan application. Tony knows he has no
scheme. However, she is confused as to outstanding debts and has never had problems in the past
how the supermarket knows that she is with repaying loans.

currently in the shop. \

When Sarah goes to check her online banking, she realizes that her old
mobile number is still registered to her bank account. Sarah calls her bank
to update her personal details.




GRA mission statement

Attachment 3

GRA

GIBRALTAR REGULATORY
AUTHORITY

The Gibraltar Regulatory Authority (“GRA") is nhominated as the Data Protection
Commissioner. The Gibraltar Regulatory Authority is thereby the independent
statutory body responsible for the enforcement of the Data Protection Act 2004
and the GDPR, and carries out the functions assigned to it, to uphold the rights of
individuals and their privacy. Amongst other things, this includes the provision of

advice on data protection related matters and the investigation of complaints, as
well as raising awareness on privacy issues.
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Lesson plan
3

Data privacy:
the digital
environment
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LeSSOH 3 ® DC”O privocy: Information Commissioner
Time: 1 hour ‘|’he digi‘l'ol environmenT Ages 12 to 18: Lesson plan and resources

/ Aims /~  leaming  \ /' Resources )

The session will aim to explore the _
digital environment and teach students ObeCtlveS Attachment 1: Surveillance: overt or covert.
to navigate it independently. J
) ) Attachment 2: Surveillance: what your
By the end of the session students will be able inf ti look lik
Students  will gain a  deeper to - nireldnEhiieln CEln) Lerohs LS.
understanding of - identif :
_ . y the difference between overt and ) . _ .
«  how personal data is collected both covert monitoring and know what is Attachment 3: Information sheet: Technical
overtly and covertly; acceptable; terms.
* how a digital footprint is formed « identify what their digital footprint looks -
. . . ) ) Attachment 4: Quiz.
and what risks are associated with like and how this has been formed:
this; * know what the internet and its services
* how the internet works and what are: s ~\
soft.ware and hardware is required « identify behavioral and technological risks MethOdS Of teaCh“’]g
for its us€; _ to data privacy and security; D . lanati g —_
* how digital space is structured; and « know how to ensure the physical and d|scusi.|orl,_ expt?]na(\jlo;\, gi emondstra chon,l
. ioi iy i i . . . ramatisation, method of reading and textua
what digital security includes. logical security of a digital environment. ) 8
\_Exercises. y
This sessi.o'n will hellp stgdents to Following this lesson, students  will
develop critical and ethical skills to help understand how to act responsibly online,
th-em nawgate the digital gnwronmgnt know how to protect their own personal data
with confidence and clarity, knowing and be respectful of other individuals’
about actions that define a digital

personal data.
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LeSSOI'] 3 e D(]'I'(] pri\/(]cy: Information Commissioner

Time: 1 hour 1th_|9|f(_]| environ m@nT Ages 12 to 18: Lesson plan and resources

2.

3.

Infroduction to the lesson
1. Begin a discussion about the prevalence of technology in our everyday lives and how this is taken for granted. Use the idea of a carbon

footprint to describe how we leave an electronic footprint, our activities and movements can be traced e.g. using a mobile phone, clocking
into work/registering at school, shopping online, monitored on CCTV in areas we visit. Discuss the idea of surveillance, how this can be
conducted openly (overt/obvious) via CCTV cameras and signage, as well as passively or covertly (hidden) for example, via speed cameras
(Attachment 1). Note that surveillance operations need to be justified, and emerging technologies examined, to identify any privacy risks
that may be overly excessive.

Continuing from the notion of an electronic footprint, explain to students that combining various pieces of personal data can result in a
profile being formed that does not truly represent an individual (Attachment 2). Therefore, access to a wide range of personal information
can have serious implications such as damaging a person’s reputation and can even cause psychological or material harm.

Explain to students that as individuals we play a significant role when it comes to protecting our own data. We keep our own data in many
different places, some are stored on physical objects (like computers, tablets, smartphones) and some are stored by other
people/organisations, and may be reached by logging into an account or profile. Therefore, it is important that we take necessary measures

cookies, malware etc.) to data privacy and security (Attachment 3 and Attachment 4).

to make sure our data is secure. Discuss behavioral risks (not using authentication measures, privacy settings, not paying attention to scam
Qmails, not logging out, not reading terms and conditions/privacy notices, etc.) and technological risks (outdated software, unsecuredy

1.

2.

3.

\_

Activities
Group students. Provide them with Attachment 1 and ask them to decide what monitoring activities and technologies will constitute as
overt surveillance and covert surveillance. Write question 1 under the “Discussion” section on the board and get students to discuss in
groups.
Group students. Provide students with Attachment 2 and ask them to read the text and fill in the empty boxes. Discuss question 2 under the
“Discussion” section as a class.
Provide students with Attachment 3. Ask them to discuss the technical terms and then to take the Quiz on Attachment 4. A prize can be
provided for the person or group who has the most correct answers. Use this to start a discussion based on Question 1 under the
“Discussion” section. Pagey




Lesson 3 e DO"’O privocy: Information Commissioner
S 1 hour 1he dig”OI environment Ages 12 to 18: Lesson plan and resources

Discussion

1. Inrelation to Attachment 1, ask the students:
* To provide an explanation as to why they have decided the monitoring activity is either overt or covert.
* To provide further examples of overt and covert monitoring.
* What situations do you think covert monitoring is expected or unexpected?
*  What would you do if you believe that there is no legitimate reason to justify covert monitoring in a specific
situation?

2. Inrelation to Attachment 2 ask students:
* Do you think each piece of personal information is harmful?
* Do you think combining all that personal data together creates an accurate representation of an individual? Do you
think this is fair?
* What are the risks associated with this?
*  What measures do you think are in place to prevent such profiling?

3. Inrelation to Attachment 3 and Attachment 4 ask students the following questions:
* What privacy settings do you use?
* Do you usually review these?
* Have you ever received any phishing emails? What did you do?
* Do you use an anti-virus?
* Do you have geolocation services activated on mobile apps (such as Snapchat)?
Why? What privacy risk does this pose?
*  Why do you think online privacy is important?




Attachment 1 Survelillance: overt or coverte

Clocking into work using a time-log on your computer.

CCTV cameras in a privately owned shop installed for the security of the
premises. This is accompanied by appropriate signage to notify the public.

Security tags on items of clothing in a shop. An alarm sounds if the tags
are still attached to the items when leaving the shop.

Speed cameras.

A video camera hidden in a classroom without the knowledge of the
teacher or students, this captures images of the teacher and students.

Cookies installed on your computer which monitor all your browsing
activity on a particular website.

Search engine history logs which lists all the searches made from a specific
IP address on a computer.

Photo face recognition on Facebook and Google that can identify and tag
you in pictures taken by others posted on these platforms. The location of
pictures can identify your location history.

Student’s copy

Covert

/ Overt




Attachment 1 Survelillance: overt or coverte

Clocking into work using a time-log on your computer.

CCTV cameras in a privately owned shop installed for the security of the
premises. This is accompanied by appropriate signage to notify the public.

Security tags on items of clothing in a shop. An alarm sounds if the tags
are still attached to the items when leaving the shop.

Speed cameras.

A video camera hidden in a classroom without the knowledge of the
teacher or students, this captures images of the teacher and students.

Cookies installed on your computer which monitor all your browsing
activity on a particular website.

Search engine history logs which lists all the searches made from a specific
IP address on a computer.

Photo face recognition on Facebook and Google that can identify and tag
you in pictures taken by others posted on these platforms. The location of
pictures can identify your location history.

Teacher’s copy

Covert

/ Overt
v
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AHachment 2

Surveillance: what your information can look like

7:30 Emily wakes up and reads the news online
to check current events, one of which is a
terrible attack that occurred on a London train.

8:30 Emily searches for some new books
online, she recently completed a degree in
international relations and enjoys reading
books that can further her knowledge. She
buys a book on American foreign policy. She
also searches for and buys a chemistry set for a
child’s birthday party. All of her searches are
recorded by her ISP (internet service provider)
as well as the search engine she used, for an
unknown period of time.

8:45 Emily checks her mail before she leaves
and finds a speeding ticket, she plans to settle
it this week.

9:00 Emily reaches her workplace, CCTV
cameras record her arrival. Emily is aware of
these cameras and was informed of their
purpose when she joined the organisation, she
knows how the personal data captured on the
cameras is stored, kept secure and erased after
a specific period of time.

13:00 Emily leaves the office for her lunch break
and goes to the travel agent to pay for her holiday
to New York next month. She provides a lot of
personal data for the completion of her ESTA
application which is necessary for her to enter
the United States.

15:00 Emily takes a coffee break and accesses her
online banking application as she needs to send
money to her sister who is studying abroad in
Russia. She uses the SWIFT exchange system to
send this money, she does not know that the US
Government monitor all SWIFT transactions as
part of their war on terror.

18:00 Emily goes to her local supermarket to
stock up on cleaning supplies as she is planning to
help clean up her local community centre in
preparation for a function. She is captured on
CCTV cameras buying large quantities of cleaning
agents.

19:00 Emily receives a call on her mobile phone
from an unknown number, since her mother’s
telephone number is not registered she answers
the call.

Student’s

Web searches (keywords):

copy

Internet news articles:

Funds
transferred:

Offences:

Phone records:

Holiday plans:

Shopping habits:




AHachment 2

Surveillance: what your information can look like

7:30 Emily wakes up and reads the news online
to check current events, one of which is a
terrible attack that occurred on a London train.

8:30 Emily searches for some new books
online, she recently completed a degree in
international relations and enjoys reading
books that can further her knowledge. She
buys a book on American foreign policy. She
also searches for and buys a chemistry set for a
child’s birthday party. All of her searches are
recorded by her ISP (internet service provider)
as well as the search engine she used, for an
unknown period of time.

8:45 Emily checks her mail before she leaves
and finds a speeding ticket, she plans to settle
it this week.

9:00 Emily reaches her workplace, CCTV
cameras record her arrival. Emily is aware of
these cameras and was informed of their
purpose when she joined the organisation, she
knows how the personal data captured on the
cameras is stored, kept secure and erased after
a specific period of time.

13:00 Emily leaves the office for her lunch break
and goes to the travel agent to pay for her holiday
to New York next month. She provides a lot of
personal data for the completion of her ESTA
application which is necessary for her to enter
the United States.

15:00 Emily takes a coffee break and accesses her
online banking application as she needs to send
money to her sister who is studying abroad in
Russia. She uses the SWIFT exchange system to
send this money, she does not know that the US
Government monitor all SWIFT transactions as
part of their war on terror.

18:00 Emily goes to her local supermarket to
stock up on cleaning supplies as she is planning to
help clean up her local community centre in
preparation for a function. She is captured on
CCTV cameras buying large quantities of cleaning
agents.

19:00 Emily receives a call on her mobile phone
from an unknown number, since her mother’s
telephone number is not registered she answers
the call.

Teacher’s

Web searches (keywords):
‘chemistry’
‘American Foreign policy’

copy

Internet news articles:

‘terror attack’
Funds transferred:
‘transfer to female in
Russia’
Offences:

‘speeding tickets’

Phone records:

‘call received from a
known criminal’

Holiday plans:

‘flight to New York’

Shopping habits:

‘various hazardous
cleaning products’




Attachment 3 Information sheet: technical terms

Malware: software which is specifically designed to disrupt or damage a
computer system (can include viruses, spyware, adware, nagware,
trojans, worms, and more).

Mobile application (an ‘app’): a type of application software
designed to run on a mobile device, such as a smartphone or

tablet computer.
T~ N

Cloud: parts of the internet that allow
online processing and storage of
URL: the address of a documents and data, as well as
World Wide Web electronic access to software and
page. - other resources.

Digital security: term

which includes the tools

Software: the you can use to secure
programs, your identity, assets and

applications and technology in the online

o gr.aphlc.s card, datain a .
hard disk drive, CD and mobile world. /
computer system.

drive etc.
4 Web browser: an
/Social network: website Spam: unsolicited bulk application that

IP address: a unique or other application e el e e A displays web pages.

URL format: includes ‘http’ and a string of numbers which enables users to 57 el s dlesses.
domain (such as ‘.gi’) e.g. separated by full stops communicate with each

http://www.gra.gi. ‘Https’ is the Elaliechtiesieac other by posting (" search engine: a program that searches for and )
secure version of ‘http’. When you use computer using the information, comments, identifies items that correspond to keywords
https any data you send or receive Internet Pr I i : e . ..
ps any y LGRS K MIESEEEEE, liEkEs, Qi / specified by the user, used especially for finding

from the web server is encrypted, e.g. mmuni ver : , .
: : ok ¢ communicate over a particular sites on the World Wide Web.
online banking uses https. network. \_ Y,

Hardware: the
physical parts of a
computer system,

(Cookies: small text files which are saved on your device by a website, mainly used as a means for session management, personalization and tracking
while surfing the Web. Some cookies can be beneficial e.g. it may save your name so that you don’t constantly have to re-enter it on frequently visited

websites or may save your purchasing decisions on shopping sites. These are often deleted after some time.

However, other cookies will recreate themselves after the user has deleted them. A script will then keep this information in some other location on
@e computer, without the user’s knowledge. Other kinds can closely track your online habits and can last up to a year.




AtHachment 4

Student’s copy

\

/1. What is the best way to use social networking sites?
A. Adjust the privacy and security settings

B. Avoid sharing compromising photos and information.
C. Rely on default security settings every time.

D. Option A and B.

.

G What privacy/security settings should you enable o
these sites?

A. Password.

B. Setting profile to ‘private’.

C. Limiting who can look you up using a phone number.

y
n

Q All the above. /

3. Once | set my privacy settings, | do not need to
review them ever again. True or false?

A. True. Privacy settings always remain the same.
B. False. Privacy settings change and are usually
updated by the social networking site.

\_

\_
/ 4. Which of these passwords is the strongest?
A. privacy.

B. Privacy123.

C. PrivacyProtect123.

D. PAV@cY*PrOT3CT.

N/

N/

Quiz
S

GThis should be your password for every site. True or
False?

A. True. So that | can easily login.

B. False. | should use different passwords so that it is
harder for people to access my account without my

Qarmission.

)
~

/6. How can you prevent malware from being
unknowingly installed on your computer?
A. Set passwords and update them regularly.
B. Do not download and open harmful files (or files
you do not recognise) from a website or email.
C. Use and update your anti-virus.

\_D. All of the above.

/
~

7. What does anti-virus software do?

A. It prevents anyone else from using your computer.
B. It installs viruses on your computer.

C. It scans your machine for viruses.

\

8. What is phishing?
A. A type of fishing technique.

B. A virus.
C. A fake email that appears to be sent from a

reputable organisation (eBay, Amazon, Netflix).

/

9. What would you do if you receive a suspicious-
looking (phishing) email with an attachment?
A. Reply providing the requested information.
B. Forward the email to your friends.
C. Open the attachment.
\D. Delete it without opening the attachment.

)
~

/10. How can using geolocation services put your
privacy at risk?

A. Stored data can expose your exact location.

B. Some apps can record information about places you
visit without your knowledge.

C. Tech-savvy criminals may track your movements.
\.D. All of the above.

/

11. When is a public Wi-Fi connection safe to use?
A. It is always safe to use.

B. If it is password protected.

C. Public Wi-Fi is never safe to use.

\
e

12. What is a cookie?

A. A biscuit.

B. A small piece of data sent from a website and is
stored on a user’s web browser.

\

\ /




AtHachment 4

Quiz answers

Teacher’s copy

/1. What is the best way to use social networking sites?\
A. Adjust the privacy and security settings
B. Avoid sharing compromising photos and information.
C. Rely on default security settings every time.
D. Option A and B.

- /

2. What privacy/security settings should you enable

on these sites?

A. Password.

B. Setting profile to ‘private’.

C. Limiting who can look you up using a phone number.
KD. All the above. /

~

3. Once | set my privacy settings, | do not need to
review them ever again. True or false?

A. True. Privacy settings always remain the same.
B. False. Privacy settings change and are usually
updated by the social networking site.

\_
/ 4. Which of these passwords is the strongest?
A. privacy.
B. Privacy123.
C. PrivacyProtect123.

D. P1IV@cY*PrOT3CT.

\

/

5.
False?

A. True. So that | can easily login.

B. False. | should use different passwords so that it is
harder for people to access my account without my
Qermission.

\ /6. How can you prevent malware from being

unknowingly installed on your computer?
A. Set passwords and update them regularly.
B. Do not download and open harmful files (or files
you do not recognise) from a website or email.
C. Use and date your anti-virus.
\_D. All of the above.

)
~

/

/

7. What does anti-virus software do?

A. It prevents anyone else from using your computer.
B. It installs viruses on your computer.

C. It scans your machine for viruses.

\

\

/

8. What is phishing?

A. A type of fishing technique.

B. A virus.

C. A fake email that appears to be sent from a

reputable organisation (eBay, Amazon, Netflix).

/
~

N

This should be your password for every site. True or

9. What would you do if you receive a suspicious-
looking (phishing) email with an attachment?

A. Reply providing the requested information.

B. Forward the email to your friends.

C. Open the attachment.

\D' Delete it without opening the attachment.

)
~

/10. How can using geolocation services put your
privacy at risk?
A. Stored data can expose your exact location.
B. Some apps can record information about places you
visit without your knowledge.

C. Tech-savvy criminals may track your movements.
\.D. All of the above.

/

11. When is a public Wi-Fi connection safe to use?
A. It is always safe to use.

B. If it is password protected.

C. Public Wi-Fi is never safe to use.

\
/

12. What is a cookie?

A. A biscuit.

B. A small piece of data sent from a website and is
stored on a user’s web browser.

\

\

/
~

/
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The material in this pack intends to contribute to the implementation in Gibraltar, of the International Competency Framework adopted by the International Conference of Data Protection and
Privacy Commissioners. The framework was developed by the conference’s Working Group on Digital Education, which Gibraltar’s Information Commissioner formed part of.

Where appropriate Gibraltar’s Information Commissioner will seek to ensure that locally published material is consistent with other material made available by fellow Commissioners in other
\ jurisdictions. Material from the Commissioners and organisations identified below was used to aid and assist the development of this resources pack. J

» The European Handbook for Teaching Privacy and Data Protection at Schools:
http://www.arcades-project.eu/images/pdf/arcades teaching handbook final EN.pdf

» Privacy and Data Protection Commissioners:
https://icdppc.org

» The Information Commissioner’s Office (the “1CO”):
https://ico.org.uk/for-organisations/education/resources-for-schools/secondary-school-lesson-plans/

> The Irish Data Protection Commission:
https://www.dataprotection.ie/docs/CSPE-Booklet/b/862.htm
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