DATA PROTECTION & CCTV
Article 5 of the EU General Data Protection Regulation 2016/679 (GDPR) outlines
seven key principles which lie at the heart of the data protection regime and must be
duly considered by data controllers when processing personal data.
Lawfulness, Fairness & Transparency
Data Minimisation
Integrity & Confidentiality

Purpose Limitation
Accuracy

Storage Limitation

Accountability

These rules apply to the processing of personal data through the use of CCTV and therefore operators
of CCTV systems large and small, have clear and specific obligations to individuals whose data
they record, store and/or transmit.
For more information, read our “Guidance on the Use of CCTV” on our website: www.gra.gi

CCTV and the principle of

LAWFULNESS, FAIRNESS & TRANSPARENCY

Lawfulness

As with all personal data that is processed, the recording of identifiable images of individuals must have a legal basis. Once a data controller
has identified a purpose, or purposes, for installing CCTV, the data controller must also identify and rely on an appropriate lawful basis for the
processing of personal data that will take place.
IN MANY CASES CCTV PROCESSING MAY BE CARRIED OUT BY OWNERS/OCCUPIERS OF PREMISES IN PURSUIT OF THEIR LEGITIMATE
INTERESTS TO PROTECT THEIR PROPERTY AND GOODS. Legitimate interests may provide a lawful basis for the processing of personal data, so long as

the interests of the data controller are balanced and not overridden by those of the data subjects.

Fairness

Personal data processed through CCTV must also be fair, meaning that the personal data is handled in ways individuals would reasonably
expect and not used in ways that have unjustified adverse effects on them.

Transparency

Transparent processing of personal data is about being clear, open and honest with individuals from the start about who the data controller is,
as well as how and why personal data is being processed. Generally, the most effective way of doing this is by using prominently placed, clearly
visible and readable signs.
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CCTV and the principle of

PURPOSE LIMITATION

The principle of purpose limitation requires that personal data shall be collected for specified, explicit and

legitimate purposes and not further processed in a manner that is incompatible with those purposes
THE PURPOSES FOR INSTALLING CCTV CAN VARY, BUT MORE COMMONLY INCLUDE:

AIDING IN THE PREVENTION OF CRIME OR THEFT

SUPPORTING THE MAINTENANCE OF HEALTH AND
SAFETY STANDARDS IN THE WORKPLACE

MORE OFTEN THAN NOT, THERE WILL BE MORE THAN ONE REASON FOR THE USE OF A CCTV SYSTEM
For more information, refer to our “Guidance on the use of CCTV” on our website www.gra.gi

+350 200 74636
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CCTV and the principle of

DATA MINIMISATION

The processing of personal data must be “adequate, relevant and limited to what is necessary”. This means that
a data controller must be able to justify that the use of CCTV is necessary to achieve the specified purpose and
proportionate in its impact on the data subjects being recorded.

The field of
view of the
cameras of the
CCTV system

Be aware of
the intrusive
nature of the
use of CCTV

The recording
of audio using
CCTV should
generally be
restricted

When assessing the need for a CCTV system, the principle of data minimisation should therefore be considered,
requiring that data controllers limit the amount of personal data they process to achieve a purpose and that, if
possible, the processing of personal data be avoided.
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CCTV and the principle of
ACCURACY

CCTV recordings may be used as evidence during
criminal proceedings or during disciplinary disputes
with employees, therefore it is essential that the
recorded images are clear and accurate.
If the system uses features such as time references
and/or location references, then these too must be
accurate.
Contact us for more information:
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CCTV and the principle of

STORAGE LIMITATION

Personal data should only be held for as long as is necessary to achieve the identified purpose for which it is
processed. Although the GDPR does not specify or define any time periods, it must be noted that information
cannot be retained on a ‘just-in-case’ basis.
The retention period should be the shortest period necessary to achieve a specific goal for which the system
was initially installed.
In the event that the CCTV system has a default retention period, the data controller
should review this and compare and assess this against what is a necessary retention
period to avoid the retention of the information for longer than is necessary.
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CCTV and the principle of

INTEGRITY & CONFIDENTIALITY

Data controllers need to ensure that the utmost care is given to the safe storage of personal data and that the necessary
precautions are taken to ensure the security of the information collected.
Data controllers are required to implement appropriate technical and organisational measures to ensure that personal
data are kept safe from any unlawful or unauthorised processing, accidental loss, destruction or damage. Password
protection and the use of encryption can limit the access to CCTV footage stored.
In order to maintain and safeguard against inappropriate usage, the use and regular review of
an access log provides assurance that only authorised personnel have access to and may view
the footage.
A set of robust policies and protocols must be adhered to in order to ensure that the technical
and organisational security measures are effective. Access controls and all policies must be
reviewed and tested on a regular basis, and security measures should be enhanced or
upgraded where necessary.
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REDUCE RISK
Generic or
shared
passwords
should be
avoided

CCTVACCOUNTABILITY
and the principle of
The GDPR requires data controllers to DEMONSTRATE that they have adopted and
maintained technical and organisational measures
The principle
of accountability
now assumes a
much greater
prominence in the
regulatory
framework.

If the data controller has
carried out an assessment in
relation to the installation of
CCTV, this should be completed
in a way that clearly sets out
the need, proportionality,
reasoning and the assessment
criteria justifying the decision.

For more information, please contact us -

privacy@gra.gi

Keep a record of
all personal data
processing
activities
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CCTV & DATA PROTECTION IMPACT
ASSESSMENTS (DPIAs)
To identify and minimize risks to privacy infringement
and violation of personal data protection. It must be
performed before personal data processing takes place.

The DPIA should include an
evaluation of:
scheduled processing and purpose of processing;
the necessity of personal data processing and principle of fairness;
risks to rights and freedom of data subjects;
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safeguards to mitigate such risks.

CCTV

and the

DISCLOSURE TO THIRD

PARTIES

Disclosure of CCTV recordings to third parties should always be consistent with
the purposes for which the CCTV system was set up

In certain circumstances a data controller may be required to provide CCTV
recordings to third parties for a purpose other than that for which they were
originally obtained. For instance, a law enforcement agency may request CCTV
footage in order to assist the investigation of a criminal offence. Read our Guidance
Note for more information on what to do in these situations.

IT IS UNLIKELY THE
RELEASING OF
IMAGES ON SOCIAL
MEDIA WOULD
COMPLY WITH DATA
PROTECTION LAWS

In all circumstances involving the disclosure of CCTV footage, the method of disclosing
images should be secure to ensure the security of the footage being disclosed and ensure
that only the intended recipient is able to access the footage. It is recommended that logs
of requests for and disclosure of images, are kept in line with the accountability principle.
privacy@gra.gi

+350 200 74636

CCTV & the Right of

ACCESS

Data subjects have a right of access to their personal data.
This applies to any person whose identifiable image has
been recorded by a CCTV system.
When a Subject Access Request (“SAR”) is received, the data controller must respond to the request without undue delay and
in any event, within one month, and may refuse the SAR in certain circumstances. Enough information should be provided by
the data subject to ensure data controllers can identify the data subject as the subject of the images and also to locate the
images on the CCTV system.
Responding to a SAR involves providing a copy of the footage in video format and detailed information on the lawful basis and
purpose for the filming, as well as any disclosures that have been made to third parties. Where it is not possible to provide
the footage in video format, it may be acceptable to provide still pictures as an alternative.
If the data requested by the data subject also includes other individuals, the data controller should pixelate, blank out or
otherwise de-identify, where necessary, the images of other individuals before providing a copy of the footage to the data
subject.
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For more information in regard to CCTV and the Right of Access, please download our
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“Guidance on the use of CCTV” from our website - www.gra.gi

CCTV

DOMESTIC EXEMPTION

“in the course of a purely personal or household activity”
The Domestic Exemption states that the GDPR does not apply to processing of data of a
purely personal or household nature. To assess this in relation to CCTV, a number of
factors should be taken into consideration:
1. whether the recording has any connection to a professional or commercial activity;
2. whether the people involved in or captured by the recording were known to the person
making the recording; and
3. what area the recording covered – did it cover public areas, a private space or both?
If an individual is recording images strictly within their property, then the Domestic Exemption is likely to apply.
If a CCTV recording captures images of an area beyond private property, such as a neighbouring parking space, garden,
walkway or adjacent communal area, the Domestic Exemption is unlikely to apply.
EVEN IF THE DOMESTIC EXEMPTION APPLIES, IT IS STRONGLY RECOMMENDED THAT THE REQUIREMENTS OF DATA PROTECTION LAW ARE
CONSIDERED AS A MATTER OF GOOD PRACTICE.
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