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Gibraltar’s data protection law consists of both 

the Gibraltar General Data Protection Regulation 

(“Gibraltar GDPR”) and the Data Protection Act 

2004 (“DPA”). 

The legislation in Gibraltar maintains the data 

protection standards that applied in Gibraltar as a 

result of EU Law i.e. the EU General Data 

Protection Regulation 2016/679 and the Law 

Enforcement Directive 2016/680, prior to Brexit 

and the end of the transition period. 

Organisations involved in the processing of 

personal data need to be aware of the obligations 

that the Gibraltar GDPR and/or the DPA impose 

on them.  

Where organisations use cookies and similar 

tracking technologies, they must also be aware of 

the obligations that the Communications 

(Personal Data and Privacy) Regulations 2006 

(“Privacy Regs”) impose on them. The Privacy 

Regs are separate to, but complement, the 

Gibraltar GDPR and DPA. 

The Gibraltar Regulatory Authority, as the 

Information Commissioner, regularly publish 

guidance notes that aim to – 

• raise awareness amongst controllers and 

processors of their data protection obligations; 

and, 

• assist them in ensuring compliance. 

Guidance notes also aim to promote public 

awareness of the risks to personal data that may 

arise from data processing activities. 

 

 



 

 
 

 

 

SUMMARY 

• The Gibraltar Regulatory Authority (the “GRA”), as the Information Commissioner,1 

has established a regulatory sandbox (the “Sandbox”) to support organisations in 

testing new technologies and data uses within a controlled environment, while 

receiving privacy and data protection guidance.  

 

• The Sandbox is currently in a “beta phase”, meaning its structure, processes, and 

governance may change as the GRA learns from experience and participant feedback. 

 

• The purpose of the Sandbox is to – 

- enable compliant innovation; 

- build a shared understanding of compliance in emerging areas; and 

- support Gibraltar’s development as an innovation-focused economy. 

 

• The Sandbox is open to organisations of all sizes, including start-ups, small to medium-

sized organisations, large enterprises, public bodies, and non-profits. It is designed 

for any product, service, or model that will involve the processing of personal data 

under Gibraltar’s privacy and data protection laws. 

 

• The Sandbox provides advisory regulatory mechanisms, which may include – 

- in-person or virtual workshops to inform early thinking; 

- phased or iterative informal steers and guidance throughout the development 

cycle; 

- step-by-step walkthroughs of proposed processing activities leading to informal 

guidance; and 

- informal supervision and monitoring of product or service testing. 

 

• Organisations interested in joining the Sandbox must demonstrate how their product 

or service uses new knowledge or technologies to drive meaningful public benefit. 

Benefits may be societal, economic, or operational, and will be assessed based on 

both breadth (the number of individuals affected) and depth (the extent of the 

benefit). Viability will also be assessed, ensuring that the proposal is feasible from 

operational, technical, and regulatory perspectives. 

 

• An “exit report” will be issued at the end of the Sandbox process, providing a clear 

and factual summary of the organisation’s journey through the Sandbox, as well as 

key data protection considerations and generalisable insights. A “statement of 

regulatory comfort” may also be issued where this has been agreed in advance with 

the GRA and where all relevant terms and conditions of participation have been met. 

 

1 The Information Commissioner is the Chief Executive Officer of the Gibraltar Regulatory Authority. 



 

 
 

 

 

• The Sandbox will operate a phased intake model, beginning with an “expression of 

interest” stage followed by a full application process for selected organisations. From 

these applications, a single Sandbox project will be selected for participation at any 

given time to ensure appropriate oversight, engagement, and regulatory support. 
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1. ACKNOWLEDGEMENTS 
 

In developing the Gibraltar Regulatory Authority’s (the “GRA”) regulatory sandbox (the 
“Sandbox”) framework, the Information Commissioner has taken into account established 
regulatory sandbox models in other jurisdictions, particularly that of the UK Information 
Commissioner’s Office (ICO), elements of which have been adapted to align with the specific 
objectives and regulatory context of Gibraltar. 
 
Where appropriate, the Information Commissioner will seek to ensure that this guidance 
remains broadly consistent with relevant approaches adopted by data protection authorities 
in other jurisdictions, while reflecting local legal and operational considerations. 
 
The following documents were considered in the preparation of this Guidance Note: 
 

(a) BIS Department for Business Innovation and Skills 

 
“Innovation and research strategy for growth” BIS Economics paper No.15 December 2011 
 
https://assets.publishing.service.gov.uk/media/5a797ba0e5274a6846909e78/11-1386-
economics-innovation-and-research-strategy-for-growth.pdf   
 

(a) Business at Organisation for Economic Co-operation and Development   
 
“Regulatory sandboxes for privacy analytical report” November 2020 
 
https://25159535.fs1.hubspotusercontent-
eu1.net/hubfs/25159535/website/documents/pdf/Digital%20Economy/Regulatory%20Sa
ndboxes%20for%20Privacy%20-%20Analytical%20Report.pdf 
 
“Regulatory sandboxes in artificial intelligence” July 2023 No.356 
 
https://www.oecd.org/en/publications/regulatory-sandboxes-in-artificial-
intelligence_8f80a0e6-en.html  
 

(b) Centre for Information Policy Leadership 
 
“Learning from practice: designing effective regulatory sandboxes” October 2025 
 
https://www.informationpolicycentre.com/wp-
content/uploads/2025/10/cipl_designing_effective_regulatory_sandboxes_oct25-11.pdf 

 

(c) Commission Nationale de l’Informatique et des Libertés (France) 
 
“Artificial intelligence and public services: the CNIL publishes the results of its “sandbox”” 

18 April 2025 

 
https://www.cnil.fr/en/artificial-intelligence-and-public-services-cnil-publishes-results-its-
sandbox  

https://assets.publishing.service.gov.uk/media/5a797ba0e5274a6846909e78/11-1386-economics-innovation-and-research-strategy-for-growth.pdf
https://assets.publishing.service.gov.uk/media/5a797ba0e5274a6846909e78/11-1386-economics-innovation-and-research-strategy-for-growth.pdf
https://25159535.fs1.hubspotusercontent-eu1.net/hubfs/25159535/website/documents/pdf/Digital%20Economy/Regulatory%20Sandboxes%20for%20Privacy%20-%20Analytical%20Report.pdf
https://25159535.fs1.hubspotusercontent-eu1.net/hubfs/25159535/website/documents/pdf/Digital%20Economy/Regulatory%20Sandboxes%20for%20Privacy%20-%20Analytical%20Report.pdf
https://25159535.fs1.hubspotusercontent-eu1.net/hubfs/25159535/website/documents/pdf/Digital%20Economy/Regulatory%20Sandboxes%20for%20Privacy%20-%20Analytical%20Report.pdf
https://www.oecd.org/en/publications/regulatory-sandboxes-in-artificial-intelligence_8f80a0e6-en.html
https://www.oecd.org/en/publications/regulatory-sandboxes-in-artificial-intelligence_8f80a0e6-en.html
https://www.informationpolicycentre.com/wp-content/uploads/2025/10/cipl_designing_effective_regulatory_sandboxes_oct25-11.pdf
https://www.informationpolicycentre.com/wp-content/uploads/2025/10/cipl_designing_effective_regulatory_sandboxes_oct25-11.pdf
https://www.cnil.fr/en/artificial-intelligence-and-public-services-cnil-publishes-results-its-sandbox
https://www.cnil.fr/en/artificial-intelligence-and-public-services-cnil-publishes-results-its-sandbox
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“A GDPR “sandbox” to support innovative projects in the field of digital health” 15 February 
2021 
 
https://www.cnil.fr/fr/un-bac-sable-rgpd-pour-accompagner-des-projets-innovants-dans-
le-domaine-de-la-sante-numerique  
 
“CNIL personal data “sandbox”: 2021 call for projects” 15 February 2025 
 
https://www.cnil.fr/fr/bac-a-sable-2021 
 
“Digital health and EdTech: the CNIL publishes the results of its first “sandboxes”” 28 July 
2023 
 
https://www.cnil.fr/en/digital-health-and-edtech-cnil-publishes-results-its-first-sandboxes 

 

(d) Datatilsynet (Norway) 
 
“Evaluation of the Norwegian data protection authority’s regulatory sandbox for artificial 
intelligence” 05 May 2023 
 
https://www.datatilsynet.no/contentassets/41e268e72f7c48d6b0a177156a815c5b/agend
a-kaupang-evaluation-sandbox_english_ao.pdf  
 
“Framework for the regulatory sandbox” 
 
https://www.datatilsynet.no/en/regulations-and-tools/sandbox-for-artificial-
intelligence/framework-for-the-regulatory-sandbox/  
 
“Regulatory privacy sandbox” 
 
https://www.datatilsynet.no/en/regulations-and-tools/sandbox-for-artificial-intelligence/ 
 

“Reports from the sandbox projects” 
 
https://www.datatilsynet.no/en/regulations-and-tools/reports-on-specific-
subjects/reports/  
 

“Time for generative AI in the sandbox” 09 January 2025 
 
https://www.datatilsynet.no/en/news/aktuelle-nyheter-2023/time-for-generative-ai-in-
the-sandbox/ 
 

(e) European Data Protection Board 
 
“Guidelines on Data Protection Impact Assessment (DPIA) and determining whether 
processing is "likely to result in a high risk" for the purposes of Regulation 2016/679” 
17/EN wp248rev.0 adopted 4 April 2017 as last revised and adopted on 4 October 2017 
 
https://ec.europa.eu/newsroom/article29/items/611236/en 
 

https://www.cnil.fr/fr/un-bac-sable-rgpd-pour-accompagner-des-projets-innovants-dans-le-domaine-de-la-sante-numerique
https://www.cnil.fr/fr/un-bac-sable-rgpd-pour-accompagner-des-projets-innovants-dans-le-domaine-de-la-sante-numerique
https://www.cnil.fr/fr/bac-a-sable-2021
https://www.cnil.fr/en/digital-health-and-edtech-cnil-publishes-results-its-first-sandboxes
https://www.datatilsynet.no/contentassets/41e268e72f7c48d6b0a177156a815c5b/agenda-kaupang-evaluation-sandbox_english_ao.pdf
https://www.datatilsynet.no/contentassets/41e268e72f7c48d6b0a177156a815c5b/agenda-kaupang-evaluation-sandbox_english_ao.pdf
https://www.datatilsynet.no/en/regulations-and-tools/sandbox-for-artificial-intelligence/framework-for-the-regulatory-sandbox/
https://www.datatilsynet.no/en/regulations-and-tools/sandbox-for-artificial-intelligence/framework-for-the-regulatory-sandbox/
https://www.datatilsynet.no/en/regulations-and-tools/sandbox-for-artificial-intelligence/
https://www.datatilsynet.no/en/regulations-and-tools/reports-on-specific-subjects/reports/
https://www.datatilsynet.no/en/regulations-and-tools/reports-on-specific-subjects/reports/
https://www.datatilsynet.no/en/news/aktuelle-nyheter-2023/time-for-generative-ai-in-the-sandbox/
https://www.datatilsynet.no/en/news/aktuelle-nyheter-2023/time-for-generative-ai-in-the-sandbox/
https://ec.europa.eu/newsroom/article29/items/611236/en
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(f) Information and Privacy Commissioner of Ontario (IPC) 
 
“Research report: exploring the potential for a privacy regulatory sandbox for Ontario” 11 
December 2024  
 
https://www.ipc.on.ca/en/resources/research-hub/exploring-potential-privacy-regulatory-
sandbox-ontario 

 

(g)  Information Commissioner’s Office (UK) 
 
“ICO’s call for views on building a sandbox: summary of responses and ICO comment” 
2018 
 
“Regulatory sandbox beta review November 2021” 
 
https://ico.org.uk/media2/migrated/4019035/sandbox-beta-review.pdf 
 
“Regulatory sandbox insights report 2024” July 2024 
 
https://ico.org.uk/media2/migrated/4030434/regulatory-sandbox-insights-report.pdf 
 
“Sandbox beta phase discussion paper” 2019 
 
“The guide to the sandbox” 
 
https://ico.org.uk/for-organisations/advice-and-services/regulatory-sandbox/the-guide-
to-the-sandbox/   

 
(h) Nesta 

 
Harry Armstrong, Chris Gorst and Jen Rae “Renewing regulation ‘anticipatory regulation’ 
in an age of disruption” March 2019  
 
https://media.nesta.org.uk/documents/Renewing_regulation_v3.pdf  
 

(i) The Datasphere Initiative 
 
“Sandboxes for data: creating spaces for agile solutions across borders” 2022  
 
https://www.thedatasphere.org/wp-content/uploads/2022/05/Sandboxes-for-data-2022-
Datasphere-Initiative.pdf  

 

 
 
 
 
 

https://www.ipc.on.ca/en/resources/research-hub/exploring-potential-privacy-regulatory-sandbox-ontario
https://www.ipc.on.ca/en/resources/research-hub/exploring-potential-privacy-regulatory-sandbox-ontario
https://ico.org.uk/media2/migrated/4019035/sandbox-beta-review.pdf
https://ico.org.uk/media2/migrated/4030434/regulatory-sandbox-insights-report.pdf
https://ico.org.uk/for-organisations/advice-and-services/regulatory-sandbox/the-guide-to-the-sandbox/
https://ico.org.uk/for-organisations/advice-and-services/regulatory-sandbox/the-guide-to-the-sandbox/
https://media.nesta.org.uk/documents/Renewing_regulation_v3.pdf
https://www.thedatasphere.org/wp-content/uploads/2022/05/Sandboxes-for-data-2022-Datasphere-Initiative.pdf
https://www.thedatasphere.org/wp-content/uploads/2022/05/Sandboxes-for-data-2022-Datasphere-Initiative.pdf
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2. INTRODUCTION 
 
Regulatory sandboxes can generally be defined as a controlled environment wherein for some 
predetermined period of time and for a defined use case, a close collaboration between an 
organisation and a regulator enables said organisation to test new data uses, technologies 
and applications while receiving regulatory guidance. Organisations that participate in 
sandboxes benefit from insights into how regulators interpret and assess compliance with 
applicable requirements, reducing uncertainty in navigating evolving regulatory landscapes.2 
They also facilitate engagement with regulators and industry stakeholders, helping to 
accelerate product development, strengthen regulatory readiness, and improve access to 
funding and networking opportunities. 3 
 
Within the broader regulatory landscape, sandboxes form part of a wider oversight toolkit and 
sit within an evolving ecosystem of legal and policy experimentation, reflecting a shift toward 
more agile and adaptive approaches to regulation.4 This shift is particularly important as 
services become increasingly global, requiring a forward-looking regulatory approach. 
 
Building on this, the Sandbox has been established by the GRA as the Information 
Commissioner in Gibraltar.  
 
The Sandbox will primarily operate through advisory regulatory mechanisms,5 supporting 
innovators in ensuring that new products, services or models comply with existing regulatory 
requirements.  
 
The provision of informal advisory mechanisms could include – 

• in-person or virtual workshops to inform early thinking; 
 

• phased or iterative informal steers and guidance throughout the project lifecycle; and 
 

• informal supervision and monitoring of product or service testing. 

 
2 Business at Organisation for Economic Co-operation and Development (“OECD”), “Regulatory 

sandboxes for privacy analytical report” November 2020 p.4 available here: 
https://25159535.fs1.hubspotusercontent-

eu1.net/hubfs/25159535/website/documents/pdf/Digital%20Economy/Regulatory%20Sandboxes%20

for%20Privacy%20-%20Analytical%20Report.pdf accessed 18 June 2025.  

3 Ibid; Centre for Information Policy Leadership (“CIPL”), “Learning from practice: designing effective 

regulatory sandboxes”, October 2025 p.6 available here: https://www.informationpolicycentre.com/wp-
content/uploads/2025/10/cipl_designing_effective_regulatory_sandboxes_oct25-11.pdf accessed 05 

November 2025; The Datasphere Initiative, “Sandboxes for data: creating spaces for agile solutions 

across borders” 2022 pp.20-23; 44-45 available here: https://www.thedatasphere.org/wp-
content/uploads/2022/05/Sandboxes-for-data-2022-Datasphere-Initiative.pdf accessed 07 August 

2025. 

4 CIPL, “Learning from practice: designing effective regulatory sandboxes”, October 2025 pp.6-7 

available here: https://www.informationpolicycentre.com/wp-
content/uploads/2025/10/cipl_designing_effective_regulatory_sandboxes_oct25-11.pdf accessed 05 

November 2025. 

5 Harry Armstrong, Chris Gorst and Jen Rae “Renewing regulation ‘anticipatory regulation’ in an age of 
disruption” March 2019 available here: 

https://media.nesta.org.uk/documents/Renewing_regulation_v3.pdf accessed 04 August 2025. 
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3. THE PURPOSE OF THE SANDBOX 
 

The Sandbox supports responsible data-driven innovation by enabling organisations to engage 
with the GRA on novel products, services or models. 

 
The purpose of the Sandbox is to – 
 

• enable compliant innovation; 
 

• build a shared understanding of compliance in emerging areas; and 
 

• support Gibraltar’s development as an innovation-focused economy. 

4. WHO THE SANDBOX IS FOR? 
 
The Sandbox is open to organisations of all sizes, including start-ups, small and medium-sized 
enterprises (SMEs), large enterprises, public bodies, and non-profits. 
 
Participation is open to products, services, or models that will involve the processing of 
personal data and where organisations want early regulatory engagement before launch i.e. 
pre-deployment projects. Existing products or services may qualify where they are still 
evolving, for example where they are being deployed in a new context or where personal data 
will be processed in a new way. We are also open to projects focused on resolving specific 
regulatory questions or exploring practical compliance solutions. 
 
To be eligible, the processing carried out by the proposed product, service or model must 
come under the remit of Gibraltar data protection law i.e., the Data Protection Act 2004, the 
Gibraltar General Data Protection Regulation, and the Communications (Personal Data and 
Privacy) Regulations 2006. 
 
This does not preclude the use of data processors outside Gibraltar. However, data controllers 
must comply with data protection laws in their jurisdiction, ensuring they have (or will have), 
among other things, appropriate data processor contracts and sufficient safeguards in place 
for any international transfers of personal data where applicable. 

5. APPLICATION PROCESS 
The application process has two stages: (1) expression of interest and (2) full application. 
 
Stage (1) expression of interest 
 
Organisations will need to submit an Expression of Interest form (the “EoI Form”), which 
can be found on the “Data Protection” section of the GRA Website, under the "Regulatory 
Sandbox" tab.  
 
This is a high-level screening stage, which will assist us in determining whether the proposed 
project will be likely to align with the eligibility criteria. 



 

6 
 

 
If shortlisted, applicants will likely be invited to a pre-application engagement call, which will 
– 
 

• explore the proposal in more detail; 
 

• clarify the Sandbox scope, support and expectations; and 
 

• help determine whether a full application is appropriate. 
 
 

Stage (2) full application 
 
Following the above-mentioned engagement call, we may extend an invitation to submit a full 
application. The application form (the “Application Form”) will only be made available to 
organisations that successfully complete the pre-application engagement stage. Applications 
are assessed against eligibility criteria and additional considerations set out in section 6 below. 

6. ELIGIBILITY CRITERIA  
 
Below are the three key threshold eligibility criteria for entry into the Sandbox - 
 

• innovation; 
 

• public benefit; and 
 

• viability.6 

We will also take into account the additional considerations set out in section 6.4 below. 
 

6.1 Innovation  
 

We are looking to admit products and/or services into the Sandbox that demonstrate genuine 
innovation, including those that may not currently be supported by clear regulatory pathways. 
 
The below definitions will be considered when determining what qualifies as innovative: 
 

• The UK’s Department for Business, Energy and Industrial Strategy (BEIS) define 
innovation as “the application of new knowledge to the production of goods and 
services; it means improved product quality and enhanced process effectiveness.”7 

 
6 Identified by CIPL as consistent eligibility requirements for sandboxes aiming to promote innovation. 

See CIPL, “Learning from practice: designing effective regulatory sandboxes”, October 2025 p.10 
available here: https://www.informationpolicycentre.com/wp-

content/uploads/2025/10/cipl_designing_effective_regulatory_sandboxes_oct25-11.pdf accessed 05 

November 2025. 

7 BIS Department for Business Innovation and Skills, “Innovation and research strategy for growth” BIS 

Economics paper No.15 December 2011 p.7 
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• The EU Commission defines innovation as “the implementation of a new or significantly 

improved good, service, or process […] with the purpose of helping to solve societal 
challenges.”8 
 

• The EU Parliament defines innovation as “the adoption of new products, processes, 
marketing or organisational approaches that create a valuable outcome in terms of 
financial benefit, wellbeing or efficiency, to name a few.”9 

 
These definitions highlight key characteristics of innovation, which include – 
 

• novelty i.e., an element of change from the current situation;  
 

• adoption i.e., a change that is embraced by its potential users; and 
 

• outcome i.e., value, for example, increased efficiency of a process or improvement of 
the wellbeing of users, etc.10 

 
Applicants should be able to demonstrate how they are using new knowledge or technologies 
to improve the quality of a product or enhance process effectiveness. As evident from the 
definitions, this should also be linked to public/consumer benefit, which itself is an eligibility 
criterion, as explained in section 6.2 below.  

6.2 Public Benefit  
 
Our goal is to admit products and services into the Sandbox that clearly offer a public benefit. 
This concept will be understood in a broad sense, encompassing any kind of positive impact 
on the public. This may be assessed in terms of breadth (i.e., the number of people who 
benefit) and/or depth (i.e., how much any individual would benefit).  
 
All forms of benefit are considered valid, including societal, economic, or operational 
improvements. At the same time, the assessment may take into account the relative 
significance and potential impact of the benefit. Some products may affect areas or outcomes 
that, while different in nature, are likely to deliver a more substantial or strategically important 
public impact. This approach ensures that the Sandbox prioritises interventions likely to 
generate meaningful improvements without prescribing or ranking specific types of benefit. 
 

 
https://assets.publishing.service.gov.uk/media/5a797ba0e5274a6846909e78/11-1386-economics-

innovation-and-research-strategy-for-growth.pdf accessed 07 August 2025.  

8 European Commission, “How to define the value of a European innovation partnership: an easy-to-

apply methodology for public buyers to use when estimating and negotiating the value of innovation 
partnerships” January 2022 p.6 available here: https://op.europa.eu/en/publication-detail/-

/publication/d77f3f88-03e8-11ed-acce-01aa75ed71a1/language-en?utm_source accessed 07 August 

2025.  

9 European Parliament, “Understanding innovation” February 2016 p.1 

https://www.europarl.europa.eu/RegData/etudes/BRIE/2016/573968/EPRS_BRI(2016)573968_EN.pdf 

accessed 07 August 2025.  

10 Ibid.  
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Importantly, this will not be a mechanistic assessment. Making a significant difference to a 
small number of individuals may be considered just as valuable as making a small difference 
to a lot of individuals. Only products with no obvious breadth or depth of public benefit will 
not be considered. The Application Form requests qualitative and quantitative evidence to 
demonstrate the potential benefits the organisation expects their product, service or model to 
deliver. 
 

6.3 Viability  
 
Viability will encompass an assessment of the feasibility, practicality, and maturity of the 
proposal from an operational, regulatory, and technical perspective. 
 
As part of our assessment, we will consider the organisation’s understanding of key data 
protection requirements. This includes any initial risk analysis and mitigation plans, including 
the adequacy of any proposed measures to safeguard the rights and interests of data subjects. 
 
We will also evaluate whether the organisation has the necessary resources, technical 
capability, and internal support to successfully deliver the proposal through to completion. 
This will include whether the organisation has appointed a data protection officer (“DPO”) 
and, where this is not required, whether an individual within the organisation performs a 
similar role.  
 
Readiness to participate will be another important consideration. Applicants will be required 
to specify the expected duration of their engagement, outline key timeframes, and identify 
any support or input they anticipate needing from the Sandbox. If internal or external 
dependencies could affect readiness, we may agree on a planned entry date in advance.  
 
As part of this criterion, we will require that organisations also have an exit plan designed to 
safeguard data subjects and support responsible innovation post-Sandbox. The clarity and 
credibility of this exit plan will form part of our viability assessment. 
 

6.4 Additional Considerations for Eligibility 
 
Beyond the primary eligibility criteria, we will be taking into account several other factors when 
reviewing applications. These considerations, outlined below, are reflected where appropriate 
in the Application Form: 
 

• Multi-jurisdictional scope. Applicants will be asked to indicate whether the proposal 
involves processing across multiple jurisdictions. 
 

• Diversity of participants. We aim to achieve a balanced representation across various 
organisation sizes, sectors, and types. While this will be influenced by the applications 
received, ensuring a broad and diverse selection of participants is essential to robustly 
test our approaches. 
 

• Previous data protection incidents or regulatory action. The presence of prior data 
protection incidents or enforcement actions by the GRA will not automatically disqualify 
an applicant. However, we will take into account the nature, seriousness, and 
relevance of any such occurrences when evaluating the suitability of an application. 



 

9 
 

 
• Data innovation focus. We will consider the specific data innovation challenge the 

organisation intends to address and the potential impact of their proposed solution. 
 

• Organisational fit with available resources. Our decision-making will reflect both our 
internal capacity and areas of expertise. We will not commit to supporting projects 
that exceed our current resource or knowledge limits. As part of the assessment 
process, we will evaluate whether we are adequately equipped to engage with a 
proposed project or if additional resources or expertise would be necessary. Where 
proposals involve technical or complex industries, we may consider consulting industry 
experts, academic researchers, or advocacy groups to ensure we have the necessary 
guidance and understanding to assess the implications of the proposed products or 
services. Any such engagement will be undertaken in a manner that protects 
confidential and commercially sensitive information. Where information relating to a 
specific proposal may need to be shared, only information reasonably necessary for 
the purpose of obtaining such input will be disclosed, and this will be discussed with 
and subject to the agreement of the applicant and/or participating organisation in 
advance. 
 

• Regulatory overlap. We will remain mindful of the responsibilities and remits of 
regulators outside data protection, particularly in cases where the applicant’s product 
or service may intersect with other regulatory frameworks. 

7. REVIEW AND APPROVAL OF APPLICATION  
 
Informal engagement will be available throughout the Sandbox application process. While 
draft submissions and drafting assistance will not be provided, we will be available to clarify 
the eligibility criteria and application requirements. 
 
The EoI Form and Application Form provide detailed guidance on the information required for 
each section and should be used as the primary reference when preparing submissions.  
 
With regard to those invited to submit an Application Form, we will assess documentation 
relating to the same in a fair and transparent way, evaluating each submission against the 
eligibility criteria indicators shown at Annex A (the “Eligibility Indicators”) and the 
additional considerations set out in section 6.4 above.  
 
The Eligibility Indicators are assessed on a four-point scale. Applicants receiving a score of 
one point or lower in either innovation or public interest will not be considered for further 
progression in the application process.  
 
The viability threshold will be set at three points minimum unless the organisation is a micro-
organisation where a score of two will be considered, depending on the risk assessment and 
potential for risk mitigation, as well as the additional factors listed in section 6.4 above. 
 
Estimated timescales for application process: 
 

• Submission of EoI Form: response to be provided within 3 weeks. 
 

• Engagement call: response to be provided within 3 weeks.  
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• Submission of Application Form: response to be provided within 6 weeks.  
 

• Final outcome of application: applicants will be informed whether their proposal – 
 

- has been selected for participation in the Sandbox; 
 

- has not been selected; or 
 

- meets the eligibility criteria but will be retained for future consideration, subject to 
available capacity and regulatory priorities. 

 

This full process may take approximately 12 weeks from receipt of EoI to notification of the 
application outcome. However, timescales are estimates and may be subject to change 
depending on the nature, scope, complexity and risks associated with each proposal.  

Where an application is retained for future consideration, the organisation may be invited to 
confirm their continued interest and provide updated information regarding their proposal. 
Applications may be reassessed when Sandbox capacity becomes available and in light of any 
changes to the proposal, regulatory priorities or available resources before any future selection 
decision is made. 

See section 9.2(k) below for further information regarding timeframes.   

8. PROJECT LIFECYCLE AND OPERATIONAL PHASES  
 
Successful applicants will receive a Sandbox entry letter (the “Entry Letter”) and full terms 
and conditions of participation (the “Terms and Conditions”) see section 9.1 below. 
 
Once the Terms and Conditions have been signed, the project will enter structured operational 
phases, which will be designed to provide tailored support to participants as they develop, 
test, and evaluate their proposed products, services or models. 
 
The Sandbox will likely proceed through three main phases –  

• design and development;  
 

• execution: testing and implementation; and 
 

• evaluation and exit. 

However, flexibility will serve as a guiding principle throughout, ensuring that any plans are 
appropriately adapted to the nature and risk level of each project. 
 

8.1 Design and Development Phase  
 
The objective of this phase is to collaboratively develop a Sandbox project plan (the 
“Sandbox Project Plan”) that outlines the objectives, approach, and mutual expectations 
for participation. 
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Once admitted to the Sandbox, we will assign a dedicated contact to the participating 
organisation. This contact will be in touch to arrange a telephone call or an in-person or virtual 
meeting to begin developing the bespoke Sandbox Project Plan.  
 
The intention of the introductory meeting will be to – 

• re-confirm the organisation’s operational readiness to participate on the agreed date; 
 

• clarify any unresolved queries from the application process;  
 

• gain a more detailed understanding of the product, service, or innovation in question; 
 

• gain an understanding of the level of data protection knowledge the organisation has 
and whether additional support may be required, which needs to be factored into the 
Sandbox Project Plan; 
 

• explore the specific privacy and data protection issues, including data protection 
impact assessment (“DPIA”) risks the organisation is seeking to address; 
 

• identify the hosting environment the organisation intends to use if applicable i.e., IT 
tools and features; and 
 

• determine if any additional expertise is required to support the engagement e.g., 
whether a multi-stakeholder approach (see section 6.4 above) will be adopted and 
how this will be integrated into the process.  

Following this meeting, we will co-develop a tailored Sandbox Project Plan. The Sandbox 
Project Plan will form the basis for all further engagement and will, among other things, 
incorporate any relevant details from the introductory meeting, as well as the following, to 
the extent that these are not covered in the Terms and Conditions –  
 

• any additional project-specific legal or procedural requirements, including cross-
jurisdiction considerations; 
 

• the regulatory and/or technical questions to be explored; 
 

• the advisory mechanisms and/or activities that may be undertaken; 
 

• the scope and nature of any testing; 
 

• milestones and a provisional timeline; 
 

• risk-based monitoring arrangements;  
 

• conditions for reassessment or revision of the Sandbox Project Plan;  
 

• confirmation as to whether a statement of regulatory comfort will be issued on exit; 
and 

 
• details regarding the early exit strategy (in case termination is required earlier than 

expected). 
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The estimated timeframe for this phase is approximately 14 weeks. However, the exact 
duration will depend on several factors such as the nature, scope, complexity and risks 
associated with each project. See section 9.2(k) below for further information regarding 
timeframes.   

 

8.2 Execution: Testing and Implementation  
 
The objective of this phase is to pilot the proposed product, service or model within a 
controlled, simulated environment, subject to appropriate regulatory oversight. The testing 
process will aim to assess future compliance with privacy and data protection obligations, 
identify potential risks in respect of the same, and ensure that robust and proportionate 
safeguards will be established to manage said risks effectively. 
 
Once the Sandbox Project Plan is in place, we will collaborate with the participating 
organisation to ensure that testing is implemented and delivered in accordance with the 
agreed terms.  
 
The nature, scope, and timeframes of the testing phase, including commencement dates, will 
vary depending on the specific project and its maturity, and therefore, will be determined on 
a case-by-case basis.   
 
The focus is on developing an evidence-based understanding of whether the proposed 
product, service or model can operate in compliance with Gibraltar’s privacy and data 
protection laws. 
 
Monitoring 
 
Monitoring arrangements will be proportionate to the project’s complexity and risk. However, 
three formal (virtual or in-person) meetings are expected to take place: 

• First meeting. This will be the Sandbox Project Plan launch meeting, which will aim to 
confirm practical arrangements, expectations, and timelines. 
 

• Second meeting. This will take the form of a mid-point review, aiming to assess 
progress against the Sandbox Project Plan, resolve any emerging issues, and provide 
ongoing feedback. 
 

• Third meeting. This will be an exit meeting, which will aim to evaluate the outcome of 
participation and identify key learnings. 

Advisory mechanisms and/or activities  
 
During this phase, the following mechanisms and/or activities may be undertaken, as 
appropriate: 

• Ongoing review of how data protection laws are applied in practice, including guidance 
in respect of the same.  
 

• Monitoring compliance with conditions and safeguards outlined in the Sandbox Project 
Plan. 
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• Collaborative, iterative problem-solving to address emerging challenges. 
 

• Identification and analysis of data protection challenges. 
 

• Informal review and guidance on data protection documentation, including DPIAs, 
transparency materials (e.g., privacy notices), data sharing agreements, etc. 
 

• Guidance on legal and technical solutions, including on the implementation of data 
protection by design. 
 

• Input into assessments balancing necessity against potential impacts on user privacy, 
including guidance on ensuring individuals’ rights and freedoms.  
 

• Facilitation of knowledge exchange and networking among participants, GRA, external 
experts, and/or other relevant authorities. 
 

• Sharing of interim and/or final learnings from Sandbox activities. 

The implementation of these advisory mechanisms will be tailored to the specific product or 
service being tested during this phase. 
 
The estimated timeframe for this phase is approximately 24 weeks. However, the exact 
duration will depend on several factors such as the nature, scope, complexity and risks 
associated with each project. See section 9.2(k) below for further information regarding 
timeframes.   

Modifications to the Sandbox Project Plan 
 
Minor modifications to the Sandbox Project Plan may be made as necessary. In such cases, 
organisations will be notified of the same and modifications will be documented accordingly. 
In cases of material changes, in particular those affecting the project’s intent, scope, or 
resourcing, re-evaluation will be required to assess continued viability. See section 9.2(d), 
9.2(i) and 9.2(k) below.  

8.3 Evaluation and Exit 
 
At the end of the Sandbox process, we will hold a final meeting with the organisation. This 
meeting would serve to evaluate the overall experience, gather feedback, and collect any 
remaining information needed to prepare the exit report.   
 
The exit report will provide a clear and factual summary of the organisation’s journey through 
the Sandbox. It will highlight key data protection considerations and share generalisable 
insights. When published, information may be redacted as necessary to preserve 
confidentiality. 
 
Following the final meeting, a statement of regulatory comfort may also be issued if this has 
been agreed in advance as part of the Sandbox Project Plan and where all relevant conditions 
have been met (see sections 9.1 and 9.2(e) above). This will not represent an endorsement 
of compliance but will state that, based on the information available, we have found no 
evidence of a regulatory breach or non-compliance. 
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As outlined in section 9.2(f) below, we may also publish additional media communications 
acknowledging the organisation’s participation, which would include a brief description of the 
relevant product or service. Such communications will be subject to prior agreement with the 
organisation. 
 
Feedback  
 
Following the conclusion of a Sandbox project we will seek feedback from the participating 
organisation. The purpose of this feedback will be to help measure the impact of the Sandbox 
and to identify any areas for improvement. This may take the form of a survey including 
multiple-choice and/or open-ended questions requesting feedback on the application process 
and each operational phase as outlined in section 8 above.  
 
The estimated timeframe for this phase is approximately 14 weeks, including for the 
completion and analysis of feedback. However, the exact duration will depend on several 
factors such as the nature, scope, complexity and risks associated with each project. See 
section 9.2(k) below for further information regarding timeframes.   

9. PARTICIPATION CONDITIONS  
 

9.1 Formal Agreements 
 
Participation in the Sandbox will require organisations to enter into a formal agreement by 
accepting and signing the Terms and Conditions.  In addition to the conditions outlined in 
section 9.2 below, the Terms and Conditions will also cover, among other things, the 
Sandbox’s scope, duration of the engagement, any data protection requirements (including 
safeguards to ensure the protection of individuals’ rights), our role, participant obligations, 
engagement procedures (including communication protocols), intellectual property rights, and 
termination grounds. 
 
The Terms and Conditions will also explain the purpose of the Sandbox Project Plan and what 
this entails, and stipulate that the participating organisation must fully comply with the 
obligations set out in said plan (see section 8 above). Further, as participating organisations 
progress through the Sandbox, we may from time to time, ask them to comply with additional 
obligations which we reasonably consider to be necessary. The Terms and Conditions will 
stipulate that participating organisations must fulfil these obligations in addition to the 
requirements set out in the Sandbox Project Plan. 

9.2 General Conditions 
 

(a) Simulated data for testing  
 
Organisations may wish to use simulated data to support their participation in the 
Sandbox. We will not be able to advise organisations on where or how to procure simulated 
data, nor provide funding to support its use. Organisations intending to conduct live testing 
using simulated personal data should plan in advance how they will obtain and prepare 
such data before submitting an EoI Form. The Sandbox can provide guidance on how to 
implement safeguards and good practice when using simulated data. 
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(b) Other safeguards 
 
Depending on the case, the Sandbox may involve the processing of personal data or other 
sensitive information from participating organisations, including trade secrets, intellectual 
property, and business strategies. 
 
Where possible, the Sandbox will seek to avoid or minimise the processing of personal 
data. Appropriate safeguards will be determined on a case-by-case basis to ensure they 
are both sufficient and proportionate, taking into account the activities related to the 
proposed product, service or model. However, if these safeguards are not implemented, 
your participation in the Sandbox may be terminated and formal action may be taken. In 
such cases, you may also lose the benefit of the protections set out in section 9.2(c) and 
9.2(e) below.  

 

(c) Assurances regarding enforcement action 
 
If personal data is being processed by the proposed product, service or model, and a 
breach occurs, organisations that are making reasonable efforts to comply will not face 
immediate enforcement action. Instead, we will seek to engage constructively with the 
organisation to understand the situation and resolve any concerns through open and 
ongoing dialogue before considering any formal action. 
 
Enforcement is unlikely if an organisation promptly reports a breach,11 suspends the 
relevant processing, and takes timely, satisfactory steps to address the issue. This 
assurance is conditional on the organisation maintaining a transparent and cooperative 
relationship with us throughout their participation in the Sandbox, and on the basis that 
the organisation is meeting the Terms and Conditions of participation, including those set 
out in the Entry Letter. 
 
We will not proactively assess an organisation’s wider processes for compliance. If a 
reportable breach is identified during the course of the Sandbox, which falls outside of the 
scope of the organisation’s project, we will advise the organisation to report this in line 
with their obligations. 
 

(d) Monitoring 
 

The monitoring required will vary based on each organisation’s Sandbox Project Plan and 
the associated risk level in developing the product, service or model. Higher-risk plans will 
necessitate more frequent monitoring. We will collaborate with each organisation to 
determine the appropriate monitoring approach, such as weekly, monthly, or on an ad-
hoc basis, through in-person or virtual meetings, emails, or teleconferences. However, we 
anticipate at least three formal meetings will be held throughout the duration of 
participation. 

 
11 In line with reporting requirements stipulated within Articles 33 and 34 of the Gibraltar General Data 

Protection Regulation (the “Gibraltar GDPR”) and/or the Data protection Act 2004, as well as the 

GRA’s standard procedures. See the Information Commissioner’s Guidance Note (8) Guidance on 
Personal Data Breach Notification IR03/18 available here: https://www.gra.gi/data-

protection/guidance. 
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(e) Statement of regulatory comfort 
 
If we consider it is appropriate and the organisation finds it useful, we may provide a 
statement of regulatory comfort when the organisation exits the Sandbox. This statement 
will be considered on a case-by-case basis and, where appropriate, will outline the 
Sandbox’s view on the organisation’s product or service’s compliance with data protection 
legislation.   
 
Where possible, the statement will confirm that, based on the information shared during 
the organisation’s time in the Sandbox, we found no indication that the organisation’s use 
of the developed product or service would breach data protection laws and that any 
potential areas of concern or potential breaches were resolved. 
 
However, this statement will apply only to the version of the product or service assessed 
within the Sandbox and based solely on the information provided at that time. The 
Sandbox reserves the right to change its view or revoke this confirmation based on future 
legal or market developments, or if new, relevant information comes to light. 
 
It will be made clear that if the product breaches data protection laws in the future, then 
all liability would sit with the organisation and not the Sandbox.  
 
The above would be separate to any exit documentation (see section 8.3 above) and must 
be requested by the participating organisation.  

 

(f) Publicising participation  
 
A condition of participation in the Sandbox is that the organisation provides us with 
consent to make public that the organisation is participating, along with a short description 
of the product or service, which we will agree with the organisation ahead of publication. 
 
The above may take the form of a press release, social media post, an infographic, and/or 
may be included as part of a wider report on the creation and operation of the Sandbox.  
 
Organisations are not permitted to communicate to any third party (i.e., anyone outside 
their organisation) that they are in the Sandbox, or any information relating to their 
involvement in the Sandbox, before, during, or after their participation, without our 
express prior written consent. The only exception to this restriction is that the organisation 
may communicate information that has already been published by the GRA, provided that 
such communication is accurate, complete, and not misleading. This restriction includes 
(but is not limited to) communications to any organisation, media outlet, existing or 
prospective customers, and data subjects. Should an organisation wish to make any 
communication with a third party regarding any aspect of their involvement in the Sandbox 
other than information already published by the GRA, they must request our specific 
written consent in advance. Organisations are not to brand or promote the product, service 
or model being developed as “approved” by the Sandbox or the GRA. 
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(g) Confidentiality 
 
The GRA are bound by strict obligations of confidentiality via provisions in their national 
legislation. This includes confidential information that relates to an identified or identifiable 
individual or business provided as part of the Sandbox process. 
 
We will ask organisations to mark on any submission (i.e., general correspondence, the 
EoI Form, the Application Form, submitted materials, etc.) information they consider to be 
confidential or commercially sensitive and explain why this is the case. This approach to 
confidentiality will not prejudice the requirements to publicise certain information 
regarding an organisation’s involvement, as outlined in section 9.2(f) above and the Terms 
and Conditions.  
 
We will only share information about a product or service with GRA staff as necessary to 
undertake Sandbox work, or if it is not in breach of the GRA’s confidentiality obligations 
and clauses stipulated in the Terms and Conditions. 
 
We will seek consent from the organisation to disclose any confidential information outside 
the GRA, except when necessary to provide feedback or support related to the Sandbox, 
to fulfil any regulatory functions or obligations that we may have, or when required by 
law, statutory directions, court orders, or government regulations, or as permitted under 
the Terms and Conditions. 
 
We may also disclose any information we receive from or about participants, including 
confidential information, to other regulators or public bodies for purposes including 
verifying claims organisations make when applying for the Sandbox, facilitating our 
functions or complying with specific legal or regulatory requirements. 
 
If participating organisations receive any confidential information from or about the GRA, 
they must keep this information confidential and use it only for the intended purpose. The 
Terms and Conditions will stipulate that – 
 

• participants must protect such information as they would their own confidential 
data; 
 

• upon request, participants must securely return or destroy any confidential 
information in their possession; and  
 

• that these confidentiality obligations will continue after the participation period is 
over, for as long as the information remains confidential and is not publicly 
accessible. 
 

(h) Conflicts of interest  
 

We recognise that conflicts of interest can be a concern, especially given how much 
participants may have invested in developing and attempting to bring their innovative 
product to market. The Application Form and Terms and Conditions will require 
organisations to be upfront about any actual or potential conflicts of interest from the 
application process and at any point they might arise. These conflicts could involve 
personal or professional connections between Sandbox participants (or their staff) and 
individuals working at the GRA. As part of our internal process, we will also look to disclose 
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any potential conflicts of interest with the participants as soon as this becomes evident, in 
accordance with the Terms and Conditions. Where potential conflicts are identified, we 
will appraise relevant risks and consider whether additional safeguards are required on a 
case-by-case basis. 

 

(i) Termination 
 
Participation in the Sandbox will require ongoing commitment, transparency, and 
collaboration. While we hope termination will be a rare occurrence, we will inform 
organisations that we reserve the right to suspend or terminate an organisation’s 
involvement. This would not be done unreasonably or without appropriate notice, the 
period of notice will be 2 weeks. Full details are outlined in the Terms and Conditions and 
Entry Letter.  
 
Grounds for termination may include – 
 

• persistent failure to provide required documentation within agreed timeframes; 
 

• non-compliance with mandatory participation requirements; 
 

• failure to engage in a professional and transparent manner; 
 

• reputational concerns arising from credible public information (e.g., criminal 
proceedings); and  
 

• enforcement action taken against the organisation that materially undermines our 
confidence in the organisation’s suitability to participate. 

 
The Sandbox demands time and resource commitments from both sides. We will therefore 
expect participants to respond to all correspondence promptly and engage constructively 
throughout. Where this ceases to be the case, we may consider terminating participation. 
 
Acceptance into the Sandbox does not guarantee progress through all its stages. Either 
party may also withdraw from the engagement if, for example, a feasible Sandbox Project 
Plan cannot be agreed, the Sandbox Project Plan is not progressing as intended, or 
specific requirements cannot be met. 

 

(j) DPIAs  
 
Requirements for DPIAs (including prior consultation) will continue to apply to 
organisations. Organisations should ensure that they consider relevant guidance and 
processes for DPIA consideration as set out by the GRA, if they are successful in their 
application.12  
 
At the application stage, organisations will need to identify if their product, service or 
model presents a high risk based on the above-mentioned processes. As a useful point of 
reference, we have included a list of processing operations for which a DPIA is required 

 
12 See the Information Commissioner’s Guidance Note (4) Data Protection Impact Assessments IR04/17 

(v3) available here: https://www.gra.gi/data-protection/guidance.  
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(see Annex B) based on the guidelines13 adopted by the European Data Protection 
Board,14 this will be made available to organisations within the Application Form. We will 
also ask for information about how the risk is intended to be mitigated and consider this 
as part of the application process. If the organisation is then successful, it will be made a 
key element of agreeing to the Sandbox Project Plan. Execution of the Sandbox Project 
Plan may include providing informal advice on risk mitigation that might need to be 
considered. 
 
However, there is no formal requirement for DPIAs to be submitted, unless the DPIA 
indicates that a risk has not been mitigated, and the organisation wishes to commence 
processing. In such circumstances, the DPIA would have to be submitted to the GRA 
under “prior consultation” processes. Where this occurs, participation in the Sandbox will 
be paused until the outcome of the DPIA has been delivered after consultation, and the 
risks are deemed acceptable. We would review ongoing participation at that point on a 
case-by-case basis and depending on the outcome of that process. 

 

(k) Model and timeframes 
 
The Sandbox will operate a phased intake model, beginning with an Expression of Interest 
stage followed by a full application process for selected organisations. From these 
applications, a single Sandbox project will be selected for participation at any given time 
to ensure appropriate oversight, engagement, and regulatory support.  
 
Where an application meets the eligibility criteria but cannot be accommodated due to 

capacity constraints, the organisation may be notified that their application will be retained 

for future consideration. This does not guarantee participation in the Sandbox. 

 

Where an application is retained for future consideration, the organisation may be invited 

to confirm their continued interest and provide updated information regarding its proposal. 

Applications may be reassessed when Sandbox capacity becomes available and in light of 

any changes to the proposal, regulatory priorities, anticipated public benefit, 

organisational readiness, or available regulatory resources before any future selection 

decision is made. Retention for future consideration does not establish priority based on 

the date of application and does not guarantee selection for future participation in the 

Sandbox. 

 
We expect projects to take approximately 12–15 months from the initial expression of 
interest to completion, although the exact duration may vary depending on the nature and 
complexity of the proposal. Experience shows that meaningful collaboration typically 
benefits from an engagement period of at least 6 months. The duration of each project 
will also depend on its scope, the specific challenges for which support is sought, and the 
internal timelines of the participating organisation. 
 

 
13 Ibid. 

14 European Data Protection Board (“EDPB”), “Guidelines on Data Protection Impact Assessment 

(DPIA) and determining whether processing is "likely to result in a high risk" for the purposes of 

Regulation 2016/679” 17/EN wp248rev.0 adopted 4 April 2017 as last revised and adopted on 4 October 
2017 available here: https://ec.europa.eu/newsroom/article29/items/611236/en accessed 12 August 

2025.  
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The following outlines the estimated timeframes for each stage of a Sandbox project: 
 

• Up to 12 weeks from expression of interest to application response. 

 

• Up to 52 weeks for project duration, from initiation to completion – 

 

- 14 weeks for the design and development of the Sandbox Project Plan; 

 

- 24 weeks for execution of the same, including testing; and 

 

- 14 weeks for project exit and completion of the feedback process.  

 

Including the application phase, the overall lifecycle from initial expression of interest to 

project completion may take up to 64 weeks. 

 

The following provisions apply to all Sandbox projects to support the effective planning, 
timely progression, and successful delivery of the same: 
 

• Applicable timeframes are based on the participating organisation providing all 
required information at each stage of the project. Delays in providing information 
may result in corresponding adjustments, including pausing or extension of 
timeframes where necessary. 
 

• Projects must remain within the agreed Sandbox Project Plan. Any material 
changes require prior approval, and fundamental redesign during the execution 
phase is unlikely to be permitted. 
 

• Testing/revision cycles may be limited to ensure timely progression. 
 

• Time allocation between phases may also be adjusted by us as needed to ensure 
effective project progression. 
 

• We may conclude a project where sufficient regulatory insight has been obtained, 
or suspend or terminate a project where agreed milestones are not met, required 
information is not provided in a timely manner, or continued participation is no 
longer considered viable (see section 9.2 (i) above). 
 

(l) Costs and resources 
 
The Sandbox will be a free service that offers organisations direct support and expertise 
as they develop new products or services. 
 
While financial support will not be available, organisations should factor in the cost of any 
safeguards required to meet data protection by design and default15 obligations. High-risk 
processing may require specific controls, and this should be considered before applying. 
 
Organisations are not expected to cover any costs incurred by us. A key requirement, in 
some cases, will be the involvement of a DPO that has sufficient knowledge, and which 
acts as the key contact throughout the engagement. 

 
15 Article 25 of the Gibraltar GDPR.  



 

21 
 

 
It is recognised that participating models, products, or services may also fall within the 
scope of other regulatory frameworks. Organisations should identify any such frameworks 
applicable to their proposal, and evidence may be requested. Where appropriate, relevant 
authorities may be contacted to verify this information.   
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ANNEX A: ELIGIBILITY INDICATORS  
 

Indicators 1 
Low 

2 
 

3 
 

4 
High 

Innovation Appears to be a 
modified version 
of an existing 
model or service, 
with little to no 
explanation of 
how it differs 
from current 
market offerings. 
Comparisons to 
other solutions 
are minimal or 
missing. 

The submission 
demonstrates 
some innovative 
elements, with 
initial attempts 
to compare the 
proposal to 
existing 
solutions. These 
comparisons 
suggest a degree 
of novelty, 
though the 
evidence may be 
limited. 

Innovation is 
clearly 
articulated, 
supported by 
both qualitative 
and quantitative 
insights. It 
provides well-
structured 
comparisons to 
established 
approaches, 
highlighting how 
the proposal 
offers a distinct 
and meaningful 
improvement. 

The innovation is 
well defined and 
shows strong 
potential for 
significant 
impact. The case 
is supported by 
compelling 
qualitative and 
quantitative 
evidence, with 
detailed, 
relevant 
comparisons that 
clearly 
demonstrate 
how the solution 
is distinct and 
transformative. 

Public 
benefit 

The product or 
service appears 
to primarily serve 
the interests of 
the submitting 
organisation, 
with minimal or 
no clear 
advantages for 
the broader 
public. There is 
little to no effort 
made to assess 
or demonstrate 
the scale or 
significance of 
potential public 
benefit. 

The innovation 
has the potential 
to offer some 
public benefit 
beyond the 
organisation’s 
own interests. 
The application 
includes a 
reasonable effort 
to estimate the 
likely reach and 
impact of the 
benefit, 
supported by 
initial qualitative 
or quantitative 
data. 

The potential for 
the product or 
service to deliver 
meaningful 
benefits to the 
public is both 
clear and 
substantial. The 
submission 
includes strong 
supporting 
evidence, using a 
mix of qualitative 
and quantitative 
data, to 
demonstrate the 
expected 
positive 
outcomes. 

The proposed 
innovation 
presents a clear 
and compelling 
case for 
delivering 
substantial and 
potentially 
transformative 
public benefit. 
The breadth 
and/or depth of 
the impact is well 
articulated and 
backed by 
persuasive and 
robust evidence, 
both qualitative 
and quantitative. 
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Viability Proposed activity 
and mechanisms 
do not appear to 
fall within our 
suggested 
approach, with 
unrealistic 
timescales and 
insufficient 
planning and/or 
resource. 
 
There is no 
robust risk 
assessment, and 
potential risks to 
data subjects 
and project 
delivery are 
unaddressed.  
 
The exit plan has 
clear deficiencies 
and/or does not 
adequately 
mitigate any 
potential risks or 
provide redress. 
 
 
 
 

Proposed 
mechanisms 
broadly fall 
within the scope 
of our intended 
approach, but 
timescales and 
resource 
planning need 
adjustment.  
 
There is a plan to 
identify and 
assess potential 
risks. Some 
relevant control 
mechanisms in 
place.  
 
There is a clear 
exit plan in place 
that attempts to 
mitigate 
potential risks 
and provide 
redress where 
needed. 
 
 
 
 
 
 

Mechanisms 
have been well 
thought through, 
relate to our 
suggested 
approach, and 
have realistic 
timescales and 
appropriate 
resource 
planning.  
 
Some potential 
risks identified 
and assessed. 
Those relating to  
data subjects 
and project 
delivery are well 
understood. 
Control 
mechanisms 
appear effective.  
 
 A clear exit plan 
includes risk 
handling and 
redress. 
 
 
  

Mechanisms 
aligned with our 
intended 
approach, 
timescales and 
resources are 
clearly defined 
and realistic.   
 
Potential risks to 
data subjects 
and to project 
delivery are well 
understood and 
have been 
mitigated to 
ensure delivery 
of proposal.  
Sophisticated 
control 
mechanisms in 
place shown to 
be effective 
through 
evidence.  
 
The exit plan is 
comprehensive, 
ensuring risk 
mitigation and 
redress. In 
effect, ensuring 
a ‘failsafe’ 
approach. 
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ANNEX B: LIST OF PROCESSING OPERATIONS FOR 

WHICH A DPIA IS REQUIRED 
 
Below is a list of processing operations that are considered to require a DPIA. This list is based 

on guidelines adopted by the European Data Protection Board on DPIAs.16 Our list therefore 

complements and further specifies these guidelines. The list will be updated in accordance 

with developments.  

1. Innovative technology: Processing involving the use of innovative technologies, or the 
novel application of current technologies (including AI). A DPIA is mandatory for this type 
of processing when combined with any of the criteria within the European guidelines. 

2. Denial of service: Data processing that affects an individual’s access to a product, 
service, opportunity or benefit, due to automated decision-making, profiling or involves 
the processing of special category data. 

3. Large-scale profiling: A DPIA is required for any large-scale profiling of individuals. 

4. Biometrics: A DPIA is compulsory for any processing of biometric data when it is 
combined with any of the criteria from the European guidelines. 

5. Genetic data: Any processing of genetic data, other than that processed by an individual 
GP or health professional for the provision of health care direct to the data subject. A 
DPIA is required where this processing is combined with any of the criteria from the 
European guidelines. 

6. Data matching: Processing that involves the combination, comparison or matching of 
personal data attained from more than one source. 

7. Invisible processing: When personal data is processed without being directly obtained 
from the data subject due to an impossible or disproportionate effort to comply with 
Article 14 of the Gibraltar GDPR. A DPIA is mandatory for this type of processing when 
combined with any of the criteria within the European guidelines.  

8. Tracking: Data processing involving the tracking of an individual’s location or behaviour, 
including online activity. A DPIA is mandatory for this type of processing when combined 
with any of the criteria within the European guidelines. 

9. Targeting of children or other vulnerable individuals: A DPIA is mandatory for the 
processing of the personal data of children or other vulnerable groups for the purpose of 
marketing, profiling, automated decision-making or for offering online services directly to 
children.  

10. Risk of physical harm: A DPIA is obligatory due to a breach of this type of data 
processing that could cause a physical, health or safety risk to individuals. 

 
16 EDPB, “Guidelines on Data Protection Impact Assessment (DPIA) and determining whether 

processing is "likely to result in a high risk" for the purposes of Regulation 2016/679” 17/EN wp248rev.0 

adopted 4 April 2017 as last revised and adopted on 4 October 2017 available here: 

https://ec.europa.eu/newsroom/article29/items/611236/en accessed 12 August 2025.  
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IMPORTANT NOTE 
This document is purely for guidance and does not constitute legal advice or legal analysis. 

All organisations that process personal data need to be aware that the Gibraltar GDPR and 

the DPA may apply directly to them. The responsibility to become familiar with the Gibraltar 

GDPR and the DPA and comply with its provisions where applicable lies with the organisation.  

Where necessary, the Information Commissioner will review this Guidance Note in accordance 

with any updates or other developments. In the event of any conflict or inconsistencies 

between this Guidance Note and the Privacy Regs, the Gibraltar GDPR and the DPA, the 

Privacy Regs, the Gibraltar GDPR and the DPA will take precedence. 
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